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Kivonat

A mikroszolgaltatas architektira elterjedése, a felhé-nativ fejlesztések, és a DevOps, vala-
mint a Site Reliability Engineering gyakorlatok megjelenése fundamentalisan atalakitotta
a modern szoftverfejlesztés és tizemeltetés stratégidit. A mikroszolgaltatdsok lazan csatolt
szoftver komponensek, melyek pontosan leirt csatornakon kommunikéalnak, igy megenged-
ve, hogy minden szolgaltatias 6ndlléan funkcionalhasson, autoném skalazédhasson, vala-
mint kicserélodjon anélkiil, hogy megzavarna a teljes rendszer mitkodését. A monolitokkal
szemben a mikroszolgaltatasok alkalmazéasaval modularis és skaldzhaté architektura al-
kothaté meg. Azonban ezek az elonyok jelentOsen megnévelt rendszerek komplexitassal
jarnak, amely leginkdbb a rendszer viselkedésének megértése sordn valik nyilvanvalova,
kiilénosen tizemzavarok és hibak esetén.

E kihivas kezelésére az tizemeltetési csapatok a megfigyelésrél az észlelhetdségre (ob-
servability) tértek at. Az észlelhetGségi eszkozok célja, hogy értelmezhetd adatokat és hasz-
nos informécidkat nytjtsanak a rendszerrdl, ezzel segitve az incidensek kezelési idejének
csOkkentését és a termelékenység novelését. A szervezetek sokkal kifinomultabb hibadetek-
talasi és lokalizacidés megkozelitéseket igényelnek, amelyek képesek kezelni az ilyen Osszetett
rendszerek bonyolultsdgat. A pontos és értelmezheté diagnosztika jelentdsen csokkentheti
a mérnokok munkaterhelését.

Ez a dolgozat egy 1j modell-alapi diagnosztikai keretrendszert mutat be, amely egy
kozos metamodellel reprezentalja a multimodélis adatokat. Fz a megkdzelités lehetévé te-
szi a modellfiziét kiillonb6z6 informacidforrasokbdl az elosztott rendszerben az OpenTele-
metry ipari szabvany felhasznaldsdval, amely magaban foglalja az elosztott nyomkovetést,
eseménynaplokat és teljesitmény monitorozast. A bemutatott skaldzhaté (span szinttdl a
telepitési szintig) diagnosztikai modell észleli és pontosan lokalizdlja a hibdkat és azok oka-
it a hibaterjedés analizis felhasznalasaval. Egy Answer Set Programming (Prolog-szerii)
logikai kovetkezteté motort alkalmazva az egyesitett adatok elemzésére, amely lehetové
teszi a hibak azonositasat és terjedés vizsgalatat az Osszekapcsolt komponensek kozott. A
kifejlesztett modszereket egy hibakkal injektalt benchmark adathalmazon értékeltem.

A javasolt megkozelités hatékonyan kezeli a hibalokalizacié kihivasait a felhG-nativ
mikroszolgaltatas alapt rendszerekben. Logikai kdvetkeztetés alkalmazasaval a hibak elem-
zésére és terjesztésére a keretrendszer olyan megoldasokat generdl, amelyek jobban érthe-
t6k a mérnokok szadmaéra, elésegitve az atlathatdsagot és tovabbi dontéshozést. A keret-
rendszer altal nyujtott skdlazhaté diagnosztika hasznos betekintésekkel latja el az tizemel-
tetési csapatokat, javitva a rendszer megbizhatdsagat és a dontéshozatali folyamatokat,
mikdzben egyidejiileg csokkenti az lizemeltetési terheket. Ezek a hozzajarulasok nemcsak
az incidensek kezelésének hatékonysagat novelik, hanem 1j megkozelitést kinalva a multi-
modalis adategyesitésre, elémozditjak az észlelhetOség teriiletét a mikroszolgaltatas alapu
rendszerekben.



Abstract

The widespread adoption of the microservice paradigm, cloud-native developments, and
the adoption of DevOps and Site Reliability Engineering practices have fundamentally
transformed modern software development and operational strategies. Microservices are
loosely coupled software components that interact through well-defined APIs, allowing
each service to function independently, scale autonomously, and be updated or replaced
without disrupting the overall system architecture. Compared to monoliths, microservices
enable modular and scalable architectures, allowing for greater flexibility in these large,
distributed systems. However, these benefits come at the cost of significantly increased
system complexity, which is most evident in understanding system behavior, especially
during outages and failures.

To tackle this challenge, operations teams shifted from monitoring to observability. Ob-
servability tools aim to yield actionable insights and meaningful data about the system,
which helps improve incident response times and increase productivity. Organizations
require much more sophisticated fault detection and localization approaches that can han-
dle the intricacies of these complex systems. Accurate and interpretable diagnostics can
significantly decrease the workload for engineers.

This report presents a novel model-based diagnostics framework using a joint metamodel
representing multimodal data. This approach allows model fusion from different informa-
tion sources in the distributed system using the OpenTelemetry industry standard, which
includes distributed traces, event logs, and performance monitoring. The presented scal-
able (from span to deployment-level) diagnostics model detects faults and localizes root
causes accurately with the use of error propagation analysis. An Answer Set Programming
(Prolog-like) logic reasoning engine is employed to analyze the fused data, enabling the
identification and propagation of faults across interconnected components. The developed
methods were evaluated on a benchmark dataset with injected faults.

The proposed approach effectively tackles the challenges of fault localization within cloud-
native microservices systems. By employing logic reasoning to analyze and propagate
faults, the framework generates solutions that are more comprehensible to engineers, fa-
cilitating better understanding and reasoning. The scalable diagnostics provided by this
framework empower operations teams with actionable insights, significantly improving sys-
tem reliability and decision-making processes while simultaneously reducing operational
workloads. These contributions not only enhance the effectiveness of incident response
strategies but also advance the field of observability in microservice systems with a new
approach to multimodal data fusion.
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Chapter 1

Introduction

While being highly scalable and flexible, microservice systems introduce significant chal-
lenges in observability and understanding system behavior due to their highly complex,
decentralized, and modular design [1]. The heterogeneous nature of the architecture and
constantly changing topology make traditional monitoring and fault localization tech-
niques difficult. The reliability and availability requirements in these systems necessitate
approaches that can tackle multimodal observability data and provide operators with ex-
plainable diagnostic results. This report aims to tackle two challenges [2] in the field of
observability and fault diagnosis of microservice systems:

Challenge 1: Multimodal data model

Traditional methods often focus on one data source only, like logs or
metrics, which can miss important information. By combining different
data types, such as logs, metrics, and system topology, new approaches can
provide a more comprehensive understanding of the state of the system.

Challenge 2: Explainable diagnostic results

Several current methods use complex machine learning models that can be
hard for operators to understand. Making these models easier to explain
can build trust and confidence in the diagnostic results, helping with better
decision-making.

The report presents a novel model-based diagnostics framework for microservice systems,
utilizing a joint metamodel representing multimodal data from various sources such as
distributed traces, logs, and performance metrics. The framework uses OpenTelemetry,
an industry standard, to collect and integrate these data sources, enabling a comprehen-
sive understanding of system behavior. The paper leverages Answer Set Programming [3],
a logic-based reasoning engine, and Inductive Learning of Answer Set Programs [4], an
Inductive Logic Programming approach, to analyze this fused data, allowing for the identi-
fication of faults across interconnected microservice components. This approach effectively
tackles the challenges of fault localization in microservice systems by generating explain-
able diagnostic results and providing actionable insights for operations teams, ultimately
improving system reliability and reducing operational workload.



Report Structure

Chapter 2 presents the advantages and the challenges of the microservice architecture,
focusing on increased system complexity and the difficulty of understanding end-to-end
flows. The concept and importance of Observability is introduced, as well as state-of-the-
art approaches and solutions for monitoring and system telemetry. Finally, it presents the
problem of fault diagnosis in complex systems and current research directions.

Chapter 3 introduces the concepts of Logic Programming, Qualitative Reasoning, Answer
Set Programming and Inductive Logic Programming. These fundamental approaches and
techniques lay the groundwork for the contributions presented in the following chapters.

' Chapter 4 | | Chapter 6 '
: Metrics — :
| Qualitative . S . '
' Logs > Model —» Fault Diagnosis ——»  Evaluation ;

Traces

Inductive
Rule Extraction

Figure 1.1: Contributions

Research Contributions are shown in Figure 1.1. The following paragraphs describe the
chapters containing the proposed methodology and the developed solution.

Chapter 4 addresses Challenge 1 (Multimodal data model) by introducing a model-based
framework for fault diagnosis in microservice systems, using a metamodel that represents
multimodal observability data. This approach enables the integration of heterogeneous
telemetry sources such as logs, metrics, and traces, leading to a more comprehensive
understanding of system behavior.

Chapter 5 addresses Challenge 2 (Explainable diagnostic results) by extracting explainable
diagnostic rules using Inductive Logic Programming of Answer Set Programs (ILASP).
These rules aim to capture the relationships between observed anomalies and specific
faults in the microservice system.

Chapter 6 uses a benchmark microservice system to evaluate the performance of the fault
diagnosis framework and the power of inductive rule learning. The chapter assesses the
accuracy of the developed approach to diagnose and localize faults within this system.
The results are compared to several contemporary approaches as well.



Chapter 2

Microservice Architecture and
Observability

2.1 What are Microservices?

Microservice architecture is a software development paradigm that has emerged as the
prominent way to design rapidly evolving cloud-native applications. Microservices are
small, independently deployed services that communicate over lightweight APIs and are
built around business domains [5]. The simplified logical structure of microservices can be
seen in Figure 2.1.

.......................................

Microservices

Service 3

API
Gateway

Figure 2.1: Microservice Architecture

The loose coupling of these services enables greater flexibility in development, scaling, and
deployment. Services centered around business domains are developed by cross-functional
teams, have end-to-end ownership of their domain, and are able to work independently with
the means best suited to their needs. The decentralized, separated nature of microservices
allows scaling only those services that experience high loads. Services can run on virtual
machines selected for their performance needs and scale horizontally when needed, in turn
optimizing infrastructure costs [6].

While microservices provide great advantages in scaling and flexibility, these advantages
come at a cost. Moving from monolithic paradigms to the use of distributed systems
significantly increases system complexity. As the number of services increases, it becomes
more challenging to understand end-to-end flows. Technical debt, exception handling,
service execution, and communication pose significant difficulties in modern microservice
systems [7]. Verifying system behavior and testing also pose a challenge, as requests
span across multiple services. Frequent, dynamic changes make maintaining an accurate
mental model of the system architecture very difficult. During operation, a fault in a single



service can propagate and cascade into other dependent services. The loose coupling of
these components makes it difficult to identify root causes [5, 6].

2.2 Observability

The Cloud Native Computing Foundation [8] describes observability as:

"Observability is a system property that defines the degree to which the system
can generate actionable insights. It allows users to understand a system’s state
from these external outputs and take (corrective) action."

Giving these kinds of insights and understanding into the system behavior to developers
allows for higher developer productivity and decreased incident response times. Increasing
extra-functional properties such as reliability and availability is critical in systems where
outages can negatively impact the user experience and pose a significant loss of revenue.

Interconnected context of different aspects allows to see how individual components affect
the behavior of the system. By providing a comprehensive, unified view of the system,
operators gain a deeper awareness of the larger architecture. Intuitive and understandable
dashboards allow faster exploration of telemetry data and insights, reducing the time
needed to detect and resolve issues.

Another key aspect is maintaining a single source of truth, fusing different kinds of moni-
toring data into a unified platform. Ensuring all collected data is available for analysis and
reporting. Beyond data collection, an effective observability system requires the ability to
correlate anomalies with observations to facilitate root-cause analysis, allowing a holistic
understanding of issues and their impacts [9].

One of the most widespread standards in observability is the OpenTelemtery framework.
OpenTelemetry is designed to create and manage telemetry data, providing a common
standard for high-quality, portable telemetry [10].

2.3 What can be observed?

Observability is essential for understanding the health and performance of complex sys-
tems, particularly in microservice architectures. At its core, observability is built upon
three main pillars [9] (Figure 2.2): logs, metrics, and traces. These data types provide
a multi-aspect approach to monitoring and diagnosing system behavior. Each one offers
unique insights that come together to give a complete picture of how a system works.

The following subsections describe the three pillars of observability in detail.

2.3.1 Monitoring performance metrics

Metrics monitoring is a crucial building block for creating observable systems, providing a
quantifiable view of system performance over time by tracking request rates, error counts,
resource utilization, and latency. Monitoring infrastructure metrics is easier compared
to application metrics, but the most popular metrics to monitor are resource usage, for
example CPU and memory utilization [11].

The collected data is often used as a basis for alerting systems when significant thresholds
are reached, or relevant signals are detected. By taking advantage of early warnings, teams
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Figure 2.2: Three Pillars of Observability

can proactively address potential problems before they cause a failure in the overall system.
By monitoring key metrics, the impact of new changes and releases can be assessed [1].
By employing metrics monitoring, organizations can gain a deeper understanding of their
systems, address bottlenecks, and react to anomalous behavior.

The most common open-source metrics monitoring tool is Prometheus. Prometheus is used
to collect and query time-series data on CPU usage, memory usage, network performance,
and more. It boasts a powerful multi-dimensional data model, supports built-in alerting,
and has the ability to scrape metrics from multiple sources.

Table 2.1 shows an example based on data collected from the system presented in 6.1.
The first column of the table shows that the data is sampled every sixty seconds, with
the timestamp being recorded for each entry. The metrics are collected from the frontend
pod. At the 1661140459 timestamp, a possible anomaly can be seen, with all three metrics
rising at a rapid rate.

TimeStamp | Pod | CpuUsageRate (%) | MemoryUsageRate (%) | Latency P90 (s)
1661140339 | frontend 28.64 12.31 0.81
1661140399 | frontend 25.73 12.82 0.69
1661140459 | frontend 80.54 69.92 2.09
1661140519 | frontend 81.35 20.55 2.31

Table 2.1: Example Metrics

2.3.2 Logging

Logging is the practice of generating, collecting, centralizing, and parsing log data, such
as errors and failures. Logs contain data about events as seen, errors, and failures in the
system components [1]. This data is produced by application servers, network devices,
and other components. Log management is common for both microservice-based and
traditional systems. Scanning and monitoring the collected data can be used to detect
various problems, from exceptions to HTTP response codes. As microservices often run
on virtual machines, which are dynamically created and destroyed, proper log manage-
ment approaches, such as centralized logging, are necessary to identify service failures and
causes [11]. Usually, logs carry information about the location of the log generation in
virtualized systems (e.g. nodes, pods, and containers).



"message": "[CreateQuoteFromFloat] received request",
"severity": "info",
"timestamp": "2022-08-22T04:01:35.509258491Z"
}
Listing 1: Example of an Info Log Entry
{
"error": "product id not specified",
"http.req.id": "7e7635d6-47f4-431c-8816-357545ee2f19",
"http.req.method": "GET",
"http.req.path": "/product/L9ECAV7KIM",
"message": "Request error",
"session": "ddc4280b-2a14-4833-bf3f-4766d33ae9d9",
"severity": ‘“error",
"timestamp": "2022-08-22T04:02:15.08603417Z"
}

Listing 2: Example of an Ezception Log Entry

Logs may contain information about an event in the component. These logs can be used
to measure service usage, to verify the correct functioning of a component, or to help
audit the security properties of the system. Information logs may even help track down
bottlenecks, by showing requests stuck in queues waiting for resources. The log in Listing
1 shows that the service received a request.

Some logs may contain exceptions and errors thrown by the applications. These logs are
invaluable for debugging and troubleshooting during development and operation. Error
logs can also be used to generate error metrics, or as alerting when a specific error is found.
The log in Listing 2 shows a request error, as the product ¢d was not specified. This could
point to a software bug being present in the calling service.

Logging tools also collect the HTTP responses seen commonly in these systems. These
codes help quickly identify issues using a standardized system, from client to server errors.
These response codes provide insight into error identification and user interactions. A
sudden rise in 500 errors can imply that a service is unavailable. The HTTP 400 error
seen on 3 shows a bad request.

{
"http.req.id": "7478c494-d93b-4970-9836-63467c881302",
"http.req.method": "GET",
"http.req.path": "/product/1YMWWNIN40",
"http.resp.status": 400,
"message": "Request complete",
"session": "59e62a54-a595-42b0-8450-647e563cfa33",
"severity": "info",
"timestamp": "2022-08-22T04:02:33.5364723272"

}

Listing 3: Example of a HT'TP Response Code Log Entry



2.3.3 Distributed Tracing

Distributed Tracing is a monitoring technique centered around the capture of detailed
execution of casually related activities in a distributed system. Unlike other tracing tech-
niques, distributed tracing is focused on observing the end-to-end execution of individual
requests performed by many different services and processes, typical in microservice-based
systems [12]. Distributed traces not only cover the path that a request travels through
in the system, they also record information about the timing of operations. This can
facilitate the identification of bottlenecks and latency issues [1]. A simplified view of the
trace hierarchy and timing telemetry can be seen in Figure 2.3.

In Google’s technical report about their large-scale distributed tracing tool Dapper [13],
they highlight the value of effectiveness of this monitoring approach. Dapper’s success is
attributed to its incredible ability to provide a comprehensive understanding of system
behavior to developers and operations teams.

time

\ 4

/
)
B )

Figure 2.3: Example Trace

A trace represents a single request to the overall system. Traces are made up of spans,
which are individual operations executed in a tree hierarchy. Each span contains its parent
span (or root), the start and end time, attributes, and context, such as operation name,
related pod, and service. Spans may also contain events, links, and status information
about the operation. With more in-depth instrumentation more information can be col-
lected and evaluated in these traces, however, in this report, the solution will be based
on the bare minimum of information contained in spans, parent span link, timing data,
executing pod, and operation name. An example span from the OpenTelemetry Docu-
mentation [10] can be seen in Listing 4. It is important to note that the parent ID is null,
meaning this is the root of the trace.

2.4 Research Direction

As stated by the Cloud Native Computing Foundation [8], the goal of observability is to
generate actionable insights. Robust and capable fault diagnosis tools can improve the
system’s overall stability and reliability by localizing the root cause of failures, allowing
for swift intervention to prevent cascading failures. Providing accurate and concise infor-
mation about the system state in failure situations enables quicker recovery times, thus
reducing downtime. Automated tooling is able to reduce the workload of development and
operations personnel, allowing them to focus on providing value instead of troubleshoot-
ing and debugging. These advantages of diagnostics tools help minimize financial losses
stemming from downtimes and increase user experience quality [2].



"name": "hello",
"context": {
"trace_id": "5b8aa5a2d2c872e8321cf37308d69df2",
"span_id": "051581bf3cb55c13"
I
"parent_id": null,
"start_time": "2022-04-29T18:52:58.114201Z2",
"end_time": "2022-04-29T18:52:58.1146872",
"attributes": {
"http.route": "some_routel"

}

Listing 4: Example Span Entry

A 2024 survey [2] highlighted key research directions in failure diagnosis for microservice
systems. The solution presented in this report aims to tackle two of these key directions:

Explainable Diagnostic Results Many current approaches rely on complex machine
learning and deep learning models, which can prove difficult to interpret for operators. By
improving the explainability, trust and confidence in diagnostic results can be increased,
leading to more informed decision-making.

Multimodal Data Fusion Traditional techniques are often focused on single data
sources like logs or metrics, potentially overlooking valuable information. By fusing mul-
tiple data sources, including logs, metrics, and topology, it is possible to provide a more
comprehensive understanding of the operational state of the system.

2.5 Related Work

Sieve [14] is a platform built to derive actionable insights from monitored metrics in
distributed systems. Sieve obtains metrics and call graphs (similar to traces), reduces
the number of data points by filtering and clustering, selecting representative metrics to
best reflect the system behavior. This reduces the number of metrics to analyze, all while
preserving information about the overall state. By identifying causal relationships and
building a dependency graph, it helps developers better understand the system’s behavior.
This tool can be applied for various management tasks such as auto-scaling and root cause
analysis.

iSQUAD [15] presents a framework to diagnose the root causes of intermittent slow
queries in cloud database services. This framework is noteworthy, as it aims to create
a highly interpretable and accurate model for operators. Identified cases are presented
with concrete examples to aid understanding for operators. By highlighting anomalies in
influential key performance metrics, the most significant factors are emphasized. Engineers
presented with these representations showed significantly better performance in identifying
correct root causes.



Nezha [16] introduces a novel approach for root cause analysis in microservice systems.
The proposed solution uses application-level metrics for anomaly detection, triggering
further analysis. A common event graph is created by integrating multimodal data from
tracing, metrics, and logs. Nezha leverages Pattern Mining from these graphs for high-
impact root causes and runs these results, focusing on results that indicate a deviation
from expected execution paths.

The proposed solution leverages multimodal data sources (e.g. metrics, logs, traces)
for anomaly detection, and uses similar approaches to identify causal relationships be-
tween services. However, by creating a heterogeneous metamodel and using Answer Set
Programming for logic reasoning, the approach allows for greater flexibility in different
applications and a more modular architecture. Using inductive learning explainable diag-
nostic rules can be generated, allowing for a more in-depth understanding of the system
behavior and providing an insight into the fault diagnosis process.



Chapter 3

Logic Reasoning

Logic programming is a programming paradigm driven by the idea that a single formalism
can be used for both logic and computation, with logic encompassing computation [17].
Unlike imperative programming, where the program specifies how to solve a problem, in
logic programming, the program describes the problem at hand, and the system will solve
it utilizing the power of logic and leveraging and expressing knowledge and computation
as facts, rules, and queries.

3.1 Qualitative Reasoning

To simplify the diagnostic process and aid in creating interpretable models, this report
uses qualitative reasoning over monitoring data. Qualitative reasoning is an abstraction
technique that aims to help understand and predict the behavior of complex systems with-
out relying on precise numerical data and computations. Using qualitative descriptions to
model these systems can simplify thinking and can work even in situations where quanti-
tative data may be incomplete or unavailable. The process is shown in Figure 3.1. The
following paragraphs describe the process steps in further detail [18].

The continuous model represents a system using continuous variables and equations
that describe the relationships between these variables. For example, these might be
differential equations representing the dynamics of a physical system, such as the flow of
fluids and water levels.

Discretization involves turning these continuous variables into discrete categories. This
abstraction reduces the complexity of the models, by grouping ranges of values into qual-
itative states. The qualitative state is created by defining thresholds at critical values in
terms of system behavior. For example, in a water tank, the following qualitative states
could be defined for the water level: Empty, Normal, Overflowing.

The qualitative model uses discretized variables and captures the relationships be-
tween these variables in a qualitative manner. This offers two major advantages: the
generalization allowed by the discrete variables makes the model applicable to a broader
range of situations, while it is also more robust, as it is less sensitive to measurement errors
or uncertainties. The model is made up of qualitative variables, qualitative relationships,
describing how variables influence each other, and also causal relationships.

10



Continuous q A Qualitative q q Engineering
Model ——>» Discretization —> Model ——> Logic Reasoning ———> Interpretation

Figure 3.1: Qualitative Reasoning Workflow

Logic reasoning applies logic inference rules to the qualitative model to predict the
system behavior. The main tool for this reasoning is qualitative simulation, which aims
to explore the state space defined by the qualitative model, predicting possible behaviors.
Constraint satisfaction aims to find inputs that can satisfy all qualitative constraints.
While rule-based methods use ASP rules created from expert knowledge to infer knowledge
from observations.

Engineering Interpretation is the final step, allowing engineers to make decisions or
take action. The aim of qualitative reasoning is to give actionable insights, which can be
explained and understood even for highly complex systems. The main application areas
are diagnosis, design, and control of these systems.

3.2 Answer Set Programming

Answer Set Programming (ASP) is a form of declarative programming oriented towards
difficult search problems [3]. The approach originates from the field of logic programming
and non-monotonic reasoning. ASP utilizes the concept of stable model semantics to rep-
resent and solve problems. Problems are encoded as a logic program, and the solutions
to the problem correspond to the answer sets, also known as stable models, of that pro-
gram. An answer set is a consistent set of literals that represent a possible solution, which
satisfies all rules and constraints of the program.

The workflow of ASP solving can be seen in Figure 3.2. The starting point is a real-world
problem that needs to be solved. This could range from a scheduling task or puzzles to
any kind of problem with a set of constraints. Modeling this problem involves encoding
the facts, rules, and constraints into the logic program. The grounder transforms the
logic program with variables into a variable-free, ground program. The solver processes
this ground logic program and computes the stable models that satisfy the rules and
constraints. The set of literals representing the solutions are extracted from the stable
models and are interpreted to the solution.

Problem Solution
Modeling Interpreting
Y
Logic » Grounder > Solver > Stable
Program Models
Solving

Figure 3.2: Solving Process [19]
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wears_red(nick).
has_beard(nick).
not is_short(nick).

Listing 5: ASP Atoms

santa(Person) :- wears_red(Person), has_beard(Person).
elf(Person) :- wears_red(Person), is_short(Person).

Listing 6: ASP Rules

Atoms are the basic building blocks of ASP programs, they state the facts of the problem.
Literals consist of atoms or their negations. A positive literal is the atom itself, while a
negative literal is the negation of an atom. A simple example of atoms and literals be
seen in Listing 5. The literals in this code are considered facts, as they define the known
information about the problem.

Rules define how new information can be inferred from known facts and other rules.
They are made of a head and body, where the head is a single literal, and the body is a
conjunction of literals. An example rule can be seen in Listing 6. These rules mean that
if a Person wears a red coat and has a beard, they are Santa, while if they wear red and
are short, they are an EIf.

Disjunctive rules are able to model the nondeterministic behavior of the system. This
can help include more knowledge in the model, even when the precise behavior cannot be
determined. Listing 7 shows a disjunctive rule, which states that someone who is Santa is
either giving presents or making presents. For example, if the literal santa(nick) is true,
the program would return two possible stable solutions: {giving_presents(nick)} and
{making_presents(nick)}.

1 {giving_presents(Person), making_presents(Person)} 1 :- santa(Person).

Listing 7: ASP Disjunctive Rules

3.3 Inductive Logic Programming

The paradigms of Inductive Logic Programming (ILP), and Inductive Learning of An-
swer Sets (ILASP) are used in this report to support inductive diagnostic rule generation
described in detail in Chapter 5.

The advantages of ILP systems is their ability to learn rules that can be explained and
interpreted [20]. Compared to other state-of-the-art artificial intelligence and machine
learning approaches, which function like black-boxes, ILP systems work transparently
with algorithms that can be fully explained. These systems are also able to generalize
from a small set of examples, yielding a faster and cheaper training process [21]. Inductive
Logic Programming has seen recent use in novel research from weather forecasting [22]
using the FastLas tool to repair Petri nets [23] with ILASP.
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Formally, anILP taskisa tuple T = (B, Sy, (ET, E~,C)) where B is an ASP program,
Sy is a set of ASP rules, E*, E~ are the finite sets of positive and negative partial
interpretations, and C' is the optional context of the example. H C Sj; hypotheses is an
inductive solution of T if and only if:

Vet € ET JA € AS(BUH UC) such that A extends e

Meaning that for all positive examples, there must be a rule that covers the example in
the set of answer sets of the union of the background knowledge and the hypothesis.

Ve~ € B PAc AS(BUH UC) such that A extends e~

Meaning that for all negative examples, there must not be any rule in the answer sets that
covers the negative example [4].

Inductive Learning of Answer Set Programs (ILASP) is a novel system for ma-
chine learning of ASP programs from examples [4] ILASP works by creating a meta-level
representation of the candidate hypotheses, rules to be learned, and the meta-predicates,
possible rule bodies. These mode declarations specify the allowed structure of rules, which
are used to generate all possible rule structures, the hypothesis space. Examples and par-
tial interpretations are translated into constraints. These constraints are used to test the
candidate’s hypotheses, as the solution must satisfy positive examples and not violate the
negative examples.

In the following paragraphs, an example ILASP program is showcased to aid in under-
standing the methods used in this report. This scenario aims to learn rules that decide
whether an individual is Santa or an Elf based on three attributes: whether the subject
wears red, is short, or has a beard. To learn these rules, three examples are given, Nick,
Lucy, and Goat. These individuals are the dataset used for learning, and they were labeled
for Santa and an EIf.

The mode declarations guide ILASP in constructing hypotheses with only the specified
predicates, as shown in Listing 8. The #modeh declarations show the predicates to learn
the possible heads of the rules. The #modeb declarations are the predicates that can appear
in the body of the rules. In this scenario, the head can be santa or elf, as our objective
is to get rules that are true if an individual is Santa or an Elf, respectively. As our only
reference for making this decision is the fact that the individual wears red, has a beard,
or is short, the body of the rules must contain these literals.

#modeh (santa(var(person))).
#modeh (elf(var(person))).
#modeb(wears_red(var(person))).
#modeb (has_beard(var(person))).
#modeb(is_short(var(person))).

Listing 8: Mode declarations of the ILASP Program

The three examples are shown below. The first example is shown in Listing 3.3a. This
example, named el, contains Nick, a reliable example, as the penalty for not covering
the example in the final rules is 5. The name and penalty of the example are shown at
the start of the example, here el@5. The example states that santa(nick) should be true,

13
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meaning Nick is Santa, written in the inclusions part. It also states that elf(nick) should
be false, meaning Nick is not an Elf, written in the exclusions part of the example. The
context for this example is that Nick wears red and has a beard.

The second example shown in Listing 3.3b contains Lucy, for whom the elf(lucy) predi-
cate should be true, and the santa(lucy) predicate should be false, meaning she is an EIf
and not Santa. The context for this example is that Lucy wears red and is short.

The third example describes a goat, shown in Listing 3.3c. This goat is short and also
wears red. In this example the labeled dataset shows that this goat was identified as Santa,
incorrectly, for this reason the data point is should be considered noise. This example is
given a low penalty compared to the others at a value of 1. This could be for a multitude
of reasons in real applications, from heuristic approaches to labeling confidence values.

#pos(el@5, #pos(e2@5, #pos(e3@l,
{ { {
santa(nick) elf(lucy) santa(goat)
I } b
{ { {
elf(nick) santa(lucy) elf(goat)
I } b
{ { {
wears_red(nick). wears_red(lucy). wears_red(goat).
has_beard(nick). is_short(lucy). is_short(goat).
} } }
). ). ).
(a) Nick Example (b) Lucy Example (c) Goat Example

Figure 3.3: ILASP Examples
After running this ILASP program, the output will return the following learned rules:

{ santa(V1l) :- has_beard(Vl1l). }
{ elf(V1l) :- is_short(Vvl). }

These rules mean, that we should consider an individual Santa if they have a beard, and
consider an individual an Elf if they are short. The property of wearing red is not written
in the rules, as ILASP aims for the simplest rules to solve the given learning task. In the
creation of these rules ILASP prioritizes the higher penalty interpretations over ones with
a lower weight. Effectively excluding the goat example in order to create rules that can
satisfy the higher cost Nick and Lucy examples.

14



Chapter 4

Modeling and Fault Diagnosis

In this chapter, I present two contributions of the report. The heterogenous modeling
approach I created for multimodal observability data and the developed qualitative diag-
nostic framework. These approaches aim to address Challange 1, the use of multimodal
data in understanding the behavior of microservice systems.

4.1 Request Metamodel

To represent the collected multimodal observability data, I created a metamodel to rep-
resent operations in the system. This metamodel provides a structured foundation for
further analysis. Systematic representation simplifies interpretation and gives a cohesive
framework as the basis for logic programs. The solutions explored in the subsequent
chapters leverage the structure of the metamodel (Figure 4.1).

As the metamodel is heavily grounded in the structure of distributed traces, it is able to
represent the relationships between the topological elements of the system (e.g., Services,
Hosts). This can provide greater insight into the system.

Metrics Traces
Service Trace Start
in_trace
instance_of | has_parent End
Host <«—hosted_on— Pod <——collected_from—— Span —has_timing_data-» Timing Data »  Duration
|
has_metric has_relevant_log
Y
Metric Log
Memory . Latency . Response
Metrics CPU Metrics Metrics Exception Code Info
Logs

Figure 4.1: Request Metamodel
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Metrics and timing data are derived using the quantization process described in Section
4.3. The metric atoms are sourced from the monitored metrics, providing insights into
the system and service performance. Timing data is collected from tracing data, able to
capture temporal relations and quality of service anomalies visible to users. Relevant logs
are collected from monitoring and organized into specific categories (exceptions, HTTP
response codes, info). The classification of logs makes the underlying logic programs more
robust and portable, as the classification system is easier to adapt to the specific toolchain
and requirements.

The approach presented in this report only illustrates one use of this metamodel. However,
during experimentation, it was clear that the versatility of this metamodel extends beyond
this single application. This unified structure opens up numerous possibilities for logic rea-
soning over observability data. The model extraction framework developed for this report
enables further research into these potential applications. For example, this framework
could be applied to analyze user behavior, allowing for a deeper understanding of user
interactions based on trace data, and their relation to experience metrics and logs. It
could also facilitate auto-scaling, providing predictive insights into system demand trends.
The metamodel also has the potential to model extra-functional requirements, such as
performance, reliability, and security attributes, which could be used to assess and ensure
these qualities.

4.2 Log classification

In most systems, logs have three primary types, this chapter describes their use from their
relevance to modeling system behavior and from a diagnostic standpoint.

Information logs are able to provide general insights into routine operations, mostly for
tracking normal system behavior; they are most useful in well-instrumented systems. From
a diagnostic standpoint, they can serve as a baseline for typical activity, distinguishing
it from potential failures. Faults may also be ruled out if information logs can provide
confirmation of the correct operation of a service, such as success messages, heartbeat
signals, and status updates.

HTTP response logs help detect operation issues, capturing the success and failure
of HTTP requests. This standardized format requires basically no instrumentation while
containing significant diagnostic data. Response logs can shed light on issues from applica-
tion level issues, network problems, or resource bottlenecks. However, these logs often lead
to false positives due to fault hiding, possibly indicating failures in correctly functioning
services that depend on a faulty service.

Error logs can pinpoint detailed, localized exceptions, thus providing fine-grained infor-
mation on issues in the system. Even though they require some degree of instrumentation,
such as exception handling, they are commonly implemented because of their utility and
simplicity. The presence of error logs serves as an important indicator of issues in the
system, and the information encapsulated in these logs can be invaluable in root cause
analysis.
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4.3 Quantization

Metrics provide quantitative data on system performance, which can signal the presence
of faults in the system. The deviation of key metrics from their normal operational range
can signal the presence of faults in the system. The current approach classifies metrics
between two categories, normal and anomalous. The algorithm is described below, where
Diraining is the training dataset, containing a tuple of the metric (m) and the timestamp
(t). 0 is the calculated threshold for quantization. This threshold is calculated before
operation, based on the training dataset.

0 = P95({m | \V/(m,t) € Dtraim'ng})

During operation, the collected metric, represented with a set of tuples as D, eqsured, 18
labeled based on the pre-calculated threshold (#). The result is Djgpered, a set of tuples
containing the discrete variable (m;) and the timestamp.

"high” if m >0
Dlabeled = {(mlyt) ‘ mp = { ”ZOL?U” fom <_0 ) V(m7t) € Dmeasured}

Labeling anomalous metrics in a discrete quality space allows the use of qualitative logic
reasoning [24] with these key properties of the system. The selected statistical approach
was chosen based on the distribution of key metrics and their relation to faults. This
decision was made after analyzing the distribution of metrics in the datasets used in the
report. An example of the distribution for a specific metric can be seen in Figure 4.3.

The span duration time can also be used to gain insight into the behavior of individual
operations in the system, revealing signals, that may otherwise be undetectable, allowing
for greater diagnostic ability [25]. Similar to monitored metrics, these values also follow
a similar distribution, thus the same approach can be used to create a quality space and
labeling rules based on statistical properties.

Qualiatative
Domains

A

High
Fault A Fault B Threshold

Qualitative Landmark

Normal

\ 4

Time

Figure 4.2: Metrics Relation to Faults

4.4 Model extraction process

For this metamodel to be viable, an efficient, automatic process is required for the creation
of models from the collected telemetry data. The properties are extracted from log, metric,
and trace data. The current process directly generates ASP code from the traces. However,
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Figure 4.3: Metric Distribution on a Logarithmic Scale

there is a possibility for an intermediate representation allowing for the possibility for the
use of other toolchains. These ASP request models can then be used with other ASP
programs for analysis, as described in Section 4.5 The main workflow of model generation
is shown in Figure 4.4. An example of these extracted request models can be found in the
Listing 13.

(Al I Discretization
Model
Metrics > Quantization ’7— Qualitative Logic Engineering
— Model Reasoning Interpretation
~‘ ll_yllj 2?;'1 Qualitative Evaluation of
Logs > Classification ‘ > Request » Fault Daignosis » the Diagnostic
Model Results
| Structure
_)\ Extraction ’_
Traces — :
Timing ’7_
. Quantization

Figure 4.4: Model Extraction and Reasoning

4.5 Model Aggregation

Given the vast amount of requests handled by modern applications, applying large, com-
plex diagnostic models to each request model would require significant resources. To
improve the scalability of the solution, these request models are aggregated to focus on
relevant anomalies and telemetry information. Summarizing key metrics and keeping per-
tinent data points, trends, and issues can be revealed without losing essential details.
Subsection 4.5.1 describes how the proposed solution handles the reduction of span re-
lationships, while Subsection 4.5.2 showcases the method created to represent important
anomalies in the system.
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4.5.1 Operation Graph

Traces contain the path of requests through the system. To simplify the massive amounts
of trace telemetry data, I aggregate the spans by their operation, while keeping the parent-
child relations between these aggregated groups, all taken request paths can be extracted
from the system. These paths can show the normal interactions between services and even
anomalous executions. In the next sections of the report, this new aggregated relationship
graph will be called the operation graph.

The creation from traces to operation graph can be seen in Figure 4.5. Service graphs are
commonly used for similar purposes in microservice development, however, by taking into
account spans and operations, a more fine-grained model of the system can be created.
The main differences between service graphs and the proposed operation graph can be
seen in Figure 4.5

Service Operation
Graph Graph

shopping/orderShirts
—

[ printing ] [ packaging ]

il

shopping/GET-make shopping/POST-deliv

styling/makeShirts

§i

L}

styling/makeShirts styling/makeShirts

printing/printShirts packaging/giftWrap

Il
il

Figure 4.5: Service and Operation Graphs

4.5.2 Events and Metric Anomalies

Similar to the approach to tracing data, it proved necessary and advantageous to aggregate
logs and metrics for inductive reasoning. Log events that appeared at least once in a fault
injection timeslice can already signal the presence of a fault in the system. Metrics were
also aggregated to facilitate simpler diagnostic rules.

4.5.3 Aggregate Model

An example of the reduced and aggregated model can be seen in Figure 4.6, as a visual
representation of the ASP program of the model. This graph includes the operation
graph, highlighting important differences to span relation graphs. The aggregated logs
and metrics are displayed, summarizing the significant anomalies in the time period. A
complete aggregate model can be found in Listing 14.

This aggregated data model allows for faster inductive learning, without sacrificing diag-
nostic performance. Using this method also allows for greater scalability, both in the rule
extraction and operation phase.
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Figure 4.6: Aggregate Model of the Telemetry Data

4.6 Fault Diagnosis

The developed qualitative models can be leveraged for use in fault diagnosis. The nature
of ASP programs, along with the structure of the created qualitative metamodels, makes
this approach particularly well-suited for the incomplete, evolving, and inconsistent data
typical of microservice systems. Encoding rules to model the possible fault conditions in
the system allows logic reasoning to find patterns in the data that indicate potential faults,
allowing it to infer specific issues within the system and identify likely fault origins. The
presented approach facilitates robust and interpretable fault diagnosis.

The proposed diagnostic approach works by applying diagnostic rules to the qualitative
aggregate models. Each rule head specifies the fault mode and the fault location in the
system. The fault location can either be a variable suited for general rules that can be eval-
uated over any service in the system or a concrete reference to a specific service, enabling
more precise, in-depth diagnostic details. This creates a highly adaptable framework, suit-
able for both broad and highly targeted fault localization. The body of each diagnostic
rule consists of literals that describe the observed anomalies and relevant properties de-
rived from the aggregate model, modeling the conditions under which a potential fault
should be detected. The following is an example of a possible diagnostic rule:

fault(some_fault, Service) :- cpu_metric(high, Service), has_log(error, Service).

Combining the ASP program of the aggregate model with the diagnostic rules yields a
result that contains a set of fault literals representing the identified faults in the sys-
tems. These fault literals capture the root cause of the diagnosed fault, while the relevant
anomalies are also provided for an interpretable result.

The complete workflow of the created diagnostic approach can be seen in Figure 4.7.
Metric thresholds are created from previously collected data, and the rules are defined
before operation. During operation, the system periodically extracts the aggregate model
based on the request models representing collected data. The diagnostic rules are evaluated
over the aggregate model, the resulting diagnosis is relayed to the operators in case a fault
is detected. The diagnosis may also be used to execute automated corrective actions on
the system.
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Figure 4.7: Diagnostic Workflow

4.6.1 Diagnosis Example

This section presents an example scenario to illustrate and explore the workings of the fault
diagnosis framework. In this scenario, the system is comprised of several microservices, one
of which is the AuthService microservice. The system employs performance monitoring,
logging and distributed tracing for monitoring.

Metric thresholds are calculated for each service based on historical data. For the Auth-
Service component, the following thresholds were created, shown in Table 4.1.

’ Metric ‘ Threshold ‘
CPU Usage [%] 85%
Memory Usage [%)] 5%
Response Time [ms| | 500 ms

Table 4.1: Metric Thresholds

The second step is to define the diagnostic rules to capture the potential fault conditions.
The two diagnostic rules created for this scenario can be seen in Listing 9.

fault(cpu_consumed, Service) :-
cpu_metric(high, Service),
memory_metric(high, Service).

fault(endpoint_exception, auth_service) :-
has_1log (400, auth_service),
has_parent(fallback _authenticate, authenticate).

Listing 9: Diagnostic Rules

The first rule describes the CPU Consumed fault, which is diagnosed when the CPU
consumption and memory usage metrics of the service are high. The second diagnostic rule
is specific to the AuthService microservice, the rule addresses the Endpoint Exception fault,
which is defined to alert if the AuthService has 400 HTTP responses and the operation
graph has a parent relationship between the fallback_authenticate and authenticate
operations.
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Timestamp | CPU [%] | Memory [%] | Response Time [ms] |

1661140459 30 11 37
1661140519 76 40 42
1661140579 90 22 203

Table 4.2: Recorded Metrics from AuthService

Timestamp ‘ Pod ‘ Type ‘ Value
1661140472 Frontend Error Invalid parameter
1661140523 | AuthService | HTTP Response 400
1661140567 | AuthService | HTTP Response 400

Table 4.3: Collected Logs

After defining the rules and calculating the thresholds, the next step is to observe the
system in operation. Table 4.2 shows the metrics and Table 4.3 shows the logs in the
scenario.

Periodically, the collected logs are classified into categories, and the performance metrics
are labeled based on the thresholds. The qualitative request models are created after
discretization and then aggregated into the aggregate model. The aggregate model can be
seen in Listing 10, which shows the operation graph extracted from distributed traces.

cpu_metric(high, auth_service).

has_log(error, frontend).

has_1log (400, auth_service).

has_parent(root, login).
has_parent(authenticate, login).
has_parent(fallback_authenticate, authenticate).

Listing 10: Aggregate model

The diagnostic rules are applied to the aggregate model. The rules check for the de-
fined patterns and match diagnosis conditions to the aggregated data. The first rule,
for CPU Consumption, is not fulfilled, as while the CPU metric is high, the memory
metric remains normal. The second rule, for Endpoint Exception specifically in the
AuthService module, is evaluated to be true, as the has_log(400, auth_service), and
has_parent(fallback_authenticate, authenticate) literals are present in the aggregate
model. With the diagnosis made for the Endpoint Expection fault mode at the AuthSer-
vice location, the alert would be sent to the operations team.

After taking the necessary steps for further analysis and needed corrective actions for the
system, the operator may refine and modify the defined rules based on the lessons learned
from this scenario.
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Chapter 5

Rule Extraction with Inductive
Learning

This chapter presents the contributions made for creating an automated workflow to learn-
ing diagnostic rules using inductive learning. The creation of interpretable diagnostic rules
rooted in collected observations is necessary to solve Challange 2, explainable diagnostic
results. My solution also improves the adaptability of the diagnostic framework described
in the previous chapter, while decreasing manual workload.

Manually defining diagnostics rules is time-consuming and complex, as it requires deep
knowledge of the system architecture and behavior, potential failure modes, and even
operational nuances. Each rule must be carefully formulated to accurately identify specific
faults while avoiding false positives, necessitating extensive system expertise and regular
refinement as the system evolves. The manual approach is very labor-intensive and highly
error-prone, especially in the ever-changing environments of microservice systems.

The application of Inductive Learning offers a solution to this challenge, by automatically
creating diagnostic rules. By analyzing labeled historical data, inductive algorithms are
able to identify the correlations and patterns needed for fault diagnosis in the system.
This requires no human input for rule generation, reducing the need for expert knowledge.
Not only speeding up the process and decreasing the workload on operators but also being
able to create more accurate and adaptable diagnostic rules. The presented Inductive
Rule Extraction approach is a scalable and flexible solution for maintaining a robust set
of diagnostic rules with minimal manual intervention.

5.1 Task definition

Let the operation graph be OPgaph, a set of operation relationships derived from dis-
tributed traces. Let ocpild, Oparent € OP, where OP is the set of all operations within the
system. Here, the relation (ochild, Oparent) € OParaph represents an execution path going
from the parent operation to the child operation.

Define the set of services Services, let s € Services, where each s represents an individual
service within the system.

Let Metrics be the set of metric observations in the system. Each metric observation
is written in the form (m,v,s) € Metrics, where m € MetricType is a observed metric
(e.g., Memory, CPU), v € MetricValue s a qualitative value of the observation (e.g., Low,
High), and s € Services is a service in the system.
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Let Logs be the set of logging observations extracted from the system. Each log (I,s) €
Logs, where | € LogTypes a log type (e.g., 404 HTTP error), and s € Services is a service
in the system.

Define the set of faults Faults in the system, let (f,s) € Faults, with f € FaultTypes a
fault type (e.g., CPU contention), and s € Services is a service in the system.

To create inductive rules, I propose to encode this problem as ILP tasks as follows. Let
the rule extraction problem be ILP tasks tuples T = (B, Sy, (ET, E~,C)).

Where S)s is the hypothesis space defined by the head and body mode declarations M =
Mhead U Mbody-

The heads are defined as {head € Mpeqq|head € Faults}. The bodies of the rules in
the hypothesis space can be defined from the union of elements from the observation sets
Myoqy = Metrics U Logs U O Pgraph.

E* is the set of positive partial interpretations, where ET = { fuctive | factive € Faults}
representing the active faults in the aggregation. Let the negative partial interpretation
E= ={(f,s)|(f,s) € Faults \ factive}- The context C' contains all observations from the
aggregation, as C' = Logs U Metrics U OPy.qpn

5.2 Workflow

This section describes in detail the workflow of inductive diagnostic rule extraction, fo-
cusing on the creation of ILASP programs from a fault-labeled monitoring dataset. The
complete workflow is shown in Figure 5.1.
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Diagnostic Rules
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Figure 5.1: Rule Extraction Workflow

The first step in the process is extracting all faults, and their relevant data from a la-
beled dataset with faults in them. For each active fault, the impacted timeslice, which
encompasses the duration in which the fault occurred, must be processed, request models
shall be created and aggregated into a aggregate model. Following data collection and
aggregate model extraction, an ILASP program is created for each microservice within
the system.
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Each ILASP program is tailored to a specific microservice in the system. The mode headers
reflect only the faults injected into the particular microservice assigned to it, meaning that
the results of the program will only create rules for that microservice relevant to the context
of that service.

Each example in the program is a fault affected timeslice, all timeslices have to be in-
cluded across all ILASP programs. This is critical because it allows for the analysis of
examples where the inspected microservice is fault-free, providing a more robust dataset
for inductive learning. The results of the execution of these ILASP programs are the fault
diagnosis rules. These rules encapsulate the learned relationships and patterns identified
by inductive learning.

5.3 Rule Extraction Examples

Listing 11 shows two examples from a simple ILASP program. The program contains
a single fault, named exampleFault. There are two partial interpretations, aggregatel
and aggregate2, the fault is active in aggregatel and inactive in aggregate2. The only
context given is a metric, named someMetric, which has a high anomaly in aggregatel.
After running this simple program, the result is a rule that states that the example fault
is active when the someMetric metric is high. This demonstrates the basic principle of
how partial interpretations work for diagnostic rules.

#modeh (fault(exampleFault)).

#modeb (someMetric(const(metricLevel))).
metricLevel(high).

metricLevel(low).

#pos(aggregatel,
{fault(cpuConsumed)},

{},
{someMetric(high)}

).

#pos(aggregate2,
{}
{fault(cpuConsumed)},

{}

Listing 11: Example ILASP program for fault rule extraction

The result of Listing 11 is:

fault(exampleFault) :- someMetric(high).

The excerpt from an ILASP program is shown in Listing 12 with two positive interpreta-
tions, aggregatel, and aggregate2. aggregatel has a weight of 10, this penalty value is
calculated based on the relative relevance of the example in the diagnosis rule extraction.
The value is higher if the example contains an actual fault in the service. The value is
also influenced by the amount of anomalies present in the context aggregate model. The
inclusions of the program is the cpu_contention fault localized in the frontend service.
The ezclusion is the return fault also localized in the frontend service. The context is
the high CPU metric and high memory metric in the frontend service. aggregate2 has
a penalty of 15; this value is higher because it contains more anomalies in the aggregate
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#pos(aggregatel@lo,
{fault(cpu_contention, frontend)},
{fault(return, frontend)},

{
cpuMetric(high, frontend).
memMetric(high, frontend).
}
).
#pos (aggregate2@l5,

{fault(return, frontend)},
{fault(cpu_contention, frontend)},

{
log (400, frontend).
log(error,frontend).
netMetric(high, frontend).
has_parent(Frontend_ErrorHandler, Frontend_Open)
}

Listing 12: Example ILASP Program for Fault Rule Extraction

model. The inclusions are the return fault in the frontend service, and the exlusions are
the CPU contention fault also in the frontend service. The context describes two logs, a
400 HTTP response and an error log, a high network latency metric. It also contains an op-
eration relationship, the Frontend_ErrorHandler operation is called by the Frontend_Open
operation.

This example shows how different penalties can be set for partial interpretation based on
how heavily they should influence the rule learning process. This is crucial, as real-world
data usually contains noise, either from measurement errors or fault miss-labeling. The
example also shows how all kinds of multimodal observability data can be used to give
context to the fault slices, allowing for the generation of more accurate rules. A complete
ASP program can also be found in Listing 15 and Listing 16.

5.4 Scalability

The time required to solve an ILP problem depends heavily on the size of the search space
and the complexity of the background knowledge. For example, choice rules generate
multiple models, each of which have to be evaluated. The number of examples also plays
a smaller factor in the runtime, however this was barely noticeable at the scale of the
benchmark datasets used in this report. The main concern in terms of scalability is
increasing the complexity of the mode declarations. Using more types of variables and
constants in these literals leads to an increase in the hypothesis space.

In the presented solution, the background knowledge does not affect the process since
the program does not include choice rules. However, to decrease the number of constant
types in the head and body declarations, I chose to decompose and extract rules based
on services. This allowed for shorter execution times, facilitating rapid prototyping with
different models and configurations necessary for research.
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Chapter 6

Evaluation

The Online Boutique dataset was used for the evaluation of the developed framework. This
dataset was chosen for its use of traces, metrics, and logs, as well as its previous usage for
benchmarking contemporary diagnostic tools [16]. The dataset was extracted from a real,
commonly employed benchmark system for microservice research and development.

Online Boutique is a microservices demo application created by Google to demonstrate
their cloud-native tools and services, focusing on Kubernetes and Google Cloud Opera-
tions [26]. This application is built as an online store, the primary user journey in the
application consists of the user selecting an item, adding it to their cart, and making the
purchase. The system architecture can be seen in Figure 6.1.

EmailService Load Generator
AdService
HTTP  yTTP CartService
PaymentService |- CheckoutService ¢ ¢/
Frontend

\
Cache
(redis)

RecomendationService
CurrencyService ProductCatalogService /

ShippingService

Figure 6.1: Architecture of the Online Boutique Application. Source: [26]

In this report, a pre-made, fault-injected dataset was used from Nezha [16]; as such,
no deployment of this system was required. The augmented application is available on
GitHub [27].

The dataset contains multiple kinds of faults injected into several different services. The

following five fault modes are used:

e CPU contention: This fault occurs when multiple processes or services are com-
peting for CPU resources simultaneously. It leads to decreased performance because
the CPU is overloaded with tasks.
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e« CPU consumption: In this fault, a single process or service consumes an excessive
amount of CPU resources. This can happen due to inefficient algorithms, infinite
loops, or heavy computational tasks.

e Network delay: This fault introduces latency in network communication between
services. It causes delays in data transmission, leading to slower response times and
timeouts.

e Exception: This fault involves unexpected errors or exceptions occurring within a
service’s execution. Examples include null pointer exceptions, array out-of-bounds
errors, or any unhandled exceptions that can cause the service to crash or behave
unpredictably.

e« Return: This fault type refers to a service returning with unexpected behavior. It
can be due to logic errors, incorrect configuration, or data corruption, affecting the
functionality of dependent services that rely on the affected service.

The first two faults represent node-level performance issues in a system. Network delay
is intended to show faults in the communication network of the system. Fzception and
Return faults are application-level faults, which resemble configuration issues and software
bugs. By using the five fault modes, the approach can be tested regarding its viability
in diagnosing many areas of network, infrastructure, and application-level faults while
minimizing the complexity of the results.

6.1 Evaluation results

6.1.1 Rule extraction

The inductive rule extraction workflow was done on the training dataset from the Online
Boutique application. This yielded 13 service-specific rules and 4 general rules. The rules
used in the evaluation can be seen in the Listing 18. There was significant variety in the
execution times of the ILASP programs for specific services, ranging from around 10 to
100 seconds, depending on the complexity of the service and the examples.

An excerpt of the diagnostic rule learning ILASP program for the Frontend service the can
be found in Listing 15 and Listing 16. This program does not contain all constants and
partial interpretations where are no active faults in the Frontend service, for readability.
The service specific rule learning results for the Frontend service can be found in Listing
17.

6.1.2 Rule evaluation

The diagnostic evaluation is done, by taking each fault injection window (the timeslice
where a specific fault is active) in the dataset as the input for fault diagnosis. Specific
diagnostic rules are learned for each service in the system, while general diagnostic rules
are aggregated from the results of multiple services.

The results are evaluated using the Accuracy@1 (A@1) metric, also known as Top-1 Ac-
curacy, and Accuracy@3 (A@3) statistics, commonly used to evaluate the performance of
models in classification tasks, such as recommender systems and multi-class classification
problems.
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Accuracy@1, measures the percentage of test cases where the correct answer was the
top prediction. Accuracy@3 measures the precentage of test cases, where the top three
predictions were correct. As the developed solution does not rank the possible diagnosis
results but may present multiple answers, the correct A@1 test cases are considered when
the only given answer is correct. A@3 test cases are considered correct if there are at
most three possible diagnosis results, and one of them is correct.

After running the diagnostics framework on the benchmark dataset, the AQ1 result was
37.5%, while the A@3 result was 50%. The diagnostic result of each injection can be
seen in Table A.1. These results are compared to results [16] from other diagnostic and
root cause analysis tools, using the same dataset, as seen in Table 6.1. The results are
also visualized in Figure 6.2, where the darker column represents A@Q1 and the brighter
grey shows AQ3 accuracy. The developed solution is superior to MicroScope, MicroRCA,
SBLD, LogFaultFlagger, TraceAnomaly in Top-1 accuracy. While the results are slightly
inferior to PDiagnose, a multimodal approach. Nezha, a novel multimodal approach,
shows a significant accuracy difference between the solution presented in the report, but
also to other state-of-the-art approaches. It is clear, that there is a great room for further
development, however these results prove, that the developed framework has potential,
even in this early state.

’ Approach ‘ A@1 ‘ A@3 ‘
MicroScope [28] 12.5 | 41.07
MicroRCA [29] 16.07 | 62.5

SBLD [30] 19.64 | 23.21

LogFaultFlagger [31] | 19.64 | 21.42
MicroRank [32] 41.07 | 48.21
TraceAnomaly [33] | 30.35 | 33.92

PDiagnose [34] 41.07 | 73.21
Nezha [16] 92.86 | 96.43
Presented

Solution 37.5 50

Table 6.1: Results of the Online Boutique Benchmark. Comparison Data from Nezha [16]

Figure 6.2: Results of the Online Boutique Benchmark
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Chapter 7

Conclusion

This report aimed to address two main challenges concerning fault diagnosis and observ-
ability in microservice systems: multimodal telemetry data representation and creating
explainable diagnostic results. To tackle these challenges, the following contributions were
made:

Contribution 1: Metamodel for heterogeneous observability data

I created a request metamodel and aggregate model capable of handling
heterogeneous observability data, integrating multiple types of observability
data, including metrics, logs, and traces, to facilitate a comprehensive view of
system behavior and enable further analysis.

Contribution 2: Model-based diagnostic framework

Leveraging the power of the created metamodel, I developed a modular
diagnostic framework using the power of Answer Set Programming. This
framework integrates the processing of telemetry data, qualitative model
extraction, and the application of diagnostic rules, enabling precise and
interpretable diagnostics in microservice environments.

Contribution 3: Inductive diagnostic rule learning

To automate diagnostic rule extraction, I devised a novel solution based on
Inductive Logic Programming to learn rules using historical data. This
technique is able to systematically derive diagnostic rules by analyzing
fault-containing datasets, enabling the discovery of complex relationships and
causalities.

The developed framework was evaluated using a fault-injected datasets based on Google’s
Online Boutique system. The solution was able to outperform several contemporary diag-
nostic tools, showing the potential for accurate, interpretable diagnostics in microservice
systems. The developed models and framework lays the groundwork for further research
in the field of observability and fault diagnosis.
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Future Work

Other applications of the created metamodel, model extraction, and inductive rea-
soning framework should be explored. The developed approaches could have further uses
ranging from auto-scaling, fulfilling extra-functional requirements, and even analyzing user
behavior.

Improving the qualitative diagnostic process could yield more robust and accurate
results. The use of clustering algorithms for metrics, qualitative knowledge discovery [35],
and incorporating quantitative elements should be considered. The employing Error Prop-
agation Analysis could enable the diagnosis of more complex faults [25].

Microservice test environment would allow for evaluating the solution, and further
improvements over a more controllable and diverse set of data. A test bench with the
necessary observability and fault injection tools was developed in the department [36].
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Appendix

service(productcatalogservice).
service(frontend).

pod(frontend_579b9bff58_t2dbm).
instance_of(frontend_579b9bff58_t2dbm, frontend).

pod(productcatalogservice_668d5f85fb_jhwx9).
instance_of(productcatalogservice 668d5f85fb_jhwx9, productcatalogservice).

has_cpu_metric(productcatalogservice_668d5f85fb_jhwx9, high).

span(span_cb4elf95f5bb1021, op_hipstershop_Frontend_Recv_).
has_response_code(span_ch4elf95f5bb1021, 500).
has_exception(span_cb4elf95f5bb1021, error).
in_trace(span_ch4elf95f5bb1021, trace_00434254a6708f091a51ale5147244f1).
has_parent(span_ch4elf95f5bb1021, span_root).
runs_on(span_cb4elf95f5bb1021, frontend_579b9bff58_t2dbm).
has_start(span_cb4elf95f5bb1021, 1661267117693136314).
has_end(span_cb4elf95f5bb1021, 1661267117697751351).

span(span_8340a8c9d8a3el36, op_hipstershop_ProductCatalogService GetProduct).
in_trace(span_8340a8c9d8a3el36, trace_00434254a6708f091a51ale5147244f1).
has_parent(span_8340a8c9d8a3el36, span_chb4elf95f5bb1021).
runs_on(span_8340a8c9d8a3el36, frontend_579b9bff58_t2dbm).
has_start(span_8340a8c9d8a3el36, 1661267117693322018).
has_end(span_8340a8c9d8a3el36, 1661267117697438174).

span(span_d2d0aa53cae7dc26, op_hipstershop_ProductCatalogService_GetProduct).
has_exception(span_d2d0aa53cae7dc26, error).
in_trace(span_d2d0aa53cae7dc26, trace 00434254a6708f091a51ale5147244f1).
has_parent(span_d2d0aa53cae7dc26, span_8340a8c9d8a3el36).
runs_on(span_d2d0aa53cae7dc26, productcatalogservice 668d5f85fb_jhwx9).
has_start(span_d2d0aa53cae7dc26, 1661267117694324289).
has_end(span_d2d0aa53cae7dc26, 1661267117696706807).

span(span_2efef040b8733d22, op_sql_conn_query).
in_trace(span_2efef040b8733d22, trace_00434254a6708f091a51ale5147244f1).
has_parent(span_2efef040b8733d22, span_d2d@aa53cae7dc26).
runs_on(span_2efef040b8733d22, productcatalogservice 668d5f85fb_jhwx9).
has_start(span_2efef040b8733d22, 1661267117696181795).
has_end(span_2efef040b8733d22, 1661267117696641875).

Listing 13: ASP program of a Request Model
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depends_on(productcatalogservice, frontend)
depends_on(checkoutservice, frontend)
depends_on(shippingservice,checkoutservice)
depends_on(recommendationservice, frontend)
depends_on(productcatalogservice, recommendationservice)
depends_on(productcatalogservice, checkoutservice)
depends_on(shippingservice, frontend)

log (500, frontend)
log(error,productcatalogservice)
log(error, frontend)

log(error, checkoutservice)
memMetric(high,productcatalogservice)
netMetric(low,shippingservice)

Listing 14: Aggregate Model
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27
28
29
30
31
32
33
34
35
36
37
38
39

41
42
43
44
45
46
47
48
49
50
51
52
53
54

#modeh (fault(const(faultmode), var(service))).
#modeb (cpuMetric(const(metricLevel), var(service))).
#modeb (memMetric(const(metricLevel), var(service))).
#modeb (log(const(logValues), var(service))).

#pos(1d1661140434@15,
{
fault(cpu_contention, frontend_579b9bff58_t2dbm)
+
{
fault(return, frontend_579b9bff58_t2dbm),
fault(exception, frontend_579b9bff58_t2dbm),
fault(cpu_consumed, frontend_579b9bff58_t2dbm)
+
{
cpuMetric(high, frontend _579b9bff58_t2dbm).
depends_on(checkoutservice 578fcf4766_9csqn,
frontend_579b9bff58_t2dbm).
memMetric(high, frontend 579b9bff58_t2dbm).
netMetric(low, frontend_579b9bff58_t2dbm).
}
).
#pos(1d1661140927@15,
{
fault(return, frontend_579b9bff58_t2dbm)
+
{
fault(cpu_contention, frontend_579b9bff58_t2dbm),
fault(cpu_consumed, frontend_579b9bff58_t2dbm),
fault(exception, frontend_579b9bff58_t2dbm)
+
{
depends_on(checkoutservice 578fcf4766_9csqn,
frontend_579b9bff58_t2dbm).
log(error, frontend_579b9bff58_t2dbm).
log (400, frontend_579b9bff58_t2dbm) .
netMetric(low, frontend_579b9bff58_t2dbm).
}
).
#pos(1d1661141420@5,
{
fault(cpu_consumed, frontend_579b9bff58_t2dbm)
+
{
fault(cpu_contention, frontend_579b9bff58_t2dbm),
fault(return, frontend_579b9bff58_t2dbm),
fault(exception, frontend_579b9bff58_t2dbm)
+
{
depends_on(checkoutservice_578fcf4766_9csqn,
frontend_579b9bff58_t2dbm).
cpuMetric(high, frontend_579b9bff58_t2dbm).
}

Listing 15: Inductive Learning Program for the Frontend Service (Part 1)
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#p0s(1d1661141915@10,

{
fault(exception, frontend_579b9bff58_t2dbm)

+

{
fault(cpu_contention, frontend_579b9bff58_t2dbm),
fault(return, frontend_579b9bff58_t2dbm),
fault(cpu_consumed, frontend_579b9bff58_t2dbm)

I

{
depends_on(checkoutservice 578fcf4766_9csqn,

frontend_579b9bff58_t2dbm).

log(error, frontend_579b9bff58_t2dbm).
log (500, frontend _579b9bff58_t2dbm).

}

).
#pos (1d1661142423@5,

{

+

{
fault(cpu_contention, frontend_579b9bff58_t2dbm),
fault(return, frontend_579b9bff58_t2dbm),
fault(exception, frontend_579b9bff58_t2dbm),
fault(cpu_consumed, frontend_579b9bff58_t2dbm)

+

{
depends_on(checkoutservice 578fcf4766_9csqn,

frontend_579b9bff58_t2dbm).

netMetric(low, frontend_579b9bff58_t2dbm).

}

Listing 16: Inductive Learning Program for the Frontend Service (Part 2)

fault(cpu_contention, frontend_579b9bff58_t2dbm) :-
memMetric(high, frontend_579b9bff58_t2dbm).

fault(return, frontend_579b9bff58_t2dbm) :-
log (400, frontend_579b9bff58_t2dbm).

fault(exception, frontend_579b9bff58_t2dbm) :-

log (500, frontend_579b9bff58_t2dbm);

not log(error,checkoutservice 578fcf4766_9csqn).
fault(cpu_consumed, frontend_579b9bff58_t2dbm) : -

cpuMetric(high, frontend_579b9bff58_t2dbm);
not memMetric(high, frontend_579b9bff58_t2dbm).

Listing 17: Results of Inductive Learning for the Frontend Service
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Fault Mode Location Top-1 Diagnosis Top-3 Diagnosis
cpu_contention frontend (cpu_contention, frontend) -
(return, frontend)
return frontend (return, frontend) (network_delay, currency)
(network_delay, cart)
. (cpu_contention, frontend)
cpu_consumed frontend (cpu_contention, frontend) (network_delay, productcatalog)
exception frontend (exception, frontend) (exception, frontend)
network_delay cart - -
cpu_contention cart (cpu_contention, cart) (cpu_contention, cart)
network_delay checkout (cpu_contention, checkout) (cpu_contention, checkout)
exception checkout (return, checkout) (return, checkout)
(return, checkout)
return checkout (return, checkout) (network_delay, currency)
(network_delay, cart)
cpu_consumed checkout (cpu_contention, checkout) (cpu_contention, checkout)
(cpu_consumed, checkout)
cpu_contention currenc (cpu_contention, currency) (cpu_contention, currency)
pu- y pu- ! y (network_delay, productcatalog)
network_delay currency (network_delay, productcatalog) | (network_delay, productcatalog)
cpu_contention email (cpu_contention, email) (cpu_contention, email)
network_delay email - -
cpu_consumed email (cpu_contention, email) (cpu_contention, email)
network_delay payment - -
cpu_contention payment (cpu_contention, payment) (cpu_contention, payment)
(network_delay, cart)
network_delay | productcatalog (network_delay, cart) (network_delay, payment)
(network_delay, email)
(return, checkout)
return productcatalog (return, checkout) (network_delay, productcatalog)
cpu_consumed | productcatalog | (cpu_consumed, productcatalog) (cpu_consumed, productcatalog)
. (return, checkout)
exception productcatalog (return, checkout) (cpu_contention, productcatalog)
network_delay | recommendation - -
cpu_contention | recommendation | (cpu_consumed, recommendation) (cpu_consumgd, recommendatlgn)
(cpu_contention, recommendation)
. . (cpu_consumed, recommendation)
cpu_consumed recommendation | (cpu_consumed, recommendation) ) .
(cpu_contention, recommendation)
(network_delay, cart)
network_delay shipping (network_delay, cart) (network_delay, productcatalog)
(network_delay, shipping)
cpu_contention shipping (cpu_contention, shipping) (cpu_contention, shipping)
cpu_consumed shipping (cpu_contention, shipping) (cpu_contention, shipping)
(exception, ad)
network_delay ad (exception, ad) (network_delay, productcatalog)
(network_delay, cart)
return ad - -
exception ad (exception, ad) (exception, ad)
(exception, ad)
cpu_contention a exception, a network_delay, productcatalog
tenti d ( ti d) (net k_del ductcatalog)

(cpu_contention, ad)

Table A.1: Diagnostic Result from the Online Boutique Benchmark
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fault(cpu_contention,S) :- memMetric(high,S).

fault(return,S) :- log(400,S).

fault(network_delay,S) :- not netMetric(low,S); depends_on(S, V1);
netMetric(low,V1).

fault(cpu_consumed,S) :- cpuMetric(high,S); not memMetric(high,S).

fault(cpu_contention, frontend) :- memMetric(high, frontend).

fault(return, frontend) :- log(400,frontend).

fault(exception,frontend) :- log(500,frontend);
not log(error,checkoutservice).

fault(cpu_consumed, frontend) :- cpuMetric(high, frontend);
not memMetric(high, frontend).

fault(exception,adservice) :- log(error,frontend); not log(400,frontend);
not log(500,frontend).

fault(cpu_contention,cartservice) :- cpuMetric(high,cartservice).
fault(return,checkoutservice) :- log(error,checkoutservice).
fault(cpu_contention,checkoutservice) :- cpuMetric(high,checkoutservice).
fault(cpu_contention,currencyservice) :- memMetric(high,currencyservice).
fault(cpu_contention,emailservice) :- memMetric(high,emailservice).
fault(cpu_consumed,productcatalog) :- cpuMetric(high,productcatalog).
fault(cpu_consumed, recommendation) :- cpuMetric(high, recommendation).

fault(cpu_contention,shippingservice) :- cpuMetric(high,shippingservice).

Listing 18: Rules Used in the Evaluation

41



	Kivonat
	Abstract
	Introduction
	Microservice Architecture and Observability
	What are Microservices?
	Observability
	What can be observed?
	Monitoring performance metrics
	Logging
	Distributed Tracing

	Research Direction
	Related Work

	Logic Reasoning
	Qualitative Reasoning
	Answer Set Programming
	Inductive Logic Programming

	Modeling and Fault Diagnosis
	Request Metamodel
	Log classification
	Quantization
	Model extraction process
	Model Aggregation
	Operation Graph
	Events and Metric Anomalies
	Aggregate Model

	Fault Diagnosis
	Diagnosis Example


	Rule Extraction with Inductive Learning
	Task definition
	Workflow
	Rule Extraction Examples
	Scalability

	Evaluation
	Evaluation results
	Rule extraction
	Rule evaluation


	Conclusion
	Acknowledgements
	Bibliography
	Appendix

