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Kivonat

A tobbmagos processzorok biztonsidgkritikus rendszerekben torténé térhéditasinak ko-
szonhetéen egyre gyakrabban hasznédlnak tobbszalu programokat ilyen rendszerekben is,
hiszen igy lehet legjobban kiaknézni a parhuzamos szamitas elényeit. A szoftververifika-
ci6 komplexitasa 1j szintre emelkedik a parhuzamossig megjelenésével a szalak nagyszamu
lehetséges atlapolédasa miatt. A komplexitasnovekedés eredménye, hogy a megfeleld teszt-
lefedettség elérése még nagyobb kihivast jelent, a naiv verifikaciés technikak pedig gyakran
gyakorlatilag hasznalhatatlannéd valnak.

Szamos igéretes modellellenérzési technika létezik a parhuzamos programok formaélis
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szélak eseményeinek (valtozohozzéaféréseinek) konzisztens sorrendezését igyekeznek bizto-
sitani. Olyan tulajdonsidgokat gyljtenek, melyek a parhuzamos viselkedés megsértéséhez
vezetnek: ezzel kizarjak az érvénytelen program lefutiasokat a lehetséges hibahoz vezetd
végrehajtasok halmazabol. Noha az SMT megolddk sok szempontbdl hatékonyak, mégis-
csak altalanos célu eszkozok, igy szamos lehet6ség van doménspecifikus optimalizalasra.
Dolgozatomban egy ilyen kiegészitést javaslok, mely képes megtalalni az litemezési ko-
vetkezetlenségeket és ezzel boviteni a kodolt SMT formuldt még az SMT megoldé eljaras
megkezdése el6tt. A megoldd keresési tere ezaltal jelent&sen csokkenthetd, a verifikacios
teljesitmény pedig jelentOsen javithaté.

A formalis verifikdcié eredményének kozlésével egyetemben bizonyos matematikai bi-
zonyiték szolgaltatdsa és ezen verifikdcidés tanisitvany validdlasa szintén aktiv kutatési
teriilet. A tObbszali programok helyességbizonyitékaira vonatkozé koncepcidk gyakorlati
alkalmazhatésaga ugyanakkor meglehetésen korlatozott. Munkdmban ismertetek egy 1j
modszert a parhuzamos programok verifikaciéjahoz sziikséges bizonyitékok megadasara és
validalasara. A megkézelités a fenti iitemezési konzisztencia biztositdsan alapuld verifiké-
ci6 alapgondolatabdl indul ki. Bemutatom, hogy az érvénytelen végrehajtasokat jellemzé
tulajdonsagok hogyan haszndlhatok a program helyességének bizonyitékaként, és hogyan
lehet ezeket validalni.



Abstract

As multi-core processors gain popularity in safety-critical systems, multi-threaded pro-
grams are increasingly used in these systems to exploit their full potential. Concurrency
introduces a new level of complexity into software verification due to the great number of
possible thread interleavings. Achieving satisfying test coverage is even more challenging,
and naive verification techniques often become practically infeasible as a result of this
complexity.

Lately, promising model checking approaches have been developed for the formal verifi-
cation of concurrent programs that encode the program and the verified property as a
Satisfiability Modulo Theories (SMT) problem leaving the reasoning to the strength of
SMT solvers. The idea of these methods for concurrent software verification is to ensure
that events (variable accesses) of concurrent threads are consistently ordered. Properties
are collected that characterize invalid scheduling of concurrent threads and used to ex-
clude invalid program executions. While SMT solvers are optimized in many ways, they
remain general purpose tools leaving the room for domain-specific optimization. I propose
such an optimization that can find scheduling inconsistencies and strengthen the encoding
formula before starting the SMT solving procedure. This way, the solver search space can
be greatly reduced and the overall verification performance can be significantly improved.

Attaching a certificate of correctness to the result of formal verification and the validation
of these verification witnesses have been intensely studied. However, practical applicability
of these concepts concerning correctness proofs of concurrent software is still very limited.
In this work, I propose a novel way to provide and validate correctness witnesses for
concurrent program verification. The approach is based on the core concept of event
ordering consistency-based verification. I show how those properties characterizing invalid
executions can be used as witnesses for the correctness of the program and how they can
be validated.



Chapter 1

Introduction

The presence of computerized solutions in industrial systems and in everyday life high-
lights the need for reliable software. In safety critical systems where faults are intolerable,
guaranteed - mathematical - correctness is often required which cannot be offered by con-
ventional verification techniques such as testing. Formal software verification - a method
that can mathematically prove safety guarantees for software - has been a field of active
research in the last few decades [29, 16, 41, 1]. Today, multi-core processors are available
for various targets, from personal computers to safety-critical systems. In a critical sys-
tem, the increased computing capacity of a multi-core processor may add extra resources
to the critical functionalities. Nonetheless, functionally correct behavior is still crucial.

In formal software verification, verified properties are typically reachability criteria
(whether a certain error state is reachable by any execution of the program), memory-
safety (no memory leak or memory handling issue), or termination (whether all executions
of the program terminate). In the scope of this work, reachability criteria are considered
exclusively. Model checking is a formal verification technique where properties are verified
by analyzing the state space of the program [29]. Generally, the input of a model checking
algorithm is a model and a formal requirement (or specification). The output is a verdict:
the model is either safe or unsafe. The input model in the scope of this paper is a multi-
threaded program. For reachability analysis, specific points of the verified program are
marked as unsafe by using assertions as formal requirements. If an assertion fails in any
possible program execution, the reachability criterion is said to be violated.

Verification with Partial Orders. Formal verification methods take a program and a
safety property and try to prove or refute that the property holds for all possible program
executions. The verification of concurrent software has always been a challenge due to the
great number of possible thread interleavings. For concurrent programs, the aim of the
verification is to find a program execution (a specific interleaving of concurrent instruc-
tions) that violates the safety property of the verification; or to prove that such execution
does not exist. Efficient algorithms for model checking multi-threaded programs often
involve reasoning about happens-before relations which define a partial order of concur-
rent program instructions [3, 2]. The program is symbolically encoded along with some
scheduling constraints based on the possible happens-before relations. The encoding is of-
ten expressed as a Satisfiability Modulo Theories (SMT) formula. The key concept of these
bounded model checking approaches is to use the models (variable assignments) provided
by the SMT solver to analyze possible partial orders and prevent scheduling inconsisten-
cies that may arise in these models during the verification. A scheduling inconsistency
corresponds to a cycle in the happens-before relation, since a valid execution of concurrent



threads must have a linearization of instructions. Any model found by the SMT solver
whose interpretation leads to a happens-before cycle does not represent a valid execution
of the multi-threaded program. Inconsistencies or conflicts in the model can be converted
into a conflict clause that can be used to exclude invalid program executions when looking
for an execution that violates the requirement of the verification [45, 32].

Even though these techniques have gradually improved and adapted to work efficiently
with SMT solvers, these methods put most of the reasoning into the SMT solver. While
these are nice and general approaches to the problem, leaving most calculations to a
general-purpose SMT solver might not be optimal in performance: SMT solvers ignorant
of the domain of concurrent programs cannot make smart enough choices when looking
for a satisfying assignment of the encoded formula.

My work aims to considerably reduce the model search space of the SMT solver by con-
straining the encoding formula. I achieve this by analyzing the program structure and
possible partial orders of program instructions, and collect possible scheduling inconsis-
tencies, i.e., cycles that may arise in the happens-before relations. Figure 3.2 shows simple
structures of partial orders that lead to a cycle in the happens-before relation, and there-
fore represent an invalid partial order of concurrent program events. Conflict clauses
formulated from these conflicts are appended to the encoding formula. My contribution
enables to greatly improve the performance and scalability of the verification. I formu-
late a general framework for reasoning with possible partial orders of concurrent program
instructions. Then, I propose a novel approach and a specific algorithm that looks for pos-
sible conflicts of bounded size. On one hand, applying a bound keeps a limit on the size
of the encoding formula, on the other hand, my evaluation shows that a great proportion
of invalid behavior is already excluded with the small bound.

While most works try to reduce the size of the encoding formula [45, 32|, my approach
performs early computations and instead of trying to minimize the size of the formula,
preserves some useful information about partial orders that accelerates the SMT solving
procedure. My method is still lazy in the sense that basic scheduling constraints are omit-
ted similarly to typical lazy approaches [32, 43]. On the other hand, I inject some eagerness
by encoding conflicting partial orders that cannot occur together in a valid program exe-
cution. I select these eager constraints in a way that is useful for the SMT solver which
instead of putting an overhead on the decision procedure, accelerates it considerably.

While reading the literature and analyzing algorithms in published papers, I discovered
a theoretical problem with a published verification algorithm described in [43]. Since
the problem is complex, its presentation is technical and does not fit in the limits of
this paper. We wrote a paper about the problem and proposed corrections with my
supervisors and submitted it to a prestigious international conference'. The submitted
paper is attached as a supplement material. As a consequence of this discovered problem,
the problematic algorithm is insufficient for model checking concurrent programs under
sequential consistency. I propose a way to circumvent the limitations of the algorithm by
extending with other techniques.

Certified Verification. Software verification algorithms and verifier implementations
tend to be very complex, thus prone to contain bugs which reduces the reliability of the
given proofs and limits the application and spread of formal verification techniques in
the industry. An emerging trend in recent years is to develop validation algorithms and

The name of the conference is omitted due to the ongoing double-blind review at the time of the
submission of this work.
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tools in parallel to verifiers to check the verification verdicts of verifier tools [11, 15].
In a typical workflow, the verifier gets a program and a safety property as inputs and
produces a verdict whether the program satisfies the property. Furthermore, the verifier
is also required to produce a witness that can be useful for reestablishing the proof of the
verifier. In case of an unsafe program, a violation witness has to be given (e.g., an error
trace leading to the erroneous state or a failing test case). For safe programs, some kind
of proof, a correctness witness is expected (e.g., loop invariants [12]. Typically, it is easier
to produce witnesses for a property violation. The validator (which is ideally a completely
independent implementation) takes the same verification task as input accompanied by
the witness produced by the verifier. The validator has to confirm or refute the verdict of
the verifier. SV-COMP, a competition on software verification recently started hosting a
validation track where verdicts and witnesses produced by the verifiers in the competition
have to be validated [10]. Furthermore, a correct verification verdict only increases the
score of a verifier if it is validated by a validator.

In a multi-threaded program, the extra complexity due to concurrent behavior involves
even more complicated algorithms [1, 38, 3] which highlights the need for validation of
verification results even more. On the other hand, there are practically no existing tech-
niques providing and validating proofs of correctness for concurrent programs. This is
showcased by the fact that there is no proper validator for safe results in the concurrency
category of SV-COMP [10]. This work aims to provide methods for the validation of safe
concurrent programs with certain properties. I show how the conflict clauses found during
verification can be used as witnesses for the correctness of a program.

Contributions. My work includes the following contributions:

o I discovered a theoretical problem with a published algorithm as mentioned above.
The problem description and detailed fixes are attached as a supplement material.
I formulate a sound verification algorithm that does not suffer from this problem
in Section 3.1. While this proposed fix builds on existing ideas, the combination of
these concepts in the way that I describe can be considered a novel contribution.

e [ propose an optimization to partial order-based verification by automatically dis-
covering scheduling conflicts. The method is presented and proven to be sound
in Section 3.2. This contribution is also submitted to an international conference
(another one) also undergoing review right now.

e I propose a way to provide useful information about concurrent behavior in a veri-
fication witness facilitating certified verification of multi-threaded programs.
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e I created an implementation of my theoretical contributions as an open-source ex-
tension of the verification tool THETA [44]. My implementation achieves the best
result among state-of-the-art bounded model checkers in terms of the number of
solved problems on a large set of benchmark programs.

Figure 1.2 summarizes the approach with my contributions. The verification task is en-
coded into an SMT formula which is given to the SMT solver. If the formula is unsatisfi-
able, then the program is safe. Otherwise, we have to check whether the model returned
by the SMT solver represents a valid execution of concurrent instructions. My first con-
tribution concerns this decision. If the model given by the SMT solver represents a valid
program execution indeed, then the program is unsafe. Otherwise, a conflict clause is gen-
erated which is given to the SMT solver to exclude this inconsistent model. This process is
repeated until a safe or an unsafe verdict is reached. My second contribution corresponds
to the Automatic conflict finder box: my goal is to automatically? discover conflicting
situations and generate conflict clauses before giving the verification formula to the SMT
solver. My third contribution is the extension of this scheme with a validation phase: I
propose to use the conflict clauses found during verification as part of the witness, and 1
show how this information can be used effectively by the validator.

The paper is structured as follows: in Chapter 2, a brief description of necessary prelimi-
nary knowledge is given. I present the verification algorithm and the proposed optimization
in Chapter 3. The method to provide and validate witnesses is described in Chapter 4.
Finally, I evaluate the presented approaches in Chapter 5.

2The word automatic only refers to the fact that no SMT solver is needed for this approach. The
decision diamond in Figure 1.2 is also automatic in the sense that it does not require human interaction.



Chapter 2

Preliminaries

This section introduces the preliminary knowledge that is necessary to understand the
methods introduced in this paper. I assume that the reader is familiar with first-order
logic, the boolean satisfiability problem (SAT) and the basic concepts of formal verification.

2.1 Satisfiability Modulo Theories

The satisfiability modulo theories (SMT) problem is the decision problem of determining
the satisfiability of a first-order logic formula given some background theories [22, 8]. For
example, deciding whether the formula (x <y—1 A z=y+1) V z > —2xy has any real
solutions is an SMT problem with linear arithmetic as a theory. SMT is expressive enough
to be useful when formalizing a wide range of mathematical or engineering problems. On
the other hand, SMT is well-defined and constrained which makes it possible to have
efficient algorithms to tackle SMT problems. Therefore, SMT is often used as a base of
model checking algorithms [8, 3, 43].

A first-order theory T is defined by a set of symbols (constant, function, and relation
symbols) and a set of azioms which define the intended semantics of these symbols. A
model specifies the interpretation of each constant, function and relation, and defines a
nonempty entity set (or domain) which variables can instantiate. A T -model is a model
that also satisfies all axioms of theory 7. A formula ® is T -satisfiable if there is a model
of ® that is a 7-model.

Several algorithms exist for SMT solving, one traditional method is DPLL(T') [24, 8] which
we use to present the concepts in this paper. Other SMT solving procedures often share
similar ideas (e.g., conflict clauses as described below), so the method presented in this
paper can be adapted to other techniques as well. The DPLL(T) algorithm initially takes
the Boolean abstraction B(®) of the input SMT formula ®, where a Boolean abstraction
means that each symbol in the original formula is simply interpreted as a propositional
logic symbol forgetting about the theory (theory formulae become propositional variables).
The Boolean abstraction of the above linear arithmetic example formula could be (pAg)Vr
where the propositional logic variables p, q, and r represent the theory formulae z < y—1,
xr=y+1, and z > —2 %y, respectively. A definition of Boolean abstraction tailored to
the needs of this work is introduced in Section 4.2.1.

DPLL(T) uses a SAT solver to check the satisfiability of B(®). If it is unsatisfiable, then
® is necessarily unsatisfiable, too. However, if the SAT solver finds a model M of B(®),
it is not guaranteed to be a valid model of ®. A theory solver must be used to determine



whether M is consistent with the axioms of the theory. If an inconsistency is found, the
theory solver generates a conflict clause c in propositional logic which represents a violation
of theory axioms. This way B(®) A —¢ cannot have the same model M anymore, i.e., the
same type of inconsistency is avoided in the future. This procedure can be repeated until
either B(®) augmented with the conflict clauses becomes unsatisfiable or a model is found
which is consistent with the theory axioms. In the first case ® is unsatisfiable, while in
the latter case, it is satisfiable with the found model.

Looking at our linear arithmetic example, the Boolean abstraction of the formula is sat-
isfiable: e.g., p = ¢ = T and r = L. The linear arithmetic theory solver checks this
assignment if it is consistent with the axioms of linear arithmetic: in our case, it is not
since x < y — 1 and ¢ = y + 1 cannot hold at the same time. Therefore, the theory
solver generates the conflict clause p A ¢ which prevents the same inconsistency in further
calculations. In the next iteration, the SAT solver finds a model with » = T, and the
theory solver also finds a model consistent with linear arithmetic (e.g., z = 1,y = 0).

In practice, DPLL(T) works with partial models where variables are gradually assigned
either by creating a decision point or by propagation. Some variable values may be inferred
(propagated) from the Boolean abstracted formula (in cases where setting the variable to
the negated value would lead to unsatisfiability) but it is also possible to use theory
propagation where the theory solver can deduce and propagate the values of variables
based on the partial model and the theory axioms. Theory consistency checking and
conflict clause generation is also performed based on partial models.

2.2 Weak Memory Models

This work does not really focus on weak memory models, but the accurate theoretical
presentation of the paper requires some references to weak memory models. Therefore,
we need a few words to have a basic understanding of the concept of memory models. To
improve efficiency, most processors apply various kinds of memory reordering. A memory
model describes what types of memory or instruction reordering is allowed for a given
processor [5]. A weaker memory model allows more types of reordering. The verification
problem under a specified memory model M asks whether there is a sequence of program
instructions violating the safety requirement that conforms to M by respecting the allowed
types of instruction reordering. For the presentation of this paper, the only relevant
aspect of memory models is the following: if a sequence of instructions is a valid program
execution under a memory model M1, the same sequence is also a valid execution under
all memory models My such that My is strictly weaker than M; (where strictly weaker
means that all types of reordering allowed by M is also allowed by Msy). Therefore if
a program is proven safe under the (strictly) weaker memory model Ma, it is also safe
under the stronger M.

The sequential memory model does not allow any kind of memory reordering. Generally,
memory models are often defined via a happens-before relation which specifies for each
pair of concurrent instructions in a declarative manner if one must happen before the
other or not; that is, if their order is important or not: in the latter case, they may be
reordered [30]. Since my work is based on reasoning with happens-before relations, I give
a detailed introduction in the next section.



2.3 Partial Orders

In this work, I use an event-based representation of multi-threaded programs [3]. Each
memory access is represented by an event e characterized by the memory address (which
variable or memory location is accessed), access type (read or write), and a guard condition
grd, (an event is enabled if its guard condition is true). The concurrent behavior of an
execution is represented by a happens-before relation < on events. Intuitively, e; < e
means that e; must happen before ey in any possible program execution where data flows
the same way (read events get the same values from the same write events). An execution
is walid (or consistent) if there is no cycle in < (Pe such that e < e) [2], in other words, if
there is a possible linearization (or sequentialization) of events respecting <. The following
relations can relate the events of the program (a detailed example of partial orders is given
later in Chapter 3, see Figure 3.1):

o The program order <y, is a total order of events of the same thread. It is the order
of events respecting the order of instructions in the program code. A thread creation
or join event is also related to the first/last event of the thread in <, as expected.

o The read-from relation <, relates a write event w to a read event r (written w <, r)
if r reads the value written by w. An important property of this relation is that if
w <, r then there cannot be another write event w’ to the same memory address
between w and r. Otherwise, r could not read the value written by w as it would
have been overwritten by w’. This way, we can derive the following two relations.

o A write-serialization order (often called a coherence order [2] or store order [46])
relates two writes w’ <y w if there is a read r such that w <,¢ r and w’ precedes .
In such a case, w’ cannot happen between w and r, so it must precede w as well.

o A from-read order relates a read and a write event r <y w' if there is a write w such
that w <, r and w’ happens after w. Similarly, w’ cannot happen between w and
r, so it must happen after r as well.

Some partial orders (e.g., from-read) are derived from other partial orders, therefore we
need formal rules for derivations, and an extra rule for transitivity. I present an ax-
iomatic system that formally describes the happens-before relation. In fact, I formalize
the happens-before relation of weak sequential consistency (wSC) [46] which is somewhat
weaker than the sequential consistency (SC) memory model. The reason for using the
weaker happens-before relation is that wSC is generally easier to handle: deciding whether
a program execution conforms to wSC can be done in polynomial time [46] while (sur-
prising as it may seem) the same decision problem for SC is NP-complete [27]. Since
my approach discovers cycles in the happens-before relation, I can use that of wSC in-
stead of SC: any cycle in the happens-before relation of wSC can also be found in the
happens-before relation of SC as SC is strictly stronger than wSC [46].

Let us define formally the happens-before relation and the axioms needed for its definition.

Definition 1 (Happens-Before Relation <). e; < ez holds for events e; and ey if:

e €1 <po €2, OT
e €] <yf €2, OT

e €1 < eo can be derived by a sequence of derivation steps based on the axioms
Axiom 1, Axiom 2, and Axiom 3. .



(a) Transitivity (b) Write-Serialization (c) From-Read

Figure 2.1: Deriving Happens-Before Relations

Axiom 1 (Transitivity Derivation) For any events ey, es, and e3:

(61 < 62) VAN (62 < 63) = (61 < 63).

Axiom 2 (Write-Serialization Derivation) For any write events w and w', and any
read event r such that they all belong to the same memory address:

(w =< r)A (W <7)Agrd,, = (W < w).

Axiom 3 (From-Read Derivation) For any write events w and w', and any read event
r such that they all belong to the same memory address:

(w < ) AN (w < W) A grd,, = (r<uw').

I will sometimes emphasize the used derivation step by writing <5 or <p. for orders
derived by Axiom 2 or Axiom 3, respectively. Figure 2.1 visually depicts the derivation
rules coloring the derived partial order in each case. Program order and read-from orders
come directly from the program code or from the data-flow of an execution, so they cannot
be derived from other partial orders, and thus, do not need axioms.

2.4 Related Work

First, I explore the main directions of concurrent software verification concentrating on
partial order-based methods, then I give a brief overview of validation methods.

2.4.1 Verification of Concurrent Software with Partial Orders

Many algorithms have been developed for concurrent software verification: initially,
most of them were based on exploring the state space or possible steps of the program
[40, 23, 1, 38, 28]. In the 2010s, Alglave et al. introduced partial order-based symbolic
approaches for model checking multi-threaded programs [3]. Early works using partial
orders typically include all scheduling constraints in the encoding formula. Each mem-
ory event is associated with a clock value, and scheduling constraints are formulated in
integer difference logic. Alternative solutions use the theory of partial strings for describ-
ing partial order constraints [36, 37]. Later, several improvements have been developed
for these approaches lazily encoding the scheduling constraints. Yin et al. developed an
abstraction-refinement method for gradually refining the encoding formula starting with-
out scheduling constraints [45]. He et al. proposed a dedicated theory solver integrated
into the SMT solver Z3 [21] for reasoning about scheduling constraints [32]. The theory
solver is able to perform value propagation and to detect conflicts based on the partial
variable assignment of the SMT solver. They also reduce the size of the encoding formula
as some constraints can be replaced by reasoning in the theory solver. An improved pre-
ventive propagation algorithm is introduced by Sun et al. [43]. Their algorithm is able to

10



detect conflicts even before the SMT solver reaches a partial variable assignment implying
the conflict; the theory solver prevents conflicting variable assignments by propagating
the necessary preventive clauses. While many of these algorithms assume a sequential
memory model, extending partial order-based reasoning to weak memory models has long
been researched as well [2, 19, 43]. Recently, Haas et al. proposed a theory with a theory
solver for specifying and handling general memory consistency models [30] with several
optimizations [31]. The presented approaches serve as the base algorithms of successful
bounded model checkers for concurrent software [33, 45, 20].

Using a dedicated theory solver already significantly constrains the SMT solver during
exploring the search space of the formula for a satisfying model [32, 43]. However, the
SMT solver may still explore redundant branches of the search space and backtrack unnec-
essarily with these techniques, since the conflicts are only detected (or prevented) when a
corresponding partial variable assignment is reached by the SMT solver. Even the preven-
tive technique [43] is only one step ahead: it can only infer one missing partial order for a
conflict, so the other elements of the happens-before relation leading to a cycle still needs
to be justified by a corresponding variable assignment. On the other hand, our proposed
technique prevents many conflicts right from the beginning. Thus, we can say that our
method is even more preventive than the algorithm described in [43]. As our experiments
reveal, the clauses obtained from these simple conflicts are often completely instructive
for the SMT solver, and only a few or no further propagation steps have to be performed
by the theory solver.

Reasoning with over- or under-approximations of happens-before relations have been used
by several works [4, 25, 31]. These approximations are useful for enhancing the encoding
formula, though these enhancements typically try to reduce the formula by removing
unnecessary or lazily computable constraints. Our approach on the other hand adds new
constraints to the formula.

2.4.2 Validation of Verification Results

Basic forms of verification witnesses have been used for a long time for safety violations
in the form of providing error traces of an unsafe program. Some verifiers can provide
instrumented code [42] or generate tests that can reproduce errors [35, 7]. The concept
of providing proofs or correctness certificates has also been researched in the last decades
(34, 39]. These approaches mainly try to identify invariants of the program, however
many of them suffer from the impractically large proof sizes [26]. A standard format for
violation witnesses has been first introduced in 2015 [11]. Later, it was extended to support
correctness witnesses [13]. This way, verifiers and validators that support this format can
easily exchange information about the verified program. Though many concepts can be
generalized to the validation of concurrent programs [15], currently there are no specific
concurrency-related witness concepts and widely applicable algorithms and validators for
safe concurrent programs [10].
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Chapter 3

Ordering Consistency Methods

I present the verification algorithm in this chapter along with my improvements. First, I
describe the base verification algorithm in Section 3.1 which is a combination of several
existing concepts from previous works in the literature [3, 32, 43, 46]. Finally, I present my
novel contribution to improve the scalability of the verification approach in Section 3.2.

3.1 Verification with Partial Orders

The verification algorithm is a bounded model checking algorithm requiring a loop-free
concurrent program and a safety property. Programs with loops can be handled by un-
rolling loops: complete loop unrolling can be applied in many cases, while a bounded un-
rolling may be necessary in some case. In the latter case, the proof of safety is valid up to
the loop unroll bound [41]. The program and the property are symbolically encoded into
an SMT formula: some constraints come straight from the program instructions, while
scheduling constraints ensure that concurrent behavior is properly modeled. A theory
solver is integrated into the SMT solver ensuring that scheduling constraints are satisfied.

A program execution is correct if it satisfies the safety property given as input to the
verification task. The program is safe if all valid executions are correct. The aim of the
verification is to prove that the program is safe, or to find a valid execution where the
correctness property is violated.

I adapt and combine the methods and ideas of He et al. [32], Sun et al. [43] and Zennou
et al. [46] for verifying multi-threaded programs under sequential consistency being recent
and efficient partial order-based approaches. While reasoning about program executions
conforming to the sequential memory (SC) model is NP-complete [27], Zennou et al.
observe that reasoning is polynomial for weak sequential consistency (wSC), a slightly
weaker memory model than SC [46]. The idea is to reason efficiently under wSC first.
If the program is found safe under wSC, it is also safe under the stronger SC model. If
an execution violating the safety property is found that is valid under wSC, it must be
checked if it is also valid under SC. The algorithm for reasoning under wSC is taken from
Sun et al. [43]. Checking SC validity is done by applying the encoding of He et al. [32]
for determining the existence of a total order on write events (being the only difference

between SC and wSC).
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initially: x = y = 0 initially: xg = yo = 0

Thread ¢ Thread to Thread ¢ Thread to
if (y==1) x=1; y=X; if (y1==1) x1=1; V3=X3;
else x=1-y; x=1-y; else x9=1-y3; x4=1-y4;
finally: assert(x==1 || y==1) finally: assert(xs==1 || y5==1)
(a) Original program (b) Indexed variable accesses

[ %0 J—{ xs |- vs |

(c) Program order and some other related events

Figure 3.1: Running example

3.1.1 Symbolic Encoding of Multi-threaded Programs

For the symbolic encoding of the program, each variable access is converted to a uniquely
indexed version of the variable to have a unique reference for each access!'. Therefore, each
event has a unique indexed variable: I write w,, or r,, for the write or read event (or e,
in general) on the indexed variable x;. By abusing the notation, I simply refer to g?“demi
as grd,, .

First, the assignments of the program are encoded into the first-order formula p,,. For each
write event wy,, if w,, is enabled, then the value of x; is obtained from the right-hand side
expression expr,. of the assignment. Formally, we have py, := A (grd,, = x; = expr,,).

Vwsg,

As an example, take the simple program from Figure 3.1a with two threads. Figure 3.1b
shows the program where variable accesses are marked with unique indices. For example,
the guard of the write event w,, is grd,, := (y1 = 1), while grd,, := true. The value
assignment of the program is as follows:

1‘0:0/\y0:0/\(y121:>.L“121)/\(y1751:>J)2:1—y2)/\y3:$3/\l‘4:1—y4

The program order constraints are encoded into p,, based on the order of instructions
per each thread. In case of branches, we can simply put the branches one after another
in the total order since only one branch can be enabled in any valid execution anyway.
Furthermore, thread creation and join operations are also reflected in p,, by for example
relating events of the creator thread before the thread creation to events of the created
thread. The program order is represented in Figure 3.1c with solid black edges?.

To encode read-from constraints, a new Boolean variable rf7 ; is introduced for each pair
of events w,, and Tx; such that Ty, may read the value written by w,,. If rff’ ; is true, then
Ty, gets its value from wy, (i.e., wy, =rf rmj), therefore x; must be the same value as x; and
both events must be enabled. Formally, we have rf}; = x; = z; A grd,, A grdxj which is

1Some works refer to this form as concurrent static single assignment [32] which name is slightly mis-
leading as static single assignment originally means a compilable form of the program with fresh copies of
variables per write access [18]. The applied form cannot be compiled and has fresh copies per each access.

2The program order relation is in fact the transitive closure of the solid black edges in Figure 3.1c.
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called the RF-Val constraint [32]. Also, if a read event is enabled then it must read its value
from a write event which leads us to the RF-Some constraint: grd, = rfj ;V ...V 1fi ;
assuming that Ty, can read from Wy, 5 oy OF Wy, We also have RF-Ord which connects
the rf variables and the <,; relation: rf%”;j S Wy =of Tay- The above constraints are

encoded in the formula prf_vai, Pri-some, and prr_orq Tespectively.

In our example, we would create the following rf-variables for the read event w3: 7ff s,
7f13, 7f33 as z3 could read from any of these three write events. An RF-Val constraint
would be 7f{ 3 = x1 = x3 Ay1 = 1 (since grd,, is true). An RF-Some constraint would
be 7f5 3V 1fi 3 V 1f3 5 (the implication is simplified as x3 is still always enabled). Finally,
the rf§ 3 & wayy <y T2y RF-Ord constraint would give the semantics of the rfj 5 variable.

In case where a violating program execution is found by the first stage of the verification,
we also need to encode write serialization constraints to check SC conformity. For this
purpose, similarly to read-from constraints, a new Boolean variable ws}; is introduced
for each pair of same-memory write events. If wsj; is true, then w,, happens-before
wg;. Formally, we have the following constraints: ws;; = grd,, A grd,,; called WS-Cond,

grd,, Agrd,, = wsi;V ws]; called WS-Some; and ws; = wg, <ws Wy, called WS-Ord [32].

Finally, we have a correctness property to encode. Since we are looking for safety viola-
tions, the correctness property is negated to obtain an error property. The focus of this
paper is the verification of error reachability: this way, the error formula pe,- is the guard
condition of the marked error in the program. This is often expressed as an assertion in
the program: the error formula is the negation of the asserted expression (in conjunction
with the guard of branches needed to reach the assert statement). The error property in
the example is the negation of the asserted expression, that is, =(z4 =1V y3 = 1).

Now, we have obtained all constraints that we need to formulate the verification problem
as an SMT problem. We have two kinds of constraints:

Vssa = Pva N Perr N Prf-val /\ Prf-some (/\pws-val A pws—some)
Vord 1= Ppo N Pri-ord (/\pws—ord)

where 15, only contains expressions that standard SMT solvers can handle, while 1,4
contains the ordering formulae that need a specific theory solver (note the < symbols in
Yorqg Which is not a symbol of a usual SMT theory). The whole formula then becomes
U = g5q N Yorg. If U is satisfiable, then a satisfying model gives a valid execution that
leads to an error. However, if W is unsatisfiable, there are no valid executions where the
error property is also met, thus the program is safe [32]. I use the formulae without the
parts in brackets for the first check under wSC. If it turns out to be unsatisfiable, then
the program is safe under both wSC and SC. However, if it is satisfiable, I extend the
formulae with the bracketed parts to check under SC.

3.1.2 Ordering Consistency Theory

For the theory solver that can handle ,,4, we need to define a set of axioms for propagation
rules and conflict detection as we have seen in Section 2.1. Fortunately, I have already
defined Axiom 1, Axiom 2, and Axiom 3 which can be used as the axioms of the theory
solver. Performing propagation and conflict detection with these axioms allows us to check
if there is any execution violating the safety property that is valid under the wSC model
[46, 43]. If the constraints for a total order of writes is also included in the encoding
formula in the potential second stage of the verification algorithm, then these axioms can
be used to check the existence of a violating execution under SC [32].
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The events and the happens-before relation can be represented in the theory solver as a
graph where the vertices are events and edges are relations. At the beginning of the SMT
solving procedure, all rf variables are unassigned, therefore only edges corresponding to
~po are present in the graph.

The theory solver has three main components: theory propagation, consistency checking,
and conflict clause generation. Theory propagation is applied when a new ordering variable
rf is assigned true by the SMT solver. Then the theory axioms are used to derive all
possible new orders. As theory propagation is not crucial for the main contribution of
this paper, I refrain from going into further details regarding the propagation algorithm. I
refer the interested reader for several possible propagation algorithms described in [32, 43].
Consistency checking is also straightforward: we have to check whether e < e holds for
any event e in the current partial variable assignment after propagating event orders. An
order e < e is equivalent to a self-loop in the event graph, so consistency checking amounts
to checking the presence of a self-loop in the event graph. As conflict clause generation is
crucial for the methods presented in this work, I elaborate a bit more on that.

If an inconsistency is found by the theory solver, it must generate a conflict clause that
prevents this inconsistency. Therefore, the theory solver stores derivation reasons for each
derived happens-before order as first-order logic formulae [43]. The following definition
defines reasons of orders using the notation of the corresponding axioms where needed:

Definition 2. The reasons for different types of orders are defined as:

o reason(e; <po €2) = true, since these orders come from the program structure and
must be satisfied at all times,

o reason(wy; <yf ry;) =7f7;, that is the corresponding Boolean variable,

Xz

o reason(Wyg, <us wm].) =wsj ;, that is the corresponding Boolean variable,

¢ the reason for an order derived by Axiom 1 is:

reason(e; < e3) := reason(e; < ez) A reason(es < e3),

¢ the reason for an order derived by Axiom 2 is:

reason(w’ <qys w) = reason(w <,¢ r) A reason(w’ < r) A grd,,,

e the reason for an order derived by Axiom 3 is:

reason(r < w') 1= reason(w <,¢ r) A reason(w < w') A grd,,. .

Now, when the theory solver finds an inconsistency, that is, a self-loop e < e in the event
graph, it can simply generate the conflict clause reason(e < e). Adding the negation of
this formula to the set of assertions prevents the SMT solver from finding a model with
the same loop in the event graph again.

As an example, consider a partial variable assignment corresponding to Figure 3.1c in
our running example: where rf3 s and 7f3 5 have been assigned true. The solver can
now perform a write-serialization derivation on the events Wg,, Wge,, and 7y, since the
preconditions of Axiom 2 hold: wg, <t 725, Wa, =(po) Txss and wy, is always enabled.
So the order wy, <us Wy, is inferred and added to the event graph as Figure 3.1c also
demonstrates. Then, we can find a loop in the event graph, which conflict is also found
as a self-loop (e.g., wz, < wy,) by the theory solver after applying the transitivity axiom
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a few times. Then, the following conflict clause is generated:

1eaS0N(Wyy < pf Tay) A 1€ASON(T3y <po Way) A 7€ASON(Wa, < s Wa,) =
reason(Wy, <rf Tz,) A true A (reason(wg, <rf rzg) A reason(wy, <po z5) A grd,, ) =
a3 A 7fas

where some true reasons, and true guards are omitted.

3.2 Automatic Conflict Detection

The presented verification algorithm is heavily integrated into SMT solving by putting a
considerable portion of reasoning into an SMT theory. While this is a nice and general
approach to the problem, leaving all calculations to the SMT solver (and the theory solver
therein) might not be optimal in performance. I present a novel way to improve the
performance and scalability of the verification by performing some pre-processing step
before giving the encoded formula to the SMT (and theory) solver.

It has been introduced in Section 3.1.2 how the theory solver finds conflicts, inconsistencies
in the scheduling constraints. The analysis of conflicts found in real programs revealed
that these conflicts are dominantly simple in the sense that the self-loops found in the
event graph are typically derived from only a few other relations. Having such simple
conflicts motivates a pre-processing algorithm that can easily find these conflicts without
the computational overhead of the SMT solving procedure. The idea of my proposed
algorithm is to explore the program structure and retrieve possible conflicts of bounded
size in the number of derivation axioms necessary to obtain them.

In this section, I present my general framework for reasoning with an over-approximation
of the happens-before relations covering all possible behavior. Then, I present a general
approach to discover potential conflicting concurrent behavior. After presenting the gen-
eral approach, I also introduce an algorithm in this section that turns out to be both
efficient in terms of complexity and effective in terms of impact in my evaluation.

3.2.1 Over-Approximation of the Happens-Before Relation

At a pre-processing stage, we cannot speak about existing conflicts since they arise dur-
ing the SMT solving procedure when rf variables get assigned by the SMT solver, new
happens-before relations are derived by the ordering consistency theory solver using the
axioms of Section 3.1.2, and self-loops are found in the event graph. Before starting the
SMT solving, the values of rf variables are unknown since they are variables. Therefore,
no pairs of events are rf-related, axioms have not been applied, and actual conflicts have
not been found up to the point when my proposed algorithm is executed. Instead, the
algorithm deals with a potential rf relation and tries to find possible conflicts. I use the
< symbol for potential happens-before relations® to highlight the semantic difference from
the real happens-before relation. I also define this potential relation similarly to the orig-
inal happens-before relation. First, I introduce the potential program order and potential
read-from relations:

3Some related works use the may prefix for the over-approximation of certain relations or sets, or some
alternative terminology [31]. Instead, I opted for the potential prefix to avoid the slightly ambiguous
meaning of may and the grammatically dreadful may-happens-before name.
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o the potential program order is simply the same as the original program order relation:
<po==<po (it is based on the program code);

o w <, 7 if r may read the value written by w (that is, when an 7f variable is created
during the symbolic encoding of the program).

Definition 3 (Potential Happens-Before <). e; < ez holds for events e; and ey if:

o €1 <po €2, OT
o e <yf €2, OT

e e1 < ey can be derived by a sequence of derivation steps based on the axioms
Axiom 4, Axiom 5, and Axiom 6.. .

Axiom 4 (Transitivity Derivation for <) For any events ey, e2, and es:

(61 < 62) VAN (62 < 63) = (61 < 63).

Axiom 5 (Write-Serialization Derivation for <) For any write events w and w’,
and any read event r such that they all belong to the same memory address:

(w <y r)A (W <7)= (0 <w).

Axiom 6 (From-Read Derivation for <) For any write events w and w', and any
read event r such that they all belong to the same memory address:

(w <) A (w<w) = (r<w).

Remember that the happens-before relation relates events of the program in the context
of an execution (or set of executions). The newly introduced potential happens-before
relation relates events of the program without restricting the scope to any executions:
this is a relation describing potential concurrent behavior based on the static program
structure. This is also the reason for omitting the guard condition from the new axioms
compared to the original axioms: we cannot speak about enabled guards without the scope
of an execution.

Example 1. To dlustrate the difference between < and <, take our running exam-
ple from Figure 3.1. Ewvents xo and x3 are rf-related (xo <,4 x3) in the evecution
0, Y0, Y1, Y2, L2, L3, Y3, Y4, T4, T, Y5 (with x1 disabled). However, xo A, x3 in the trace
T0, Y0, Y1, L3, Y3, Y2, T2, Y4, T4, T5, Y5. Since xs may read the value written by xo (as in the
first case), xo <, x3 universally.

The potential happens-before relation can also be seen as a real happens-before relation in
a model with all rf variables set to true. As a consequence, the potential happens-before
relation naturally contains a lot of cycles in most cases (except for programs with very sim-
ple structures). My proposed approach is to discover cycles in the potential happens-before
relation and use these potential conflicts to strenghten the program encoding formula.

Even though some elements of the potential happens-before relation might not materialize
as an element of the real happens-before relation of a valid execution, the found potential
happens-before loops cannot occur in any valid execution of the program. Thus, we can
use these loops similarly to infer conflict clauses and supply the negations of these conflict
clauses to the SMT solver as assertions. To convert the found loops in < to propositional
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formulae, reasons can be defined similarly to Definition 2. I intentionally omit the ws
variables and the explicit encoding of write serialization constraints in this section to keep
the approach on a more general level: this way we only discover loops that are conflicting
with both the wSC and the SC models.

Definition 4. The reasons for different types of the potential happens before relation are:

o reason(e; <po €2) 1= true,
. reason(wg;i <rf rwj) ::rfird’

o the reason for an order derived by Axiom 4 is:

reason(e; < e3) := reason(e; < ez) A reason(ez < e3),

 the reason for an order derived by Axiom 5 is:

reason(w’ <yus w) = reason(w <¢ ) A reason(w’ < r) A grd,,,

e the reason for an order derived by Axiom 6 is:

reason(r <g w') = reason(w <, r) A reason(w < w') A grd,,. .

This definition is indeed the same syntactically for < as Definition 2 for <. Note that even
guard conditions are used similarly and they are not omitted from the reason formulae
even though guards are omitted from the axioms for <. This is due to the semantic
difference of reasons used in the two contexts. For the original happens-before relation,
reason(e; < ez) refers to the preconditions that induce e; < ey. For the potential happens-
before relation, reason(e; < ez) does not refer to the preconditions inducing e; < eg; it
refers to the preconditions that make the potential e; < ey materialize as a real e; < es.
The following lemma formalizes this connection between reasons for < and the original
happens-before relation. The subsequent theorem states the soundness of my approach.

Lemma 1. If reason(e; < e2) is true in a model of the formula, then e; < es can be
derived in this model. .

Proof. 1 prove the lemma by structural induction on the definition of reason. For this
proof, it is useful to imagine reason(e; < e2) as a tree structure (I refer to it as the reason
tree') where reason(e; < e3) is the root node, each non-leaf node is a reason of a pair
of <-related events, the children of a node are given by Definition 4, and leaf nodes are
first-order terms:

» true, when its parent contains a pair of events related in <.,
« an rf variable, when its parent contains a pair of events related in <,, or

e a guard condition, when its parent is derived from other potential orders by Axiom 5
or Axiom 6.

Looking at Definition 4 of reasons for the potential happens-before relation, we can observe
that reason(e; < ez) is in fact a large logical and expression of the leaf terms of its reason
tree. If reason(e; < ez) is true, then all leaf terms must also be true due to the nature
of the and operator. Thus, we can start from the leaves of the reason tree and prove by
induction for each (non-leaf) node reason(f; < f2) that f; < fo can be derived. Reaching
the root of the reason tree proves that e; < es can be derived.

We have two base cases for non-leaf nodes with only leaf children:

4Similar trees called derivation trees are defined in Section 4.3. Due to the semantic difference between
reasons for potential and original happens-before relations, I do not call trees in this proof derivation trees.
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1. The node is reason(fi <po f2):

reason(fi <po f2) is always true by definition, and <,,==<y, implies fi < fo.

2. The node is f1 <,¢ fo with f; = w,, and fo = ry;:

reason(fi <. f2) = rfj ; by definition. The leaf 7f7 ; is true in the model based on
our observation for leaves which means that fi <, f2 (c.f., RF-Ord constraints).

For the inductive case of a non-leaf node with some non-leaf children, we have three cases:

1. reason(f1 < f2) with fi < fo derived by Axiom 4 as the transitive closure of f; < f’
and f’ < fo:

We know that fi < f’ and f’ < fs can be derived by the induction hypothesis.
Applying the transitivity axiom Axiom 1 for the original happens-before relation
immediately gives that f; < fs.

2. reason(f1 <us f2) with f1 = w’ and fo = w, and f; <us f2 derived by Axiom 5 from
w <,y r and w’ < r for some read event r:

Again, we know that w <,s r and w’ < r from the <,t base case and the induc-
tion hypothesis. We also know that the leaf child g¢rd,, is also true based on our
observation above. This way, Axiom 2 gives that w’ <,s w, that is, fi < fo.

3. reason(fi < f2). The case is completely analogous with the previous case. O

Theorem 1. Let ¥ be the encoding formula of a program and a safety property, and let
FE be a set of events e such that e < e.

VU is satisfiable if and only if ¥ A A —reason(e < e) is satisfiable. .
eck

Proof. Trivially, if the right-hand formula is satisfiable, then W is similarly so since the
right-hand formula is more restrictive.

For the other way, first I observe that no valid execution satisfies reason(e < e) for any self-
loop e < e. To see this assume that we have a valid execution which satisfies reason(e < e).
Lemma 1 implies that e < e can be derived in this model. Thus, we reach a contradiction
since no valid execution can have a loop in its (original) happens-before relation.

By our observation, all valid executions must satisfy —reason(e < e) for any self-loop in
<. Since for each e € E, all valid executions satisfy —reason(e < e), we arrive to the
conclusion that any execution satisfying ¥ also satisfies the right-hand formula. (I

Theorem 1 basically says that no valid execution satisfies reasons of self-loops in the
potential happens-before relation, therefore the negations of these reasons are properties
that generally characterize all possible program executions. Thus, any algorithm that
finds any kind of cycles in the potential happens-before relation and uses these conflicts to
strengthen the encoding formula as explained above is safe to use and does not change the
verification outcome. I formalize such an algorithm in the next section. The algorithm
is constrained to find simple conflicts to have a bound for its complexity and a bound
for the size of the extended encoding formula which is desirable in practice. However,
different and more complicated algorithms looking for complicated cycles could also be
used theoretically, and their correctness would also be guaranteed by Theorem 1.
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Figure 3.2: Conflicts with basic structures

Algorithm 1: Finding simple conflicts

1 conflicts < {}

2 foreach w <,; r do

3 foreach v’ <,; 1’ do

4 if 7' <o w and r <p, w' then

5 ‘ conflicts < conflicts U{w <, 7 <po w" <5 r' <pow} // Fig. 3.2a
6

7

8

9

foreach w' that may write the same memory location as w do

if W' <porppo AW <porppo W then
conflicts < conflicts U{w' <5 w <porppo w'} // Fig. 3.2b
conflicts < conflicts U {r < w' <, rfpo 7} // Fig. 3.2c

3.2.2 Bounded Cycles in the Potential Happens-Before Relation

My proposed algorithm looks for potential conflicts, loops in the potential happens-before
relation with the basic structures depicted in Figure 3.2. A po-rf-po edge means that it
could be replaced by at most one rf and optional po edges before or after this rf. Formally,
€1 <po-rf-po €2 if €1 <po €z or there are events €/, e} such that e; <,, €] <, €5 <po €2.
To put it simple, the algorithm looks for potential conflicts that may be derived from
an rf, a ws, or an fr and another rf or some po relations. Algorithm 1 describes the
algorithm used to find potential conflicts before SMT solving. I abuse the notation by
writing w' <ys W <po-rfpo W’ for example to denote the self-loop w’ < w'.

Looking at Algorithm 1 or the visualization from Figure 3.2, it is straightforward that
Algorithm 1 indeed finds self-loops in <. Thus, it is safe to use this algorithm for opti-
mization based on Theorem 1. The impact of the algorithm on verification performance
is revealed in Chapter 5.

Finding these simple conflicts is polynomial in the number of program events. The com-
plexity of the proposed algorithm for finding these simple conflicts is O(n? - m) where n
is the size of the <,s relation (the number of potentially rf-related event pairs which is at
most quadratic in the number of events) and m is the number of write events in the pro-
gram. Naturally, n? - m is a gross overestimate in most cases since the foreach loop of line
6 only iterates over write events belonging to the same memory location as the rf-relation
of the outer loop. The size of the encoding formula is increased with a similar complexity
by adding the discovered conflict clauses. Evaluation shows however that adding these
clauses accelerates the SMT decision procedure.
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Chapter 4

Correctness Witnesses and
Validation

The setup in this chapter consists of a verifier and a validator as described in Chapter 1. In
this section, I present how a verifier can provide correctness witnesses and how a validator
can validate and use this information in the validation process.

4.1 Overview of the Approach

The input of the verifier is still a concurrent (loop-free) program and a property (namely
a reachability property that no error location in the program can be reached). Only safe
tasks are interesting for the scope of this chapter as it deals with correctness witnesses.
The verifier performs the verification of the program based on the encoding and algorithms
described in Chapter 3. Basically, the validator gets the same inputs, however, it also
receives some extra information, the witness as input. It has to confirm that the program
is indeed safe and accept or refute the witness as a proof for the correctness of the program.
The validation process is presented in Section 4.2 and Section 4.3.

The basic concept of the approach is to use the generated conflict clauses from the verifi-
cation process as the witness for the correctness of the program. Then, this witness, i.e.,
the set of conflict clauses is provided to the validator as an input. This has its advantages
for both the verifier and the validator. First, it does not pose any further computational
burden on the verifier, as technically, it simply has to log the generated conflict clauses.
Second, this information is extremely useful for the validator, since it does not have to
go all the way through the SMT solving procedure (with frequent backtracking from deep
branches of the search space) as the conflicts are already provided at the beginning. Nat-
urally, the validator must not simply believe this information coming from the verifier,
it has to check it. The rest of the section explains exactly what information has to be
checked and how by the validator.

4.2 Validation Process

This section presents the validation process by formally motivating and stating the vali-
dation problem. For this, we need a definition of Boolean abstraction.
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4.2.1 Boolean Abstraction of Ordering Consistency Theory Formulae

Section 2.1 has given a high-level overview of SMT solving procedures. Even though
several background theories might be necessary for solving the encoding formula of a
program as defined in Section 3.1.1 (due to potential arithmetic expressions or arrays in
the program), I consider the ordering consistency theory as the only important theory
from the verification perspective. Ordering consistency theory expressions are simple
(being of the form e; < e2) and do not overlap or interact in any way with other theories.
Therefore, I formulate Boolean abstraction by only focusing on the ordering consistency
theory without the loss of generality: naturally, it could be generalized to all theories.

Definition 5. The Boolean abstraction B(y) of a formula ¢ is obtained by replacing all
ordering consistency theory expressions in ¢ with a fresh Boolean variable. .

As an example, B(y3z = x3 A (rzy <po Wys) A (Wgy <uws Wa,)) may be y3 = x3 Avy Avy where
v; and vy are introduced instead of the theory expressions. Importantly, B(¢) does not
contain theory expressions by definition, therefore its satisfiability can be decided without
the theory solver (if we had proper Boolean abstraction abstracting the expressions of
every theory, it would return a pure SAT formula decidable by simply a SAT solver). The
SMT solving procedure iteratively checks the satisfiability of the Boolean abstraction of the
program’s encoding formula ¥ conjoined with the conflict clauses produced by the ordering
consistency theory solver. The conflict clauses also do not contain ordering consistency
theory expressions, so this satisfiability check is independent of the theory solver. Thus,
if ¥ is unsatisfiable, the result is reached at a point when the conventional SMT formula

B(¥)A A —cis unsatisfiable with C' being the set of conflict clauses found by the ordering
ceC
consistency theory solver. The conjunction of negations of conflict clauses replaces the

information carried by the theory expressions and hidden by Boolean abstraction.

Note that propositional logic connectives can be lifted from the Boolean abstraction as
Boolean abstraction only replaces theory expressions: e.g., B(¢1 A ¢2) = B(p1) A B(p2).

4.2.2 Formal Statement of the Validation Problem

Formally, let C be the set of conflict clauses produced by the verifier. That is, C' is a set of
reasons, first-order formulae defined in Definition 2. From the program being safe, using
the encoding formula ¥ of the program we know that B(¥) A A —c is unsatisfiable. To

ceC
simplify the notation, I use C for A —c. We can now formulate the following lemma:
ceC
Lemma 2. If B(¥) A C is unsatisfiable, then 14, A C' is unsatisfiable. .

Proof. Recall that ¥ = 1554 A ¢hord (c.f., Section 3.1.1~). Using this substitution, we obtain
B(W)AC = B(¢ssa ANbord) NC = B(¥ssa) AB(Yord) NC = ssa NB(Yorq) ANC. Note that the
Boolean abstraction only replaces ordering consistency theory formulae in this simplified
formalization, and s, does not contain any ordering formulae.

It is also easy to show that if 14, AC has a model M, then M can be trivially extended to a
model of ¥ ssq AB(10rq) AC. To see this, consider B(¢,rq) = B(ppo) AB(pri—ora) obtained by
using the definition of ¥,,q and the distributivity of the Boolean abstraction with respect
to the A symbol. If we apply Boolean abstraction to pp, = (€11 <po €12) A... A(€n1 <po €n2)
(conjunction of all po-related event pairs), we get B(ppo) = Vie;;<poe1a} /N -+ A Vfeni<poens}
as the conjunction is part of propositional logic and every theory expression is abstracted
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to a Boolean variable. As these new abstract variables do not appear anywhere else in
Wssa AB(Vord) N C, they can be assigned true in the extended model without contradiction.
Similarly, applying the abstraction to pyf_org = (71 & w1 <pp 71) A o A(7f, & Wy <4p
Tm), we obtain B(prf—ord) = (11 € Vwy<,pri) A o A7 € Vwpy<yprn ). Again, the new
variables only appear once in the whole formula, so each can be assigned the value of the
corresponding rf variable it is equivalent with. Thus we indeed obtained a model (an
extension of M) for s A B(1era) A C.

That is, if ¥ssa A C is satisfiable, then 1 A B(tora) N C is satisfiable, too. Conversely,
if Ygsa A B(Worg) A C is unsatisfiable, then s, A C is also unsatisfiable. As we proved
that B(U) A C being unsatisfiable implies the unsatisfiability of ¥gq A B(1orq) A C, this
concludes the proof. Il

Based on the lemma, the validator can check the satisfiability of the formula ¥, =
VssaNC as it must be unsatisfiable to confirm the verifier’s safe verdict. If 1), is satisfiable,
then the verdict and the witness as the output of the verifier is refuted. This is a strict
approach to validation. In practice, validators are often implemented to be tolerant in the
sense that they accept partial witnesses and try to validate the verdict with that limited
information [15]. In our case, this means that if 1,, turns out to be satisfiable, the
validator may also compute v,,¢ and decide the satisfiability of ¥, A ¥orqg With a similar
solving procedure as the one that the verifier uses in our setting.

It is an advantage of the strict approach that 1,, does not contain any ordering theory
formulae which means that any standard SMT solver can be used to check its satisfiability
(even if the solver does not support the ordering consistency theory) reducing the shared
algorithms and implementations of the verification and the validation process even more.
On the other hand, SMT solvers are typically widely used and thus, well tested, so it may
not be too important to use a different solver for the validation. A more tolerant version
of the validator can also be used with other verifiers that might use different verification
algorithms. Those verifiers may be able to provide some clauses with the required structure
though they may not provide all the conflict clauses necessary to make 1,4 unsatisfiable.

Lemma 2 is enough if we aim to refute the verdict of a verifier. However, most often, we
would like to be convinced about the safety of the verified program. The following lemma
establishes that the unsatisifiability of 1, implies the safety of the program:

Lemma 3. If ¢, is unsatisfiable, then the program is safe. .

Proof. For ease of reference, I introduce the following notation for the set of valid execu-
tions satisfying a formula ¢: tr(yp).

The conflict clauses in C' characterize invalid executions with a loop in the ordering rela-
tion, that is, tr(c) = () for each ¢ € C. Thus appending the negation of a conflict clause to
Yssq Only excludes invalid executions. Thus, if there is a valid execution satisfying 1, it
also satisfies ye = Vsse AC; and it trivially holds vice versa. So tr(¥ssa) = tr(tya). Also,
tr(V) = tr(Yssa A ord) C tr(1ssq) trivially again since ¥ is more restrictive than ¢)4,. So
we obtained tr(V) C tr(ssq) = tr(yar) = 0 since 1,4 is unsatisfiable. So there is no valid
execution satisfying W, that is, no valid execution that leads to error (remember that the

error property is part of V). O
Theorem 2. The program is safe if and only if 1,4 is unsatisfiable. .
Proof. Tt follows directly from Lemma 2 and Lemma 3 based on Figure 4.1. ]
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Figure 4.1: Proof structure for Theorem 2

While the set of conflict clauses C' are supplied by the verifier, the validator can easily
compute the formula s, itself based on the program structure. This way, the validator
indeed has the formula ;.

4.3 Checking Conflict Clauses

Since the verifier’s algorithm or implementation may contain bugs, the validator must not
accept the conflict clauses without checking their validity. To eliminate all trust factor
towards the verifier, it must be checked if all given conflict clauses indeed characterize
invalid executions with a loop in the ordering relation.

This is not a trivial task if we simply take the raw conflict clauses. Consider the example
from the end of Section 3.1.2. The conflict clause 7f3 5 A rf3 5 does not explicitly show us
the (self-)loop in the event graph. To find it, we would have to apply the theory axioms
to infer the orders leading to the self-loop. This would be somewhat much cheaper than
doing consistency checking during the verification. But it would be best to avoid even this
computation. This can be achieved by a minor modification.

An inconsistency is found by the ordering theory solver in the form of a self-loop e < e
in the event graph whereupon reason(e < ¢e) is generated as a conflict clause. Expanding
reason(e < e) based on Definition 2 naturally gives us a tree structure that I will refer as
the derivation tree. The conflict clause is the conjunction of leaves of the derivation tree.
Figure 4.2a depicts derivation tree of the inconsistency found at the end of Section 3.1.2.
To solve our issue with conflict clause validation, the verifier must output the full derivation
tree of the conflict clause and not only the final propositional formula. This is again not
a huge burden for the verifier as it has to explore the derivation tree to generate the
conflict clause anyway. Based on this detailed information of conflicts the validator can
easily validate the conflict clauses. To avoid an unnecessarily verbose witness, po relations
can be omitted as well as nodes of tree corresponding to transitivity axiom application.
Furthermore, an order derived by transitivity can also be wiped from the node as it can
be easily deduced from the context. These are not really restrictions, as the validator
can still easily check the conflict clause based on the reduced derivation tree. Figure 4.2b
shows the reduced version of Figure 4.2a. To highlight the conciseness of these conflict
clauses, a serialized version of the conflict is shown in Figure 4.2¢ which could actually be
the output of a real tool. The following definition formalizes (reduced) derivation trees:

Definition 6 (Derivation Tree). Leaves of the tree are propositional logic formulae.
An internal (non-leaf) node of a derivation tree represents a derivation step. An internal
node consists of a derivation method and a happens-before order e; < es. The derivation
method can be one of the following:

e po,if e =po €2,

o rf,ife; <ype2
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(c) Example of serialized (printed) version of the conflict by a potential real tool

Figure 4.2: Representations of a conflict clause for the program in Figure 3.1

e tran, if e; < eo is derived by Axiom 1,

o ws, if €1 <y €2 is derived by Axiom 2,

fr,if e1 <p eo is derived by Axiom 3,
o tran*, if e; < eq is derived by multiple consequent applications of Axiom 1,

o loop*, which is used instead of tran* in the root node.

The root node must have e; = ey, while e; # e3 must hold in other internal nodes. tran*
and loop™ nodes must not have a tran* child. .

The happens-before order of loop* and tran* nodes can be omitted from the witness to
reduce the size of the witness. I use the notation method(order) to represent an internal
node textually: e.g., po(e1 <po €2) or loop*(-) in case of an omitted order. For leaves, I
write leaf (). I also introduce some predicates to make the algorithm more readable:

o is_po(e1,ez) holds iff e; occurs before e in the program.

o is_rf(w,r) holds iff w and r are write and read events of the same variable.

o po__ordered(nodes, from, to) is a bit more complicated. The predicate holds for a
set of derivation tree nodes if there is an ordering of elements of the set where the
second event of each node is po-related to the first event of the subsequent node in
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Algorithm 2: Conflict clause derivation tree validation

Procedure valid(node)
children < set of children nodes of node
switch node do

1

2

3

4 case po(e] <y €2) do

5 ‘ return is_po(eq,e2)

6 case 7f(w <,¢ r) do

7 ‘ return is_rf(w,r)

8 case tran(e; < e2) do

9 if children = {m1(e1 < €’),ma(e’ < e2)} then

10 | return valid(m(e; <€) A valid(ma(e’ < e3))
11 case ws(w' <ys w) do

12 if children = {rf(w <, ), m(w" < 1), leaf (grd,,)} then
13 | return is_rf(w,r) A valid(m(w' <))

14 case fr(r <4 w') do

15 if children = {rf(w <, ), m(w < w'), leaf(grd,,)} then
16 | return is_rf(w,r) A valid(m(w < w'))

17 case tran*(e; < ez) do

18 if po__ordered(children, ey, es) then

19 ‘ return A valid(c)

c€Echildren

20 case loop*(-) do
21 if po__loop__ordered(children) then

22 ‘ return A valid(e)

c€Echildren

23 return false

the ordered list. Formally, we have:

po__ordered(nodes, from, to) <
Alist = [mi(e1,1 < €1,2), ..., Mp(en1 < ep,2)] such that nodes = {c|c € list}A

is_po(from, ey 1) A is_po(en2,t0) Ais_po(e;2,eir1,1) foreach 1 <i<n

e po__loop__ordered(nodes) < Je event such that po_ordered(nodes,e,e).

Now, we arrive to Algorithm 2 that describes how conflict clauses or rather derivation trees
can be validated. The input of the algorithm is a derivation tree: the wvalid procedure is
called with the root node of the tree. The algorithm basically recursively checks each
node in the tree if the derivation is valid at the node. Since the validator has to statically
analyze the program structure anyway to build s, it is again not a real computational
overhead to build a data structure for a quick querying of the is_ po predicate during
conflict clause validation. The following theorem states the correctness of Algorithm 2:

Theorem 3. Let r be the root of a derivation tree T', and ¢ be the conjunction of formulae
in leaf nodes of T'. Then walid(r) implies that no valid program execution satisfies c. .

Proof. The theorem can be proven by showing that checking the validity of a derivation
step is correct. Then by induction on the structure of the derivation tree it follows that
r represents an order derived by valid derivation steps. Since the derived order of r is a
self-loop e < e, and the event graph of a valid execution cannot contain a self-loop, the
conflict clause ¢ of the derivation tree can only be satisfied by invalid executions.
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The derivation step cases are mostly straightforward (such as if is_po(ey, ez) holds then
€1 <po €2 also holds) so I skip most of the cases except tran* which is a bit compli-
cated (loop* is analogous). The derivation of a node tranx(e; < ez) is valid if all of
its children are validly derived (which is guaranteed by the induction hypothesis) and
if po__ordered(children, ey, es) holds for the children nodes. This predicate implies that
there is an ordering of the children nodes [mi(e;1 < e12),....mp(en1 < €n2)] where
is_po(e;z2,eir1,1) for each 1 < i < n. Since is_po(e;2,ei+1,1) implies €;2 <po €i4+1,1 and
ei,1 < ¢€;2 holds for each ¢ as being the derived order of the ith item in the list of chil-
dren, we obtain that e;1 < e12 <po €21 < ... <po €n1 < €p2. From the definition of
the po_ ordered predicate, we also know that e;; = e; and e, 2 = ez which means that
applying the transitivity axiom multiple times on the obtained chain of orders will result
in e1 < e9 in the end. Thus, the derivation of e; < es is valid indeed. O]

4.4 Limitations of the Approach

The approach inherits its main limitation from bounded model checking, i.e., it can only
be applied to loop-free programs or programs that can be safely unrolled (i.e., a bound
for the number of iterations is statically known); otherwise, we can only speak about a
bounded proof of safety. First, there are of course loop-free programs as demonstrated by
the number of programs in the benchmark tests that does not contain loops or could be
safely unrolled (see Chapter 5). Second, the ordering consistency-based algorithm could
be used together with other techniques that eliminate loops: for example a technique could
be used to generate loop invariants [12, 15|, and then the loop can be replaced by a non-
deterministic assignment of each variable written in the loop and an assumption of the loop
invariant. This idea can be especially useful in a verification-validation workflow when the
verifier might provide the necessary loop invariants. The difficult part is again concurrency,
as it is more complicated to find loop invariants when global memory is accessed in the
loop. Thus, the limitation remains, but as loop invariant techniques evolve, so widens the
applicability of this algorithm.

Another aspect that I have not investigated in this work is the exchange of conflict clauses
between verifiers and validators on a practical level. In my experiments, the verifier
serialized the derivation trees of conflict clauses to a file which was then parsed by the
validator. The tricky point could be event identification: what events are referred by the
serialized derivation trees. Here in a simplified scenario, I built on the fact that the same
deterministic parsing and pre-process steps were applied by the verifier and the validator
when parsing the input program to an event graph. This way, without extra information,
the same event graph was obtained with the same names and variable indices.

Naturally, this is not an assumption that we can make in a real scenario with different
tools. However, the situation is very similar as to how loop invariants or other pieces of
information are provided in witnesses in practice [6] where exact code location references
are used. Each variable access in the code can be annotated in the witness (using exact
code location references) by the associated event id(s)! used in the derivation trees. This of
course increases the size of the witness but enables the tools to exchange this information.
Furthermore, it could be required that sequential blocks of code naturally increment event
ids in order to considerably reduce the necessary event id association entries in the witness.
However, the exact format for event identification should be decided by the software
verification community, so I refrain from proposing a detailed solution to the issue here.

!The potential plural is motivated by unrolled loops: several events could be associated to the same
variable access in the program code.
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Chapter 5

Experimental Evaluation

In this chapter, I evaluate the efficiency of my theoretical contributions. First, I evaluate
the automatic conflict detection approach in Section 5.1 followed by the evaluation of the
presented validation approach Section 5.2. Finally, I discuss the threats to the validity of
my experiments in Section 5.3.

Generally, for both parts of the evaluation, benchmark tests were executed on virtual
machines in the cloud computing platform of our university with Intel Core (Skylake)
processors. Three dedicated CPU cores were allocated to each task. Each verification
task had a time limit of 900 seconds and a memory limit of 15GB.

5.1 Evaluating Automatic Conflict Detection

The goal of my experiments is to analyze the impact of strengthening the encoding formula
by generated conflicts described in Section 3.2 on the overall verification performance. To
have a broader image of how my algorithm helps existing techniques, I implemented two
different methods for partial order-based verification. My first implementation resembles
the approach of [45] where the initial encoding formula does not contain all scheduling
constraints and the formula is gradually refined when the SMT solver finds a conflicting
assignment. My second implementation follows the scheme described in Section 3.1 with
a dedicated ordering consistency theory solver integrated into Z3 [21] via user propagators
[17]. T refer to these versions as BASIC and PROP (short for propagator), respectively. I
implemented! these proof-of-concept solutions in the THETA verification framework which
could already parse C programs into control-flow automata [44].

5.1.1 Research Questions and Experiment Setup

I aim to answer the following questions for the evaluation of our technique:
RQ1.1 How many (simple) conflicts are found by our algorithm and how does this reduce
the number of conflicts occurring during the decision procedure?

RQ1.2 What is the impact of further constraining the encoding formula on the size of
the SMT solver model search space?

Thttps://github.com/csanadtelbisz/theta/tree/xcfa-oc-ws
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RQ1.3 What is the computational overhead of finding conflicts? In turn, how is the
SMT solving time and the overall verification time reduced?

RQ1.4 How does the performance of our solution compare to the state-of-the-art?

I executed different configurations of THETA over the subset of input programs written in
C from the concurrency safety reachability category benchmark suite? of SV-COMP [10]
(715 tasks) that is parsable by THETA and supported by the partial-order based analysis:
544 tasks in total. The configurations are the two baseline implementations (BASIC and
PROP), and the optimized versions (BASIC+0OPT and PROP+0PT). For RQ1.4, I compare my
solution to DEAGLE [33], a state-of-the-art bounded model checker built on CBMC based
on the preventive propagation algorithm of [43], winner of the concurrency category of SV-
COMP 2023 [9]. DEAGLE is shown to outperform other bounded model checkers, therefore
I only compare to DEAGLE [43, 9]. T apply loop unwinding for programs with loops as
a standard technique in bounded model checking. If the number of loop iterations can
be statically decided, the loop is unwinded according to this number. Otherwise, loops
are unrolled up to two iterations (in such cases, only a bounded proof of safety may be
obtained). This loop unwinding tactic allows a fair comparison with DEAGLE applying
the same method [33].

5.1.2 Experiment Results

Table 5.1 shows the results for the most important metrics of the evaluation. Each con-
figuration produced bounded proofs for two or three more tasks where the tasks are in
fact unsafe beyond the loop unroll bound. However, I excluded these cases from the
statistics where the bounded verdict differs from the unbounded verdict. Except for the
number of solved tasks, the values in the table are average values per task aggregated for
the commonly solved tasks per algorithm type (508 tasks commonly solved by the BASIC
configurations and 512 by the PROP configurations). The first two columns show relevant
metrics to the end-user: number of verified programs and the overall CPU time. The next
two columns contain information about the decision procedures on the level of reasoning
about partial orders: first the number of propagated (in case of PROP) or refinement (in
case of BASIC) clauses, then the time taken by the SMT solver are listed. Finally, the
last three columns give an intuition of the size of the search space explored by the SMT
solver. I interpret these figures along with further statistics from the benchmark tests by
answering the research questions.

RQ1.1 An average of 1125.7 conflicts are detected by our proposed method per task on
the subset of commonly solved tasks of all configurations. Out of this, there are 514.5
conflicts with the structure of Figure 3.2a and 611.2 conflicts following Figure 3.2b
or Figure 3.2c on average (note that we have the same number of Figure 3.2b and
Figure 3.2c conflicts based on Algorithm 1). Strengthening the encoding formula
with these conflict clauses found before starting the SMT solving procedure greatly
reduces the number of conflict clauses produced by the decision procedures (see
Table 5.1): the number of refinement clauses produced by the BASIC configurations
is reduced by an average of 59.3% while the number of propagated conflict clauses
by PROP is reduced by 41.1%. Note that more conflicts are generated the new way
(simple conflicts discovered by my method and the conflicts generated by the decision
procedures) than the original decision procedures produce, however this verbosity
positively affects the performance of SMT solving.

Zhttps://gitlab.com/sosy-lab/benchmarking /sv-benchmarks
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solved CPU prop./ref. Solver Z3 inner Z3 inner Z3 inner

algorithm tasks time clauses time decisions propagations restarts
BASIC 510 24.4s 548 15.5s 117539 1019525 8.35
BASIC+0PT 517  14.2s 223 5.5s 28074 289943 1.20
PROP 514 22.8s 1017 15.1s 16886 301890 6.83
PROP+0PT 520 15.8s 599 7.3s 9203 243810 5.36

Table 5.1: Different metrics of the evaluation of the optimized verification algorithm

RQ1.2 Various statistic data provided by Z3 can give us a rough estimate of the impact
of my algorithm on the solver search space. The last columns of Table 5.1 show
the average number of decision points, performed (unit and binary) propagation
operations and necessary restarts. These numbers refer to inner Z3 operations (i.e.,
not the number of conflict clause propagations by PROP for instance). For the exact
interpretation of these concepts, I refer the interested reader to a book on SMT ([8]
or the Z3 code base3. For the purposes of this evaluation, it is enough to see that the
number of these important operations are substantially reduced indicating that the
search space becomes much smaller when my algorithm is used. These values are
reduced by 70-85% for the BASIC algorithm and by 20-45% for the PROP algorithm.
Note that PROP working with a theory solver already achieves a huge reduction in
the search space compared to BASIC (which is no surprise based on the paper of Sun
et al. [43]); my proposed algorithm can still perform a significant further reduction
for PROP.

RQ1.3 The runtime overhead of my conflict generation algorithm is not substantial, often
negligible: it is around 0.6 seconds per task on average which means less than 5% of
all CPU time. In turn, the time of the SMT solving procedure and thus the overall
verification time is significantly reduced: using my optimization the SMT solver is
64.9% faster in case of the BASIC algorithm, and 51.4% faster in case of PROP. The
overall CPU time of the verification is reduced by a significant 41.7% for BASIC and
30.7% for PROP on average. The CPU times are also demonstrated in the scatter
plots of Figure 5.1 where the majority of points are under the diagonal indicating
the performance improvement of my proposed technique.

RQ1.4 Firstly, I note that I do not intend to compete with DEAGLE in terms of absolute
performance (CPU time) as my proof-of-concept implementation runs on the JVM
while DEAGLE is built on native CBMC code optimized over decades. Having said
that, my evaluation shows that my solution with the best configuration (PROP algo-
rithm working with similar principles as DEAGLE extended with my optimization)
could verify as much tasks as DEAGLE: 520 tasks. Levelling with a verifier with a
highly optimized codebase clearly shows the potential of my contributions. Further-
more, my solution could produce bounded proofs for two more tasks where the tasks
are in fact unsafe beyond the loop unroll bound. DEAGLE is shown to outperform
other state-of-the-art bounded model checkers and no other published results surpass
DEAGLE [43, 9, 10] which implies that my solution also outperforms other existing
tools. It is also important to note that DEAGLE is limited to verification under weak
sequential consistency (see the supplement material) while my solution is suitable
for the stronger and more useful sequential consistency memory model.

3https://github.com/Z3Prover/z3
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Figure 5.1: CPU time improvement of the optimized verification

In summary, I can conclude that my solution and implementation advances the state-of-
the-art in bounded model checking multi-threaded programs.

5.2 Evaluating Validation with Conflict Clauses

In the second part of my experiment, I evaluate the performance of the ordering consistency
theory-based validator for concurrent programs presented in Chapter 4. The verifier is the
same implementation as for the previous experiments. Furthermore, I also implemented a
validator in the THETA verification tool [44] based on the explained principles in Chapter 4.
I use the two implemented versions of the verifier (BASIC and PROP). The advantage of the
PROP approach is that it can detect inconsistency early, thus avoiding a lot of backtracking
in the SMT solver, so it scales better for the verification as revealed in the evaluation
of the previous section. On the other hand, the BASIC approach can be used with any
arbitrary SMT solver. Furthermore, when we expect no inconsistency to be found (i.e., in
most cases in the validator), this approach does not waste time on detecting inconsistency
on partial models. In a permissive mode (see Section 4.2 for details), the validator can use
the same implementations as the verifier for further checking the safety of the program.

5.2.1 Research Questions and Experimental Setup

To evaluate the presented algorithm, I aim to answer the following research questions
concerning important aspects of my novel algorithm:

RQ2.1 Can the validator validate the witness and thus confirm the correctness of the
program?

RQ2.2 How much performance improvement is achieved by the validator using the ad-
ditional information from the witnesses compared to the verifier?

RQ2.3 What is the computational overhead of validating conflict clauses?

In my experiments, I executed different configurations of THETA over a set of safe input
programs from the same benchmark dataset as in the earlier parts of the evaluation. 1
executed the two verifier configurations (BASIC and PROP) to produce witnesses and to
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Figure 5.2: Comparison of verifier and validator performances
Verifier algorithm: BASIC Verifier algorithm: PROP
Verified/ 87 87 87 87 91 90 90 90
validated
Generated 18236 - 0 10228 28024 ; 0 4753
conflicts
MT sol
SMT solver 320 66 68 336 457 16 14 955
time (s)
Validation 2.86 2.93 3.02 - 3.51 3.28 3.68
time (s)
CPU time (S) 689 408 420 779 818 373 375 711

Table 5.2: Different metrics of the evaluation of the validation approach

have a baseline performance. I tested three validator methods: two permissive validators
that use the two verifier decision procedures and a strict version (STRICT) that simply
inputs the validation formula to an SMT solver without an ordering theory solver. So I
executed 6 validator configurations: each validation method for validating the witnesses
of both verifier methods.

5.2.2 Experiment Results

In the concurrency safety benchmark suite, there are 347 safe tasks for the error reacha-
bility property. Out of this, my proof-of-concept implementation supports 137 programs
(the rest contains unsupported language elements) of which 40 programs contain loops
that cannot be safely unrolled. So the experiment is technically performed on the remain-
ing 97 tasks. No configuration provided wrong results. Table 5.2 shows results of the
benchmark tests. For a fair comparison, data has been aggregated for each metric (except
for the number of solved/validated tasks) for the 87 tasks that was verified and validated
by all configuration. A dash indicates that the respective metric is not applicable (or zero
by definition) for that configuration. Let us have the answers to the research questions:

RQ2.1 First, all generated conflict clauses could be validated by the validator config-
urations, so derivation trees indeed provide enough information to reestablish the
scheduling inconsistencies. Also, except for one case, all validation could confirm
the verification result based on the witness. In that case, there were a lot of conflict
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clauses and fewer clauses were serialized than propagated (probably due to some
buffer limit) which caused the STRICT validator to reject the witness and the other
two validator configurations to timeout.

RQ2.2 We can observe based on Table 5.2 and Figure 5.2 that the validation process took
significantly less time when not the PROP configuration is used by the validator (which
is expected to be less efficient in this setting than other configurations as observed
previously; this is due to trying to find conflicts early as confirmed by the number of
extra generated conflict clauses which is not a winning strategy during validation).
Also not surprisingly, STRICT is slightly better than BASIC as BASIC also builds the
initial event graph even though no further conflict clauses were generated. Thus, the
SMT solver time was reduced to 20.6% and 3.1% of the verification solver time for
BASIC and PROP verification procedures respectively. The greater reduction for PROP
is the consequence of the number of generated conflicts being much more in this case
as seen in Table 5.2 as well. The overall CPU time is not reduced to this extent as
parsing the program and building the initial event graph is also a considerable part
of CPU time: still it is reduced to 59.2% and 45.6% for BASIC and PROP respectively.
This suggests that the presented approach can achieve greater reduction in complex
programs where parsing takes less significant part of the verification.

RQ2.3 Conflict clause validation times are also visible in Table 5.2. Though these times
are not completely negligible, it is clearly not a significant part of validation. Vali-
dation time correlates with the number of generated conflict clauses: thus we have
around 3 seconds of aggregated validation for clauses generated by the BASIC, and
around 3.5 seconds for PROP which are less than 1% of all CPU time of validation.

It is also interesting to investigate whether the witnesses are human-readable. Of course,
actual readability heavily depends on the applied format how derivation trees are serialized.
So I only make a few remarks on this point from a higher level of abstraction. The number
of generated conflict clauses is usually too much for human processing in the general case,
the average being 210 and 322 clauses per program for BASIC and PROP respectively. On
the other hand, the number of serialized nodes of a single (reduced) derivation tree is
typically between 1-5 which can be processed by a human reader. Furthermore, typically
having small conflicts confirms the validity of my bounded conflict generation method
described in Section 3.2.2. Thus, single conflicts in the witnesses may provide meaningful
and processable intuition to humans of the correctness of the program.

In conclusion, the evaluation confirms that the proposed way to store some information
about concurrent behavior in a verification witness can be efficiently used during vali-
dation. It is also revealed that the user propagator-based method is not useful during
validation, however, simple approaches without user propagators are suitable for the task.

5.3 Threats to Validity

Limitations of the presented validation approach have been discussed in Section 4.4. Oth-
erwise, the validity of my experiments may be influenced by the following factors.

Internal validity. Consistency and accuracy of the experiments were insured by using
the BenchExec framework [14]. T executed my experiments on virtual machines in a cloud
computing platform. Therefore, external factors such as loads on other virtual machines
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of the host environment and shared resources (such as disks) may have slightly influenced
the results. Slow 10 operations and differences between printing out and reading-parsing
of derivations trees may have caused a minor difference between verifier and validator
configurations.

External validity. The SV-COMP benchmark suite is considered a de facto standard
for academic benchmarking of software verification algorithms. Still, evaluation results
might not generalize well to real-life industrial programs. To justify the impact of my
proposed algorithm more thoroughly, I implemented and tested my extension to the verifier
algorithm with two state-of-the-art baseline approaches.

Construct validity. The metrics of the evaluation were carefully chosen to accurately
describe the performance of my algorithm: both end-user statistics (such as overall CPU
time, number of solved tasks) and backend-related information (such as the number of
conflicts and the solver search space) were used. Therefore, these metrics accurately
represent the expected outcomes of the executions.

Furthermore, I would like to note that in my comparative evaluation I used the binary
of DEAGLE submitted to SV-COMP 2024 [10]. I also tried to reproduce the results by
building the binary of DEAGLE from its source code? but I failed to get the same results
as several incorrect verdicts (both false positives and negatives) were produced by this
version. However, if DEAGLE is indeed only capable of the slightly worse results, that
only affects the placement of my solution among state-of-the-art techniques positively.
Thus, this is only a positive threat to the validity of my evaluation.

*https://github.com/thufv/Deagle
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Chapter 6

Conclusion

In my work, I advance the state-of-the-art in partial order-based certified verification of
concurrent programs in several aspects. I presented a revised verification algorithm based
on existing ideas. I showed different ways to make use of scheduling inconsistencies.

First, I presented a novel optimization based on potential scheduling inconsistencies. 1
reason with an over-approximation of happens-before relations on the level of the whole
program which allows to collect properties characterizing all possible program executions.
My algorithm strengthens the program encoding formula by finding scenarios conflicting
with concurrent behavior and converting these into first-order clauses. Due to limiting
the algorithm to discover conflicting situations of bounded size, it does not pose a serious
computational overhead on building the encoding formula. The presented approach can be
conveniently integrated into existing methods to reduce the search space of SMT solvers
and accelerate the decision procedure. Thus, the presented algorithm effectively combines
characteristics of eager and lazy approaches to verification with partial orders. Evaluation
reveals significant boost in verification performance and shows that my solution achieves
the best results among state-of-the-art verification tools. Therefore, my proposed algo-
rithm can serve as a useful enhancement to other state-of-the-art program verifiers as well
reasoning with partial orders.

Second, I argued that these scheduling inconsistencies can be useful information in a veri-
fication witness for concurrent programs, and proposed a way to validate this information.

In the future, I plan to thoroughly analyze the trade-off between allowing the algorithm
to discover more complicated conflicts and the computational overhead of the discovering
algorithm plus the increased size of the encoding formula. I also plan to extend my ap-
proach to general weak memory models (weaker than weak sequential consistency). As for
the validation method, I plan to present my contributions to the software verification com-
munity and intend to incorporate the proposed concurrency-related witness information
into standardized witness formats.
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