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Development of an NLP-based defense methodology against Social Engineering attacks
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As information technology develops, security solutions and attacks become more and more sophisticated. Technology makes our lives easier, and the term "tech native" has emerged as the singularity approaches. Attackers can also take advantage of this development, as they have had to develop new methods as IT security advances. Social engineering, which can include psychological or psychological and IT attack vectors, is becoming more common. These attacks are by their nature difficult to detect with technical means, and in the absence of adequate security awareness, they have an efficiency of almost 100% in the case of targeted attacks. Due to their simplicity, untargeted attacks are easier to detect, but I believe that their number will decrease in the future. Data leak scandals such as the Cambridge Analytica case can expose large amounts of user data to the dark web. This data facilitates the automatic creation of targeted attacks.
My goal was to continue my previous basic research, which aimed to be able to determine directly from the structure, language, grammatical signs and psychological formulation of the text in the body of the attacking
emails and SMS whether they were written with the attacker's
intention.
In my research, I compared natural language processing methods to see how effectively they can be utilized to achieve the specific goals of the research



