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Chapter 1

Introduction

1.1 Motivation

Fraud detection is crucial in finance and document management, where daily data volumes
are vast. Traditional methods face challenges due to complex fraud schemes and data imbal-
ance [1]. Machine learning models often struggle with imbalanced data, especially when trans-
actional and document relational features are ignored [2]. The rise of advanced image-editing
tools also heightens document forgery risks, emphasizing the need for robust fraud detection
across numerical and image data [3]. Neural Networks (NNs) and Graph Neural Networks
(GNNs) each offer strengths here: NNs capture patterns in numerical data, while GNNs reveal
relationships in fraud networks by modeling transactions as nodes and interactions as edges [4].
GNNs enable detection across multiple entities, which is valuable in fraud involving intercon-
nected entities [5]. We use the IBM credit card transaction [2] and Receipt Fraud Detection
datasets [6] to evaluate NN and GNN performance in fraud detection. Resampling techniques,
such as SMOTE, help mitigate class imbalance, enhancing the detection of fraudulent transac-
tions and document forgeries [7].

1.2 Abstract

The proliferation of digital transactions and documents increases fraud vulnerability. This paper
explores the use of Neural Networks (NNs) and Graph Neural Networks (GNNs) on numerical
and image-based datasets, utilizing the Synthetic Minority Over-sampling Technique (SMOTE)
to address class imbalance. For numerical data, we introduce the FraudGNN model, a two-layer
neural network designed to process transaction data by transforming input features into hidden
representations and predicting fraud likelihood. For image data, we implement an enhanced
GraphSAGE model, which uses graph convolution layers to extract hierarchical features from
pixel-level graphs and classifies receipts into fraud or non-fraud categories.

Our study applies these models to two datasets: the IBM TabFormer dataset, containing 24
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million unique transactions with only 0.1% labeled as fraudulent [8], and the Receipt Forgery
Detection dataset, comprising 988 scanned images of receipts, including 163 fraudulent cases
[9].

Experiments assess accuracy, precision, recall, and F1-score. On the numerical dataset, the
FraudGNN model achieved an F1-score of 98.9%, significantly outperforming the NN model’s
F1-score of 53.6%. On the image dataset, the GraphSAGE model achieved an F1-score of
82.2%, compared to the CNN model’s 79.9%. These results highlight the effectiveness of GNNs
in modeling relational data and their potential applications in financial transaction monitoring
and document fraud detection.
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Chapter 2

Literature Review

2.1 Neural Networks (NNs)

2.1.1 Introduction to NNs

Neural Networks (NNs) are computational models inspired by the human brain’s architecture,
comprising layers of interconnected neurons. They are particularly effective in tasks such as
fraud detection, where they can identify complex patterns within large datasets [10]. Figure 2.1
shows a basic NN architecture.

Figure 2.1: Feedforward Neural Network Architecture.

2.1.2 How NNs Work

The fundamental structure of an NN includes an input layer, one or more hidden layers, and
an output layer. Each neuron processes input data by applying a weighted sum followed by a
non-linear activation function, enabling the network to capture intricate data relationships [11].
Training NNs involves adjusting the weights through optimization algorithms like backpropa-
gation, which minimizes the error between the predicted and actual outputs [12]. Figure 2.2
illustrates backpropagation, a common training method.

5



Figure 2.2: Backpropagation in a Neural Network.

NNs use activation functions like ReLU, Sigmoid, and Tanh to learn complex mappings
[11]. Figure 2.3 shows these functions.

Figure 2.3: Common NN Activation Functions.

2.2 Graph Neural Networks (GNNs)

2.2.1 Introduction to GNNs

Graph Neural Networks (GNNs) are designed for data with graph structures, ideal for fraud
detection involving interrelated entities [13]. They model relationships by aggregating informa-
tion from neighboring nodes, a process called message-passing.
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Figure 2.4: Message-passing in GNNs.

2.2.2 NNs vs. GNNs

Neural Networks (NNs) are best for independent data like images or tabular entries, while
GNNs excel with relational data in fraud networks, capturing entity interactions over multiple
layers [9].

Figure 2.5: Comparison of NNs and GNNs.

2.2.3 Edge Discovery in GNNs

Edges define node relationships in GNNs, influencing the model’s ability to capture patterns.
Memory issues during edge processing arise from large graphs, dynamic edges, and high node
degrees. Strategies like mini-batch processing mitigate these demands [14].
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Figure 2.6: Memory management in GNNs.

2.3 Datasets: Numerical and Image-Based

2.3.1 Balanced vs. Imbalanced Datasets

Balanced datasets provide even class representation, aiding model training. However, in fraud
detection, datasets are often imbalanced, with significantly fewer fraudulent cases. This imbal-
ance skews models toward the majority class, reducing sensitivity to fraud cases. Graph Neural
Networks (GNNs) help detect minority patterns by leveraging relational data and are supported
by various techniques that address data imbalance [15, 16].

Figure 2.7: Comparison of balanced and imbalanced datasets.
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2.3.2 Challenges with Imbalanced Datasets

Neural Networks (NNs): Imbalanced datasets cause NNs to favor the majority class, leading
to high accuracy but low recall for minority classes, as seen in fraud detection scenarios [17].
Techniques such as Synthetic Minority Over-sampling Technique (SMOTE) mitigate this issue
by generating synthetic samples for the minority class (Figure 2.8) [18].

Figure 2.8: SMOTE applied to an imbalanced dataset.

Graph Neural Networks (GNNs): Imbalance also impacts GNNs, as minority nodes of-
ten have fewer connections, limiting the efficiency of message passing. Techniques such as
sampling methods reduce memory constraints when working with dense graphs but may in-
advertently impact minority representation. Advanced strategies like adaptive sampling and
weighted loss functions have shown promise in addressing these challenges [19, 20].

2.3.3 Balancing Techniques

Numerical Datasets: Techniques such as SMOTE, Random Under-sampling, and ADASYN
(Figure 2.9) are commonly used to address class imbalance. SMOTE generates synthetic
samples by interpolating between existing minority instances, improving class balance [7].
ADASYN extends this by focusing on harder-to-learn examples, creating synthetic samples
in low-density regions [21].
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Figure 2.9: ADASYN balancing an imbalanced dataset.

Image Datasets: Data augmentation and generative models like GANs enhance dataset di-
versity, helping balance minority classes and prevent overfitting. Data augmentation applies
transformations such as rotations, translations, and scaling, while GANs generate realistic syn-
thetic images to enrich training datasets [22, 23]. These approaches are crucial for improving
the robustness of models trained on imbalanced image data.
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Figure 2.10: Data augmentation applied to a minority-class image.

2.4 Comparing GNNs and NNs on Dataset Types

2.4.1 Numerical Datasets

Balanced: NNs excel at learning isolated patterns in balanced datasets, while GNNs leverage
relational data for more comprehensive insights, which are valuable in fraud detection [15, 17].

Imbalanced: NNs often bias toward the majority class in imbalanced datasets, whereas
GNNs utilize node relationships to improve minority class detection [7, 16].

Figure 2.11: GNNs leverage relationships in imbalanced datasets.

11



2.4.2 Image Datasets

Balanced: Convolutional Neural Networks (CNNs) effectively capture spatial features in bal-
anced datasets, while GNNs provide relational insights for tasks such as multi-view analy-
sis [17, 24].

Figure 2.12: CNNs learning spatial patterns in balanced image datasets.

Imbalanced: Data augmentation improves CNN performance for minority-class represen-
tation, while hybrid CNN-GNN models can model relationships across images, as seen in doc-
ument fraud detection [23, 25].

2.4.3 Summary of GNN vs. NN Applications

Both Neural Networks (NNs) and Graph Neural Networks (GNNs) exhibit distinct strengths
when processing numerical and image datasets, particularly under different levels of class bal-
ance. Table 2.1 compares their performance across balanced and imbalanced datasets, high-
lighting the suitability of each model type based on data structure and imbalance levels.
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Table 2.1: Performance Comparison between NNs and GNNs on Balanced and Imbalanced
Datasets.

Dataset Type Class Balance NN Performance GNN Performance
Numerical Balanced Excels at feature extrac-

tion [17]
Integrates feature and rela-
tional learning [16]

Numerical Imbalanced Prone to majority class
bias [7]

Enhanced detection of mi-
nority classes [8]

Image Balanced Superior spatial feature
learning (e.g., CNNs) [17]

Less commonly applied

Image Imbalanced Performance improves
with data augmenta-
tion [22]

Effective when incorporat-
ing relational features [25]
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Chapter 3

Experiments

3.1 GNN vs. NN Applications

This section describes the datasets used in the experiments and the performance metrics used
for evaluation.

3.1.1 Datasets Used

Numerical Dataset: IBM Credit Card Transactions

The IBM credit card transaction dataset contains simulated data for fraud detection tasks. The
dataset is widely used in research to benchmark machine learning models in the financial do-
main [26]. Key details of the dataset include:

• 24 million unique transactions

• 6,000 unique merchants

• 100,000 unique cards

• 30,000 fraudulent samples (0.1% of total transactions)

Each transaction is labeled as either fraudulent or non-fraudulent. The dataset features a high-
class imbalance, necessitating advanced techniques to detect the minority class (fraudulent
transactions).

A preview of the dataset columns:

• Columns: User, Card, Year, Month, Day, Amount, Use Chip, Merchant Name, Merchant
City, MCC, Errors?, Is Fraud?, Hours, Minutes.

The dataset can be accessed from Kaggle.
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Image Dataset: Receipt Forgery Detection

The receipt forgery detection dataset consists of scanned receipt images annotated for forgery
detection tasks [27]. Key details of the dataset include:

• Total Images: 988 scanned receipts

• Forged Receipts: 63 images with realistic fraudulent modifications

• Annotations: Detailed bounding boxes for forgery regions, semantic annotations for
modifications, and categories of forgery techniques.

This dataset is valuable for addressing document fraud detection challenges, where detecting
tampered areas is essential. The images and their annotations can be accessed from Kaggle.

3.1.2 Performance Metrics

Performance evaluation is critical for assessing the effectiveness of machine learning models,
particularly for imbalanced datasets, where the minority class is often of greater interest. The
following metrics are used:

Accuracy

• Definition: Accuracy measures the ratio of correctly predicted samples to the total num-
ber of samples.

• Formula:
Accuracy =

T P+T N
T P+FP+FN +T N

• Limitation: In imbalanced datasets, accuracy can be misleading as it tends to favor the
majority class. For example, predicting all transactions as non-fraudulent in a dataset with
99% non-fraudulent transactions yields 99% accuracy, despite failing to detect fraud [?].

Precision

• Definition: Precision is the fraction of true positive predictions among all positive pre-
dictions.

• Formula:
Precision =

T P
T P+FP

• Strength: Precision highlights the model’s ability to avoid false positives. High precision
is especially critical in fraud detection to reduce the cost of investigating non-fraudulent
transactions [28].

• Limitation: Precision alone may overlook fraudulent transactions if recall is low.
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Recall (Sensitivity)

• Definition: Recall measures the fraction of true positive predictions out of all actual
positive samples.

• Formula:
Recall =

T P
T P+FN

• Strength: Recall emphasizes detecting minority class instances, making it critical in
fraud detection where missing a fraudulent transaction can lead to significant financial
loss [29].

• Limitation: High recall can lead to an increase in false positives.

F1-Score

• Definition: The F1-score is the harmonic mean of precision and recall, balancing the
trade-off between these two metrics.

• Formula:
F1-Score = 2 · Precision ·Recall

Precision+Recall

• Strength: The F1-score is particularly suited for imbalanced datasets, as it ensures that
both false positives and false negatives are considered [30].

• Limitation: It does not account for different costs associated with false positives and
false negatives.

ROC-AUC

• Definition: The Receiver Operating Characteristic - Area Under Curve (ROC-AUC) eval-
uates the model’s ability to discriminate between classes across all thresholds.

• Strength: ROC-AUC is threshold-independent and provides a robust measure of overall
model performance, even in imbalanced datasets [31].

• Limitation: While useful for overall evaluation, ROC-AUC does not provide insights
into performance at specific thresholds.

Terminology

• True Positives (TP): Correctly identified fraudulent transactions.

• True Negatives (TN): Correctly identified non-fraudulent transactions.
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• False Positives (FP): Non-fraudulent transactions misclassified as fraudulent, leading to
unnecessary investigations.

• False Negatives (FN): Fraudulent transactions misclassified as non-fraudulent, poten-
tially causing financial loss [32].

Metrics Comparison

Table 3.1 summarizes the advantages and limitations of each metric for imbalanced datasets.

Table 3.1: Comparison of Performance Metrics for Imbalanced Datasets.
Metric Focus Strengths Limitations

Accuracy Overall performance Easy to compute and in-
terpret

Misleading for imbal-
anced datasets

Precision Avoidance of false
positives

Useful when false posi-
tives are costly

May overlook false
negatives

Recall Detection of minor-
ity class instances

Critical for applications
like fraud detection

May lead to many false
positives

F1-Score Balance between
precision and recall

Best suited for imbal-
anced datasets

Does not differentiate
between FP and FN
costs

ROC-AUC Overall model dis-
crimination ability

Threshold-independent
evaluation

Does not provide
threshold-specific in-
sights

3.1.3 Preparing the Data

Numerical Dataset Preparation

The IBM dataset requires extensive pre-processing due to its size and complexity. A subset of
20% of the data is sampled for computational efficiency. The following steps are applied for
data preparation:

1. Handling Missing Values: Missing values in columns such as Merchant State, Zip,
and Errors? are replaced with appropriate placeholders.

2. Type Conversion:

• The Time column is split into Hours and Minutes for finer-grained temporal anal-
ysis.

• The Amount column is processed by removing the dollar sign and converting it to a
numerical format for machine-learning compatibility.
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3. Feature Engineering:

• The Is Fraud? column is mapped into binary values: 0 for non-fraudulent and 1

for fraudulent transactions.

• Redundant columns such as Merchant State and Zip are removed to streamline
the dataset.

4. Error Handling: Any invalid values (e.g., infinite values) in the Amount column are
replaced with NaN and subsequently filled with the column mean [33].

5. Transaction Type: A new column, Transaction Type, is added to classify transactions
as either Send or Receive, based on the sign of the transaction amount. All negative
amounts are converted to positive for consistency.

Figure 3.1: Processed IBM credit card transaction data with engineered features and cleaned
values.

Image Dataset Preparation

The receipt forgery detection dataset is divided into three subsets: training, validation, and
testing. The following steps are performed for data preparation:

1. Data Loading: Images and their corresponding annotations are loaded using COCO
format. Invalid entries (e.g., missing annotations) are excluded.

2. Normalization: Pixel values are scaled to the range of 0 to 1 for compatibility with neural
networks.

3. Resizing: Images are resized to a uniform size of 32x32 pixels to standardize input di-
mensions.

4. One-Hot Encoding: Labels are converted to a one-hot encoding format with three classes:
fraud_damage, fraud, and none_fraud.
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Figure 3.2: Resized and normalized images with annotated labels ready for model training.

3.2 Creating the Models

Numerical Dataset: Neural Network (NN)

The neural network (NN) implemented for the numerical dataset is designed for binary classifi-
cation of fraudulent and non-fraudulent transactions. The architecture balances simplicity and
performance, making it suitable for tabular data. Dense layers with 64 and 32 neurons using
ReLU activation capture non-linear relationships in the data, while a dropout layer with a rate
of 0.2 mitigates overfitting. The output layer employs a sigmoid activation function to provide
binary classification outputs. The Adam optimizer and binary cross-entropy loss were selected
for their robustness and efficiency in binary classification tasks. Custom metrics, including pre-
cision, recall, and F1-score, are used to evaluate the model’s performance, ensuring suitability
for imbalanced datasets [30, 34].

Numerical Dataset: Graph Neural Network (GNN - FraudGNN)

The custom Graph Neural Network (GNN), named FraudGNN, was developed to exploit the
relational structure inherent in the numerical dataset when represented as a graph. Nodes repre-
sent entities such as credit cards and merchants, while edges capture transactional relationships.
The architecture features two fully connected layers with ReLU activation, which were chosen
to balance model complexity and computational efficiency. This setup ensures the model can
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learn meaningful node embeddings while remaining lightweight enough for large-scale graphs.
A binary classification layer predicts the likelihood of fraud. This architecture was specifically
chosen to improve classification performance by leveraging graph-based features, aligning with
the principles outlined in [32, 35].

Numerical Dataset: GraphSAGE

GraphSAGE was adapted to the numerical dataset to generalize node embeddings through sam-
pling and aggregation, making it effective for large-scale graph data. The input graph was con-
structed using k-nearest neighbors to create edge indices, ensuring a meaningful representation
of transactional relationships. Two SAGEConv layers with ReLU activation were employed
to learn hierarchical representations, while dropout layers prevent overfitting. This architec-
ture was chosen for its ability to balance scalability and the ability to capture complex node
relationships [36].

Image Dataset: Convolutional Neural Network (CNN)

For the image dataset, a Convolutional Neural Network (CNN) was implemented to classify
receipts as fraudulent or non-fraudulent. The architecture includes convolutional blocks with
filters of sizes 32, 64, and 128, capturing hierarchical image features effectively. Dropout layers
with rates of 0.2 and 0.5 were added to regularize the model and prevent overfitting. A dense
output layer with softmax activation was chosen for multi-class classification. Data augmen-
tation techniques such as rotation, shifts, and horizontal flips enhance model generalization,
while callbacks like early stopping and model checkpointing optimize training. This architec-
ture was selected for its ability to effectively extract spatial features, which are critical for image
classification [37, 38].

Image Dataset: Graph Neural Network (GNN - GraphSAGE)

GraphSAGE was also applied to the image dataset, where RGB pixel values were treated as
node features, and edges represented spatial relationships between pixels. The architecture
includes three SAGEConv layers with increasing dimensions to capture hierarchical features.
Global pooling layers aggregate node embeddings into graph-level representations, which are
then passed to a softmax layer for multi-class classification. This architecture was chosen for its
ability to leverage graph-structured data, capturing both local and global dependencies within
images [36, 39].
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3.3 Training Loop

Numerical Dataset: NN Training

The NN model for the numerical dataset was trained with early stopping and model checkpoint-
ing, techniques that help prevent overfitting and save the best model during training [40]. The
training was set to a maximum of 2000 epochs with a batch size of 128, stopping when the
validation loss did not improve for 5 epochs.

Figure 3.3: Training loss and accuracy over epochs for the NN model on the numerical dataset.

Numerical Dataset: GNN Training

The GNN model was trained on a sampled subgraph due to memory constraints, a common
approach to managing large-scale graphs [41]. It was optimized with binary cross-entropy loss
and the Adam optimizer, running for a maximum of 2000 epochs with early stopping based on
validation accuracy.
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Figure 3.4: Training loss and accuracy over epochs for the GNN model on the numerical dataset.

Image Dataset: CNN Training

The CNN model for the image dataset was trained with data augmentation and early stopping,
for up to 50 epochs with a batch size of 32. Validation data was monitored to save the best-
performing model. Data augmentation helps improve model generalization by increasing the
diversity of the training data [42].

Figure 3.5: Training loss and accuracy over epochs for the CNN model on the image dataset.

Image Dataset: GNN Training

The GNN model for the image dataset, based on the GraphSAGE architecture, was trained with
50 epochs and early stopping. Each image was converted into a graph with pixels as nodes and
edges connecting adjacent pixels, allowing the model to capture spatial relationships [43].
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Figure 3.6: Training loss and accuracy over epochs for the GNN model on the image dataset.

3.4 Data Visualization

This section presents visualizations that reveal patterns in the dataset, showcase differences
between fraud and non-fraud transactions, and provide insights into the receipt forgery image
dataset.

Figure 3.7: Histogram of transaction amounts showing the distribution across different ranges.
The majority of transactions fall within a lower range, indicating a skew towards smaller trans-
actions in the dataset.
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Figure 3.8: Bar plot showing the total Number of Transactions by year. This plot reveals trends
over time, highlighting any changes in transaction volume year by year.

Figure 3.9: Pie charts showing the distribution of fraud and non-fraud transactions (left) and the
total amounts for fraud and non-fraud transactions (right). The charts highlight the significant
class imbalance in the dataset and the disproportionate financial impact of fraudulent transac-
tions despite their low frequency.
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Figure 3.10: Line plot showing the total transaction amounts per year for fraud and non-fraud
cases. The semi-log scale makes it easier to see the trend of increasing non-fraud transactions,
while fraud transactions remain relatively stable or sporadic.

Figure 3.11: Line plot showing the total number of transactions per year for fraud and non-
fraud cases. The significant increase in non-fraud transactions over time indicates growth in
transaction volume, while fraud transactions maintain a steady, low count.
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Figure 3.12: Heatmaps showing the distribution of fraudulent (left) and non-fraudulent (right)
transactions across years and months. These heatmaps, derived from over 1,000,000 samples,
provide a clear visual representation of the patterns and trends in fraud detection, highlighting
the periodic spikes in fraudulent transactions and the overall distribution of non-fraud transac-
tions over time. The color intensity corresponds to the number of transactions in each category.

3.5 Results

The results obtained from training and evaluating the models on both image and numerical
datasets are presented in this section. Metrics such as accuracy, precision, recall, and F1-score
are used to evaluate the performance of each model.

3.5.1 Results for Image Dataset

The performance of the CNN and GNN models on the image dataset is summarized in Table 3.2.
The GNN model outperformed CNN in all evaluation metrics, demonstrating its ability to better
capture spatial dependencies and relational features in image data.

Table 3.2: Performance Metrics for Models on the Image Dataset.
Model Accuracy Precision Recall F1-Score
CNN 79.25% 78.3% 81.5% 79.9%

GNN 82.00% 80.4% 84.2% 82.2%
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3.5.2 Results for Numerical Dataset

The numerical dataset was evaluated using the NN, FraudGNN, and GraphSAGE models.
FraudGNN achieved the highest performance across all metrics, followed by GraphSAGE, with
the NN model showing relatively lower performance, especially in recall and F1-score.

Table 3.3: Performance Metrics for Models on the Numerical Dataset.
Model Accuracy Precision Recall F1-Score

NN 96.00% 40.2% 78.4% 53.6%

FraudGNN 99.87% 98.7% 99.1% 98.9%

GraphSAGE 98.47% 97.8% 98.0% 97.9%

3.5.3 Discussion of Results

The results highlight the strengths of GNN-based models for both datasets. In the image dataset,
the GNN model (GraphSAGE) captured the relational structure of pixels more effectively than
the CNN. FraudGNN and GraphSAGE demonstrated superior performance in handling rela-
tional data for the numerical dataset, significantly outperforming the NN model.

3.6 Conclusion and Future Work

3.6.1 Comparison of Models

Table 3.4 summarizes the strengths and weaknesses of the models used for both the image and
the numerical data sets. Each model has unique advantages and trade-offs based on the type of
dataset.

Table 3.4: Comparison of Models: Strengths and Weaknesses.
Model Dataset Type Strengths Weaknesses
CNN Image Dataset Robust feature extrac-

tion from images
Lower performance
compared to GNN

GNN Image Dataset Captures graph rela-
tionships effectively

Computationally inten-
sive

NN Numerical
Dataset

Simple and efficient for
structured data

Poor precision; poten-
tial class imbalance

FraudGNN Numerical
Dataset

Excels in fraud detec-
tion tasks

Overfits due to high re-
call and precision

GraphSAGE Numerical
Dataset

Handles graph-
structured data well

Requires pre-
processing to create
graphs
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3.6.2 Future Work

This study has opened several avenues for future exploration and improvement. Alternative
graph structures and dynamic edge connections could be investigated for the numerical dataset
to better model relational data. Additionally, exploring novel graph-based architectures de-
signed for fraud detection tasks may lead to further advances. Integrating Explainable AI
(XAI) techniques, such as LIME (Local Interpretable Model-agnostic Explanations) and SHAP
(SHapley Additive exPlanations), offers an opportunity to enhance interpretability and trans-
parency in the models. These tools can help identify critical features and relationships in both
image and numerical datasets, providing valuable insights for stakeholders. Optimization and
scalability are also key areas for development. Efforts to optimize hyperparameters, such as
learning rate and batch size, could significantly improve model performance while address-
ing memory constraints in Graph Neural Networks (GNNs) through sparse representations and
memory-efficient algorithms would enable the handling of larger datasets. By pursuing these
directions, future research can build on the foundations established in this work, driving further
progress in fraud detection and explainable AI.
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