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Graph Neural Networks and Neural Networks for Fraud Detection: Addressing Data Imbalance Challenges

Kulcsszavak: Graph Neural Networks; imbalance; fraud
The proliferation of digital transactions and documents increases fraud vulnerability. This paper explores the use of Neural Networks (NNs) and Graph Neural Networks (GNNs) on numerical and image-based datasets, utilizing the Synthetic Minority Over-sampling Technique (SMOTE) to address class imbalance. For numerical data, we introduce the FraudGNN model, a two-layer neural network designed to process transaction data by transforming input features into hidden representations and predicting fraud likelihood. For image data, we implement an enhanced GraphSAGE model, which uses graph convolution layers to extract hierarchical features from pixel-level graphs and classifies receipts into fraud or non-fraud categories.
Our study applies these models to two datasets: the IBM TabFormer dataset, containing 24 million unique transactions with only 0.1% labeled as fraudulent, and the Receipt Forgery Detection dataset, comprising 988 scanned images of receipts, including 163 fraudulent cases.
Experiments assess accuracy, precision, recall, and F1-score. On the numerical dataset, the FraudGNN model achieved an F1-score of 98.9%, significantly outperforming the NN model's F1-score of 53.6%. On the image dataset, the GraphSAGE model achieved an F1-score of 82.2%, compared to the CNN model's 79.9%. These results highlight the effectiveness of GNNs in modeling relational data and their potential applications in financial transaction monitoring and document fraud detection.



