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The possibility of developing a new generation of protection against swarms of drones
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During my research, I sought new methods to aid in countering drones, even by using non-traditional electronic warfare systems. In many cases, traditional jamming does not achieve the desired effect or interferes with other devices using the same frequency. Additionally, it can be easily detected and often requires a lot of energy.
 Deauthentication attacks, if within range, are not affected by distance, require little energy, do not need special hardware, and have an immediate effect.
However, the most important aspect is that this new attack vector forms the basis for taking control of enemy drones and potentially turning them back towards their operators.
 Given that many drones were used as suicide drones in the Russia-Ukraine war, if we could turn these back towards the opposing side, it would provide significant battlefield advantages beyond the initial panic.
The currently developed and measured attack vector is unicast-based, meaning it can only attack one drone at a time. I have prepared the theoretical foundations and will soon conduct measurements to see how this attack vector can be adapted against drone swarms using multicast and how we can disrupt the communication of enemy drone swarms at both the data link and network layers (OSI model layers) and take control of them. 
I have conducted architectural planning for a complete system design to support further research directions and ultimately create a product usable in real life, complementing the simple attack bash script developed so far.
The result of my research is the development of an attack program that can disrupt communication between the drone and the remote control. For certain types of drones (whose remote control software is prepared), after the deauthentication attack, we can connect to the target drone using the remote control software and take full control of it. I have also developed this program (with 2 attack vectors) to make multicast-based networks attackable after unicast, and to use against drone swarms.
 





