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Social engineering in the light of properity protection

Social engineering is a quite new problem in the view of security engineering and property protection. It mostly concerns property-, data and information protection. The problem have been here before the science for remedy.
The social engineering is an activity, a form of attack, what aimed at obtaining information. The social engineer take advantage of the fundamental psychological characteristic with or without the help of technical knowledge.
The weakest chain-link in security systems is the man. In other words the highest security risk is always the human factor. Beginning from the planning and construction issues to the not kept internal security policy can be this factor. In addition we need to take care the classified information and draw attention to this kind of dangers to the members of the security service and the average workers.
There is a significant paralellism between the property protection’s biggest risk and the social engineering and this is the human factor.
The work defines what is social engineering and it seek the parallelisms between the two science. It investigates, the social engineering technics in the light of safety. It analyzes the psychological aspects and examines these things as a system. The work contains practical research which shows that the theoretical part is true and it works. Our attack represents how big and real problem is the social engineering.



