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Hierarchical fuzzy based cybersecurity risk assessment model

In recent decades, technology has become increasingly important wordwide and in corporate culture. However, this is not surprising, as various computing devices have been part of our everyday lives for decades. With the rise of mobile and smart devices, we are using an increasing number of smart devices. The complexity and computing power of these devices is evolving rapidly, creating an ongoing arms race between attackers seeking to exploit these areas and devices and cybersecurity professionals. Both groups are using constantly developing tools and methods.
Because of the above, it is becoming increasingly important today to protect our devices and develop our own IT and cybersecurity awareness, for example, due to the growing number of remote working opportunities. Organizations and workplaces are taking an increasing risk if they do not pay enough attention keeping their staff and systems up to date from a cybersecurity perspective.
The topic of my thesis is a hierarchical fuzzy model that measures the high-level of cybersecurity risk of a company using special input data. The model uses a soft computing method called fuzzy logic, because this method is able to handle effectively the unclear boundaries, subjectivity and uncertainties of human thinking, which is essential in the field of cybersecurity, especially for managing the human factor.



