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Abstract

Deep neural networks (DNNs) have shown exceptional performance in various domains
such as image classification, object detection, and natural language processing in recent
years. However, DNNs are vulnerable to adversarial attacks, where input data is intention-
ally manipulated to mislead the models. This causes a significant concern for security-
critical systems. Another problem with DNNs is that they lack interpretability, thus they
are usually regarded as black-boxes.

Sparse coding offers a solution to both of these problems by having interpretable
representations and strong theoretical guarantees for adversarial robustness. Dai et al.
achieved a breakthrough with deep sparse neural networks which achieved comparable
performance to their nonsparse counterparts. They showed that their proposed architec-
tures, the SDNet and SDNetAll, exhibited increased robustness to input corruptions.

In this work, I have improved Dai et al.’s contribution by enhancing the adversarial
robustness and sparsity of SDNetl18 on CIFAR10. I have improved its dictionaries, mak-
ing them less noisy and easier to interpret. Finally, I have applied a novel augmentation
method, to maintain similar accuracy in my experiments on CIFAR10 as the baseline

SDNet-18.
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Chapter 1

Introduction

Over the past decade, deep learning techniques, including deep neural networks
(DNNs), have demonstrated remarkable performance across various domains such as im-
age classification [1, 2], object detection and recognition [3] and natural language process-
ing [4, 5]. Furthermore, the success of deep learning can be attributed to the availability
of large amounts of labeled data, powerful computing hardware, and novel optimization
algorithms that enable training deep neural networks.

Unfortunately, one critical drawback of DNNSs is that they are vulnerable to adversarial
attacks [6, 7, 8], which refer to the intentional manipulation of input data to mislead deep
learning models. This is a significant concern especially for security-critical IoT systems
such as autonomous vehicles (AVs). Even slight perturbations to input data can cause
DNNs to make incorrect decisions, potentially resulting in catastrophic consequences.
For example, AVs may be fooled by adding an unperceivable perturbation to their input,
making the vehicle lose control and potentially causing a traffic accident [9].

There are two types of adversary attacks, depending on the amount of information the
attacker has about the model. When the adversary has full information about the model
(architecture and weight parameters), it is a white-box attack [10], otherwise it is a black-
box attack where the adversary can only make queries and observe outputs [11]. The
attack itself is carried out by generating adversarial examples. These are normal inputs,
that are modified in such a way that it is indiscernible by a human. In the case of clas-
sification, the modifications are such that the adversarial examples are classified by the
DNN incorrectly. The generation of adversarial examples has been extensively studied
over the past few years, and various attack techniques have been proposed. Some of the

most popular methods include fast gradient sign method (FGSM) [6], Iterative FGSM
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[12] (also known as projected gradient descent (PGD) in the case when random restarts
are used [13]). These techniques have been shown to be effective in generating adversarial
examples for a wide range of deep learning models. Although the generation of adversar-
ial examples seems most straightforward for visual data, it can also be applied to other
domains, for example natural language processing [14].

Another issue with DNNs is that they are “black boxes”, in a sense that we have no
clear theoretical understanding and reasoning for their architectures and hidden represen-
tations [15]. The layer operations (such as convolutions in the case of deep convolutional
networks), nonlinearity and normalization are all developed with minimizing an end-to-
end training loss in mind. Thus, they do not have much data-specific meaning. The re-
sult is that the hidden layers and the hidden representations that they generate and the
weights that they learn (feature maps and feature detectors in the case of deep convolu-
tional networks) are hard to interpret. The lack of interpretability also contributes to the
aforementioned issues with adversarial robustness.

There have been numerous solutions proposed to both of these problems. Against
adversarial attacks various defense techniques have been proposed, such as adversarial
training, first proposed by Szegedy et al. [16]. The idea is that the model is trained on a
mixture of adversarial and clean examples, learning the correct labels for the adversarial
examples in the process. The drawback of this method is that performance on the clean
data will decrease and the model will be only robust against the particular attack that
it was trained on [17]. Other solutions include defensive distillation [18], and gradient
masking [19]. Defensive distillation is a technique that adds flexibility to the model’s
classification process so the model is less susceptible to exploitation. This is done by
training the model on soft targets instead of hard targets. The biggest disadvantage of
this method is that given enough computing power and fine-tuning by the attacker, the
model can still be reverse-engineered to discover fundamental exploits. Poisoning attack
can also affect distillation models, in which erroneous data entries are inserted into the
initial training database. Gradient masking involves hiding the model’s gradients during
inference to prevent attackers from crafting adversarial examples. One method to do this
in the case of classification for example, is modifying the output of the network, such that
instead of class probabilities, it outputs a one-hot vector. The point of gradient masking is
to make it harder for the adversary to find gradients indicating good candidate directions
in which the input can be perturbed. However, even this defense has a flaw: the adversary

can train a copy of the original model that tries to replicate the defended model. This copy
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model’s gradients can then be used to find adversarial examples that are misclassified by
the original model as well.

On the problem of interpretability Chan et al. proposed a white-box network, called
ReduNet [20]. They optimize a rate reduction objective, which naturally leads to a multi-
layer deep network, that shares common characteristics of modern DNNs, while also
having precise optimization, statistical, and geometric interpretation. Unfortunately, the
performance of this ReduNet does not reach state-of-the-art results of modern DNNs on
modern datasets such as CIFAR10.

A solution to both of these problems is sparse coding. Sparse layers have explicit data
modeling, they assume that their input can be represented by a few atoms from a dictio-
nary shared by all data points. This results in interpretable representations, solving the
second issue. Sparse coding also has strong theoretical guarantees for handling corrupted
data and for adversarial robustness [21, 22]. Until recently, there have been no cases of
deep sparse neural networks, that could achieve the performance of their nonsparse coun-
terparts. Dai et al. were the first to make a breakthrough in this problem: they proposed the
SDNet and SDNetAll architectures (Sparse Dictionary learning Network) [23]: it has the
same architecture as a ResNet [1], with the only difference that for SDNet its first layer
and for SDNetAll all of its layers are sparse. A crucial finding was that these models could
achieve on par performance with their ResNet counterparts on modern datasets. They also
showed that the SDNet and SDNetAll exhibit increased adversarial robustness as well as
robustness to input corruptions using the stable recovery property of sparse layers.

In this work, I extended and improved on their results and have made the following

contributions:
* | have improved the adversarial robustness and sparsity of SDNet18 on CIFARI1O.
* | have improved the dictionary of SDNet18’s sparse layer, making it less noisy.

* I have applied SaliencyMix augmentation, to maintain similar accuracy on

CIFARI1O0 as the baseline SDNet18.



Chapter 2

Theoretical background

2.1 Convolutional Sparse Coding

The Sparse Coding (SC) problem or basis pursuit is the mathematical optimization

problem of the form

rrgcin ||lx[[o subjectto y=Ax, 2.1
where x is a N-dimensional solution vector (in our case, our output), || - ||o denotes the
Iy norm!, y is a M-dimensional vector of observations (in our case, our input), A is a M
x N transform matrix, also called dictionary (in our case, our weight matrix). If M < N
then it is an overcomplete, if M > N then it is an undercomplete dictionary [24]. The
rows of the matrix are the atoms and if we assume that our data (y) is generated by the
linear combination of only a small number of atoms (this is the sparse model), then we
can find its corresponding sparse representation (x) by solving the basis pursuit problem.
The result x will be a sparse representation, since we assumed that we only use a small
subset of the dictionary’s atoms.

Due to this, we are motivated in solving the basis pursuit problem. Because of the [
norm this problem is hard to solve, so we can use a relaxation of basis pursuit by using
the /; norm instead of the /o norm. Also, to make the problem unconstrained we remove
the requirement of y = Ax and instead aim to minimize the squared error between them.

This unconstrained version of the problem is called LASSO [25]:

o1
min |y —Ax| 3+ 2y 22)

LOf course, it is not a norm by mathematical definition, this word is only used for simplicity.



2. Theoretical background

with A > 0. One frequently used algorithm for the solution of this LASSO problem is the
Iterative Shrinking and Thresholding Algorithm (ISTA and its fast version FISTA) [26].
FISTA’s iterative update takes the following form by first taking a negative (reconstruction
loss) gradient step then applying a proximal operator (denoted as ¢, in our case it will be

a non-negative soft shrinkage operator).

I = g, (1 — AT (AXMT — y)) (2.3)

Here, the A is an important hyper-parameter, as we will see in the experiments, since we
can control the balance between the sparsity regularization (|| - ||,) and the reconstruction
loss (y —Ax) with it. This algorithm can be considered as a neural layer, since we are trying
to find a (sparse) representation (x, the solution of the LASSO problem) for our input vec-
tor y. Of course the construction works the other way too - given a sparse representation
and our dictionary we can reconstruct our input. This makes our hidden representation
more explainable if our dictionary atoms are explainable too, since the sparse representa-
tion is the "selection" of atoms that reconstruct our input in the best possible way.
Convolutional sparse coding (CSC) is an extension of this sparse coding model [27].
The dictionary in this case can be modeled as a banded and circulant matrix, where the
band consists of the convolution’s kernels in vector shape. Multiplying by this matrix is
the same as convolving with the kernels of the convolution. This structure adopted by the
convolutional sparse coding model allows the sparsity prior to be applied locally instead
of globally: independent patches of y are generated by "local" dictionaries operating over
stripes of x. This means that every patch of the input image has a sparse representation
with regards to the same local dictionary - this is the main assumption of CSC. This means
in theory that an image of a horse could be constructed from the same image patches that

an image of a cat would be constructed from.

2.2 Sparse Dictionary learning Network

The previously mentioned CSC layer is an improvement over the regural neural layers
in terms of robustness to noise and interpretability that comes from its way of model-
ing data. However while one layer may be sufficient for simple image datasets such as
MNIST, for more complex datasets such as CIFAR-10, CIFAR-100 or ImageNet, incre-

mentally deeper and more elaborate network architectures are needed to maintain top
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performance on different tasks.

This problem occurs for both types of networks and is called the degradation problem:
as we increase the depth of the network, the performance stagnates and eventually even
starts to decrease. It has been shown by He, Kaiming, et al. [28] that if we add more
layers to a deep enough model then the training error of the model increases. In another
paper [1], they verify this finding in their experiments and claim that due to this, the
cause of the degradation problem cannot be overfitting. In the same paper, they introduce
a new architecture that doesn’t suffer from degradation: the ResNet (Residual Network).
The main idea of the ResNet is including "skip connections" (or "shortcut connections")
between certain layers. These skip connections apply identity mapping to the input of a
stack of layers and add the result to the output of the stack of layers - thereby allowing the
input to "skip" that part of the network. He, Kaiming, et al. propose multiple architectures
that use this method, and using them they could solve the degradation problem. They
even explore the possibility of 1000 deep neural networks and show that the problem of
degradation does not appear even in this exaggerated case.

The SDNet and SDNetAll architectures (Sparse Dictionary learning Network) pro-
posed by Dai et al. [23] build on the ResNet architecture, but the idea can be generalized
beyond it. To solve the issue of degradation for deep sparse neural networks, they use an
existing baseline neural network (the ResNet in their case) and they replace their convolu-
tional layers with the aforementioned CSC layer. All other layers such as normalization,
nonlinear, and fully connected layers are kept in the model. We can see that this idea is
general enough to be applied in further works to state-of-the-art models even in differ-
ent domains. In this specific case, they use the ResNet-18 and ResNet-34 to produce the
SDNet-18 and SDNet-34 - in these models, only the first convolutional layers are replaced
with a CSC layer. The other two models are named SDNet-18-All and SDNet-34-All,
where all of the convolutional layers are replaced with CSC layers. The architectures of

ResNet-18, SDNet-18 and SDNet-18-All can be seen in Figure 2.1.
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Figure 2.1: The ResNet-

connections,

which are represented by arrows.

we will see that

2

18 only has its first layer replaced with a CSC

Although the SDNet

even one layer is enough to provide an improvement in adversarial robustness.

Dai et al. show that these SDNet models have equal accuracy on CIFAR-10, CIFAR-

show that these models are

They also

100 and ImageNet as the ResNet baseline models.

more robust to input corruptions and adversarial attacks than the baselines. Finally, they

utilize these models to visualize the hidden features of the network by reconstructing the

images from them. They show that deeper layers can only reconstruct rough contours

and suggest that this may be due to the fact that SDNet progressively removes unrelated

details. On the other hand, they do not examine the learned dictionaries (kernels) of the

network, only show one example, where the learned dictionary is noisy. In Section 3.5 I

show that the dictionary can also be improved along with the adversarial robustness.
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2.3 Projected Gradient Descent

In this work, I use the same adversarial attack as in the above mentioned SDNet paper:
Projected Gradient Descent (PGD). It is a white-box attack, meaning that the weights of
the model are available to the attacker. PGD is based on two other methods that I will
detail first.

The fast gradient sign method (FGSM) [6] generates adversarial noise using the fol-
lowing form:

esign(AJ(0,x,y)), (2.4)
where J(0,x,y) is the loss function used for classification (x is the input image, y is the
expected output, 0 represents the parameters) and € > 0. This noise is added to the image
x and if € is small enough then the modification will be indiscernible by a human. In
practice the gradient required by FGSM can be computed with backpropagation.

An improvement over FGSM is the Iterative FGSM [12]. If we consider the attack
as an optimization problem, where we wish to decrease the loss function by modifying
the input x then we can see that with FGSM we are practically only taking one gradient
step. This is how IFGSM extends FGSM: by introducing an iterative procedure. We wish
to get an output that is within an € sized /; or /. norm ball since we want the attack to
be indiscernible by a human. To solve this, IFGSM applies per-pixel clipping after each

iteration with the Clip, ¢ (x") function. The result is the following iterative procedure:

G =2, x4 = Clipee{xy™ + asign(And (0,27, )} 25)

The hyper-parameters here are the number of steps (maximum number of n), stepsize (),
and € which decides the size of the attack. We may also choose between using the /5 or L.
norm when clipping the adversarial example.

Projected Gradient Descent (PGD) [13] only differs slightly from IFGSM. While with
IFGSM we are initializing with the original image x, with PGD each run starts at a uni-
formly random point in the /, or L. ball around the image. It also utilizes random restarts.

In this work I will refer to the PGD’s [, and L. cases as the L, and L.. attack respectively.

2.4 SaliencyMix

Several data augmentation strategies exist, that improve the generalization ability of

deep learning models. One of the most popular methods is regional dropout [29] that ran-
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domly removes regions from the images, forcing the model to focus on less discriminative
parts. An improvement of this method is CutMix proposed by Yun et al. [30]. Instead of
leaving the removed region in the images blank, it randomly replaces it with a patch from
another training image. Then, their labels are mixed according to the ratio of mixed pix-
els. However, it may happen that the randomly selected patch is from the background
of the image, which may be irrelevant to predicting the target objects. In this case, the
method would be no better than leaving the chosen patch blank, but since the labels are
also mixed, the model will be unable to learn anything from this example.

As a solution Uddin et al. proposed SaliencyMix in 2020 [31]. Instead of choosing the
image patches randomly, they use the saliency map of the source image which highlights
important objects in it. Then they select a patch where the saliency map is maximal,
indicating that the patch contains relevant information. Then they mix this patch with the
target image and also mix the labels as in the case of CutMix. They show that this is a
more effective data augmentation method. I use this method in Section 3.4 to improve the

accuracy of my experiments.

2.5 Used metrics

Sparsity We will define the sparsity in terms of the CSC layer. In Equation 2.2 we can
see the two terms we are trying to optimize, the second of which is the sparsity
regularization term. As mentioned before, with the A hyper-parameter (also called
bias) we can control the balance between the two terms. If our A is high, our layer
will produce outputs that have a lot of zero entries - in other words, it will produce
an activation with a lot of inactive neurons. On the other hand, if our A is low, we
will get a lot of active neurons, making the layer less sparse. We will define the

sparsity of a layer by the ratio of inactive neurons in its activation:

_ Iixll
n

sparsity(x) (2.6)

where x is the output of a layer and 7 is the number of components of x.

Reconstruction loss As mentioned before, CSC layers can reconstruct the input, since
they are optimized to produce outputs whose reconstruction is close to the original
image - this is the first term of Equation 2.2. Using a sparse representation produced

by the CSC layer and its dictionary we can reconstruct the input. This is done by

10
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applying a transposed convolution operator over the representation (also known as
deconvolution, for more information see [32]). We define the reconstruction loss as
the mean squared error (MSE) between the original and reconstructed input. A few
examples of how the quality of the reconstruction corresponds with the value of the

reconstruction loss can be seen in the figure below.

Figure 2.2: Examples of different reconstruction loss values. The top two rows of each
block are the original images and the bottom two rows are their reconstructed versions.
The reconstruction loss of each case is denoted above them.

Robust accuracy Robust accuracy refers to the accuracy of the model when it is pro-
vided input modified by the PGD (projected gradient descent) attack (for details,
see Section 2.3). L, = 0.5 and L., = 8/255 refer to the L, and L. attacks with €
value of 0.5 and 8/255 respectively - similarly as in the SDNet paper.

11
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Experiments

In my work the goal was to improve and extend the work of Dai et al. [23]. First I ana-
lyzed their published trained models and considered them as a baseline in Section 3.1. In
the following sections - due to resource and time constraints - I only considered SDNet-
18 and CIFAR-10. The other models and datasets could be a topic of future work. In
Section 3.2 I analyzed the effect of different A values and improve on the results by train-
ing also for reconstruction loss. In Section 3.3 I considered the effect of different number
of FISTA iterations. Next, I improved results in the mentioned sections by training with
SaliencyMix in Section 3.4. Finally, I presented the effects of training for reconstruction
loss on the dictionaries of the models in Section 3.5 and also presented a visualization of
the best result’s interpretability.

The training parameters for the experiments are the same as in the work of Dai et al.:
220 epochs, 128 batch size, cosine learning rate scheduler with an initial learning rate
of 0.1. The optimizer is SGD with a Nesterov momentum of 0.9 and weight decay of
5 x 10*. The training loss is cross entropy with added reconstruction loss (detailed in
Section 2.5) when specified.

In every case the parameters for the PGD attack are the following: the stepsize for L;
is 0.0125, for L. it is 4/255. The number of steps in both cases is 20. These were chosen
so that the robustness accuracies for the baselines would be close to the reported results

in the SDNet paper.

12
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3.1 Analyzing the baseline models

Dai et al. published their classification accuracy results on normal, noisy and adversar-
ial data. However, they did not include an analysis of their SDNet models, which would
be crucial for future research to enable comparisons with new models. For this reason -
and also to have a baseline for fair comparison -, in this section I provide a deeper analysis
of their models trained on CIFAR-10. All metrics here are calculated on the CIFAR-10
test set. Dai et al.’s code and trained model weights are publicly available', making repro-
ducing their results an easier task. They provide weights for the SDNet-18, SDNet-18-All
and also a third model, the SDNet-18-All’s no shortcut version which doesn’t contain
skip-connections. All were trained with a A of 0.1.

The most important metric of these models is the top-1 accuracy, since without achiev-
ing satisfactory results, any further work would lack any significance or practicality. In
Table 3.1 we can see that all sparse models achieve close results to the nonsparse ResNet-
18, which was the main breakthrough of their work. The no shortcut version of SDNet-
18-All performs worse, which is not surprising, since the skip-connections provide the
ability to improve the performance in the ResNet-18 as well. Also, we can see a slight de-
crease in accuracy from SDNet-18 to SDNet-18-All, since replacing all of the layers with
CSC layers makes the training harder: the individual layers are optimizing themselves to
create sparse outputs that can reconstruct their inputs.

Regarding robust accuracy, the SDNet-18 result is similar to the one presented in
the SDNet paper - there is only a minor increase in robust accuracy. What the original
paper didn’t include, are the results for SDNet-18-All and its no shortcut version. This is
probably due to the fact that they do not provide any more robustness than the SDNet-
18 - this is surprising, since we would expect that more CSC layers would provide more
defense against adversarial attacks. Since the scope of this work is limited to the SDNet-

18, the analysis of this problem is not included.

Thttps://github.com/Delay-Xili/SDNet

13



3. Experiments

Robust Robust
Top-1
Accuracy Accuracy Accuracy
(L, =0.5) (Lo = 8/255)
ResNet-18 95.78 % 29.28% 0.05%
SDNet-18 95.33% 31.84% 0.11%
SDNet-18-All 95.03% 31.81% 0.23%
SDNet-18-All (no shortcut) 94.89% 31.27% 2.6%

Table 3.1: Accuracy results for the baseline models.

We can conclude that the improvement of these trained SDNet models (our baselines)
over the ResNet model in terms of adversarial accuracy is very minor. But an interesting
result in the SDNet paper suggests that this can be greatly improved. Using the trained
SDNet-18 model (trained with A = 0.1, as mentioned before), they claim that tuning the
A hyper-parameter on the CIFAR-10 test set with grid search (after training) from 0.1 to
0.9 with 0.1 intervals can achieve a robust accuracy of 35.18% for L., and 62.8% for L,.
Unfortunately, Figure 3.1 shows that this result is not reproducible. By increasing A, the
accuracy decreases. It only increases for the L., case because it’s value is below 10% -
when A becomes big enough for the layer to be 100% sparse, all accuracies become 10%
(completely random). So the L., accuracy increases only because it is converging towards

10%.
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Figure 3.1: Trained SDNet-18’s accuracy, L, and L., robust accuracy with different
biases (A values). The orange line indicates the original bias value of 0.1 that was used
during training.

Using the definition of sparsity in Section 2.5 we can see the sparsity of each layer in
the baseline models in Figure 3.2. All of the SDNet models were trained with a A of 0.1.
We can see clearly that all normal layers (layers 2 to 17 in SDNet-18) have 0% sparsity,
meaning their neurons are active for all inputs, while CSC layers are at least 40% sparse
in all cases. For SDNet-18-All, the layers sparsities vary between 40% and 80%, despite
having the same A. This is another issue that comes with training deep sparse neural
networks - finding the optimal A value is a difficult process, especially with multiple

layers, since the sparsity of deeper layers depends also on the A values of previous layers.

14
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One interesting solution to this could be k-sparsity [33], where the layer’s activations are
made sparse by choosing its k most active neurons, and deactivating the others. This way,
a constant sparsity could be retained throughout training, and hyper-parameter tuning
would be simplified to finding just k. Since the scope of this work is limited to only
improving SDNet-18 - where only one A needs to be optimized - this approach is not

considered.
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Figure 3.2: The SDNet-18, SDNet-18-All and SDNet-18-All no shortcut model’s layer
sparsities. On the x axis are the layer indeces. On the y axis is the sparsity of the layer
(which is the percentage of inactive units).

3.2 Including reconstruction loss

In this section we will see the effect of training with an added reconstruction loss.
First, let us see the effect of different A values on the training. The following SDNet-
18 models were trained with different A hyper-parameters. As we can see on Figure 3.3

(denoted with "reconstruction coefficient = 0"), the top-1 accuracy is slowly decreasing
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as we are increasing the bias. Also, the sparsity and reconstruction loss are increasing,
at a faster rate. As our layer is becoming sparser and sparser, it becomes harder for the
network to maintain the same accuracy, thus the performance decreases, while the recon-
struction loss increases for the same reason. Compared to the SDNet-18 baseline shown
in Section 3.1, we can see that sparseness can be increased well above the baseline of
50%, while maintaining the same accuracy. With A = 2 for example, the accuracy is still
93.96%, while sparsity is 78%. Unfortunately, reconstruction loss increases at a similar
rate as the sparsity. This is due to the A trade-off mentioned before, between the two
terms in Equation 2.2. Higher A favors higher sparsity, while neglecting the reconstruc-
tion loss even more. On the other end, lower A values result in a non-sparse layer, but low
reconstruction loss.

Regarding the robustness, we can see no significant relation between A and the robust

accuracy. As mentioned before, L., accuracy only increases since it is converging towards

10%.
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Figure 3.3: The SDNet-18 model’s accuracies, sparsity and reconstruction loss when
trained with different A values (x axis). Sparsity and reconstruction loss corresponds to
the first layer of the model. Note that the range of the y axis differs for every metric.

Next, let us see the effect of adding reconstruction loss to the training loss. In
Section 2.5 we have seen what values the reconstruction loss takes. They are in the same
magnitude as the training loss, so I have used a coefficient of 1 for the reconstruction
loss. Again, SDNet-18 models were trained with different A values, but with this modi-

fied loss this time. The results can be seen on the same figure as before. We have slightly
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decreased the top-1 accuracy, by around 1% which was expected, since we changed the
loss. The reconstruction loss didn’t decrease significantly, which could be surprising since
we trained on decreasing it. But we need to remember that during training we are modify-
ing the weights/dictionaries, while the reconstruction loss is being optimized by the layer
(the FISTA algorithm). The algorithm creates an output that is both sparse and has the
best possible reconstruction loss given the dictionary. We will see later that to improve
the reconstruction loss, we need to increase the iterations of the FISTA algorithm.
Looking at the robustness results, we can see the advantage of training for reconstruc-
tion loss. There is around 5% increase in L, accuracy, while L., also slightly improved.
For example, with A = 0.2 the clean accuracy is 94.48%, while the L, accuracy is 41.82%,

which is a 10% improvement over the baseline.

3.3 Increasing FISTA iterations

Although the above results are interesting, we are also interested in making the layer
sparser, since there are theoretical guarantees on the stability of basis pursuit if the repre-
sentation is sparse enough [34]. Unfortunately, looking at Figure 3.3 we can see that even
though a sparser representation is achievable by larger A values, it is at the cost of the
accuracy and reconstruction loss.

As a solution, we may try increasing the number of FISTA iterations. Dai et al. used
only 2 iterations (so far these experiments also used 2), since they have shown that using
more iterations doesn’t provide significant improvement in accuracy and robust accu-
racy. But they didn’t take sparsity into consideration and had a sparsity of about 50%
(Figure 3.2). Using more sparsity (we are aiming for >90%) will provide a basis for basis
pursuit’s stability guarantees, while increasing the number of iterations will counter the
effect of the increased reconstruction loss.

Since increasing the number of iterations also increases sparsity, I chose A = 2 as the
basis of the following experiments. This case has 78.52% sparsity, which leaves enough
room for further sparsity to be accommodated. The result with different FISTA iterations
can be seen in Table 3.2 (in the "rec coeff = 0" row). As predicted, there is a steady
decrease in the reconstruction loss and an increase in sparsity. Clean accuracy doesn’t
change significantly, but robust accuracy increases. With 16 iterations, sparsity is above

90%, while also being more robust.
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We saw in Section 3.2 that training with added reconstruction loss provides further
improvement in robust accuracy. Thus I trained the same models with a reconstruction
coefficient of 1 and 2 as well. The results can be seen in the same table. As expected,
accuracy decreased once again, while robust accuracy increased. The best value for L,
accuracy is 47.01%, which is in the edge case of 16 iterations and a reconstruction coef-
ficient of 2. This is a 15.17% improvement over the baseline of 31.84%. Unfortunately, it
is at the price of 3.4% decrease in clean accuracy over the baseline. Since this case also
has a low reconstruction loss and a beneficially high sparsity of 96.06%, we should try to
save this case by improving its clean accuracy. This can be done by a data augmentation

technique called SaliencyMix, discussed in the next section.

Rec coeff | Iterations | Accuracy | Sparsity | Recloss (|) | L, acc | L. acc
2 93.96 % 78.52% | 0.7390 34.30% | 0.07%

0 4 93.77% 79.10% | 0.4376 35.43% | 0.07%
8 93.87% 84.10% | 0.3078 35.71% | 0.20%

16 93.54% 92.02% | 0.2841 38.23% | 0.49%

2 92.40% 64.14% | 0.6637 39.92% | 0.23%

| 4 93.21% 66.17% | 0.3789 37.88% | 0.15%
8 92.86% 93.77% | 0.2085 42.41% | 0.27%

16 93.61% 91.68% | 0.2107 41.33% | 0.27%

2 92.24% 64.05% | 0.6716 42.86% | 0.41%

) 4 92.82% 65.73% | 0.3822 38.22% | 0.41%
8 92.65% 94.44% | 0.2059 44.23% | 0.74%

16 91.93% 96.06% | 0.2048 47.01% | 0.55%

Table 3.2: Effect of different FISTA iterations and different reconstruction coefficients
on SDNet-18 with A = 2.

3.4 Improving clean accuracy with SaliencyMix

I chose a novel augmentation method, SaliencyMix (for details see Section 2.4) to
improve the clean accuracy of the previous experiments. 50% of the batches are modified
with SaliencyMix, similarly to the original SaliencyMix paper. With this modification the
same experiments were run on SDNet-18 with A = 2 as in Section 3.3. The results are in

Table 3.3.
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Rec coeff | Iterations | Accuracy | Sparsity | Recloss (|) | L acec | L. acc
2 95.01% 79.10% | 0.7366 34.70% | 0.09%

0 4 94.95% 79.05% | 0.4252 27.43% | 0.00%
8 95.05 % 83.94% | 0.3122 30.30% | 0.00%

16 94.90% 91.97% | 0.2889 37.09% | 0.01%

2 93.54% 64.12% | 0.6676 29.96% | 0.10%

| 4 94.47% 66.00% | 0.3770 31.09% | 0.00%
8 94.53% 93.98% | 0.2112 38.94% | 0.04%

16 94.47% 90.84% | 0.2112 32.41% | 0.02%

2 93.83% 64.28% | 0.6562 38.54% | 0.11%

) 4 94.17% 65.87% | 0.3778 35.11% | 0.09%
8 94.40% 94.30% | 0.2060 41.38% | 0.08%

16 93.71% 94.91% | 0.2020 36.45% | 0.01%

Table 3.3: Effect of different FISTA iterations and different reconstruction coefficients
on SDNet-18 with A = 2 trained with SaliencyMix augmentation.

We can see an overall increase in clean accuracy by about 1-2%, which is enough to
get us closer to the baseline results. The reconstruction loss and sparsity didn’t change
significantly, but unfortunately the robust accuracy decreased. It also seems that there is
inconsistency in which iteration number provides the best robust accuracy, since in the
previous example it was 16, but in this case it is 8 (in the reconstruction coefficient = 2
case). So for the SaliencyMix experiments, reconstruction coefficient of 2 and 8 iterations
give our best result: 41.38% L, accuracy, which is a 9.54% improvement over the baseline
of 31.84%, at the cost of only 0.93% decrease in clean accuracy. The sparsity improved

the most, with a 44.30% increase, giving us a large sparsity of 94.30%.

3.5 Interpretability of the dictionary

In the SDNet paper, Dai et al. present a visualization of the hidden features of the
network but neglect the learned dictionaries. In this section I show the dictionaries of
the trained models, how they changed with different settings, and show an example of
how they work. The first layer of the models have 3x3 kernels (for CIFAR-10), which
makes visualization a harder task. For this reason, the following models were trained
with a slightly different architecture - the first layer’s kernels were changed to 7x7 (the
architectures for Imagenet already have this kernel size). Other than this, no other changes
were made.

On Figure 3.4 we can see 4 different trained model’s first layer’s dictionaries. They

all have 64 kernels/atoms, as we know from the architecture diagram (Figure 2.1). The
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first 2 models’ dictionaries seem to have point-like atoms ((a) and (b)) and it is hard to
find any structure in them. These models were trained without reconstruction loss. The
difference is that (b) has a larger iteration number. As mentioned before, increasing the
iteration number decreases the reconstruction loss - but it doesn’t affect the dictionaries
themselves. That is why there is no improvement in the dictionary of (b), despite being
able to reconstruct the input better.

The next 2 dictionaries have both 16 iterations, but were also trained with added re-
construction loss. The (c) case with a coefficient of 1 and the (d) one with a coefficient of
2. Here we can see the other benefit of training with added reconstruction loss as hinted
before. With (c) we can already see structures emerge and colors being seperated. There
are grayscale atoms that are horizontal, vertical, and different orientation edge detectors.
Colors are seperated from these, to pink, orange/blue and green atoms for example. These
may be important since the dataset contains many outdoor images with sky and grass in
them. All of these changes become more apparent in the case of (d), where even checker-
board structures emerge. Since this is the first layer of the network, we shouldn’t expect
anything more complicated than edges and colors templates. This is why an important
continuation of this work will be the extension to SDNet-18-All, where deeper layer will
also be sparse, and may provide dictionaries that are more interesting and humanly inter-
pretable structures.

An example of dictionary (d) reconstructing an image can be seen in Figure 3.5. The
input image (a) is a ship. If we apply a convolution with our dictionary on it, we will get
the activations in (c). White represents zero values, and we can see how sparse the rep-
resentation really is. Since the proximal operator is non-negative, there are only positive
values that are shown with blue. In (d) we can see what each dictionary reconstructs. For
example, the input ship has a red part on its body. This is reconstructed by the atom in col-
umn 6 and row 4. If we check the same column and row on grid (d), we can see a red line -
this is reconstructed by that one atom. Similarly, the blue sky and sea are made by mixing
different shades of blue. Since color and structures are mostly seperated, the details are
added by the edge detector atoms. Finally, if we add up all of these small reconstructions,
we will get the reconstructed image (e).

We can see why sparse coding gives us interpretability - the sparse model tells us
that we can reconstruct any image with a global dictionary. If the dictionary atoms have
structure, the model will be able to deconstruct and reconstruct any image giving us deep

insights about it and the model as well.
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(c) (d)

Figure 3.4: Dictionaries of the 4 trained SDNet-18 models: (a) No reconstruction loss, 2
iterations, (b) No reconstruction loss, 16 iterations, (c) Reconstruction loss with
coefficient 1, 16 iterations, and (d) Reconstruction loss with coefficient 2, 16 iterations.
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(© )

(e)

Figure 3.5: Visualization of how the dictionary works, with the dictionary from
Figure 3.4(d): (a) Input image, (b) dictionary, (c) activations of each dictionary (kernel) -
white is zero, while blue are positive values -, (d) reconstructed input if only the atom in

the same position is used, and (e) reconstructed input.
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Chapter 4

Conclusion

In this work I have analysed and made several improvements to the SDNet proposed
by Dai et al. Most importantly, I have improved the SDNet-18’s sparsity greatly from 50%
to 94.3% which is crucial for theoretical stability guarantees and improved its adversarial
L, robustness from 31.84% to 41.38% which is highly relevant for the practical usage of
the network. Although these would otherwise be at the cost of classification performance
(for example in the case of adversarial training), I used a novel augmentation method,
SaliencyMix, to maintain a similar 94.4% accuracy. Without SaliencyMix - although at
the cost of a lower accuracy of 91.93% - 1 have shown that a 47.01% robust L, accuracy
can be also achieved. Finally, I have analyzed SDNet18’s dictionary and have shown that
it can be made more structured using a modified loss function, and have also shown a way
to interpret the workings of the CSC layer.

There are several ways in which I wish to continue and expand this work. As the
natural continuation of this work I wish to extend it to the SDNet-18-All. For SDNet-
18-All several difficulties emerge, like finding the optimal A value, since the sparsity of
every layers depends on other layers” A values. K-sparsity [33] could solve this issue, by
simplifying hyper-parameter tuning to finding only one k value for each layer. In fact, we
can make this k value depend on the sparsity that we wish to achieve, which would make
it easier to find the right level of sparsity. Another difficulty with SDNet-18-All is that the
reconstruction loss for it is ambiguous: it could be defined just for the CSC layers, just
for blocks, or the whole network as well. All of these approaches need to be considered
in order to achieve similar results as in this work.

Another continuation of this work is the extension to the Imagenet dataset [35]. In this

case, more complex architectures would be needed to achieve high accuracy.
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4. Conclusion

A final idea for the expansion of this work is generalizing the SDNet to other ar-
chitectures. To create SDNet, Dai et al. used an existing baseline neural network and
they replaced its convolutional layers with CSC layers. State-of-the-art models such as
the Vision Transformer [36] could be used as a base model and sparsified. The Vision
Transformer already works with image patches, which the CSC layers could perhaps re-
construct easier. Even other domains could benefit from this idea, since - as mentioned

before - adversarial attacks can be applied to many types of data and models.
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