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Security level of DRM technologies
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Abstract

One of the greatest challenges libraries are facing in the recent years is developing e-
book related services. Given that these are present on the market in ever increasing
numbers, the task to reconcile conflicts of interests that are hindering library service is
growing more urgent by the minute. Most entities on the market regard the DRM
(Digital Rights Management) technologies as the solution, though the publishers do not
trust their efficiency. The goal of DRM is to stop illegal circulation of e-books bought or
rented from a legal source.

Many of the largest corporations have developed their own DRM solutions, and as
such, libraries and bookstores have the option to choose from many different solutions.
However, owners of intellectual property, being afraid of online piracy, are still reluctant
when it comes to spreading their works in electronic form (this is especially true related
to borrowing from a library).

The aim of this research is to give an insight for those interested in the topic and
stakeholders involved in publishing e-books into the operation of certain DRM
technologies, an overview of the differences between them and an answer to the question
of whether the fear of the publishers from pirated copies is valid. I will focus on the
process of operation and possible security-related vulnerabilities of certain DRM
solutions.

Furthermore, I will pose the question of whether it can be said in general of DRM
solutions that they do not successfully obstruct piracy, or whether any exceptions exist.
Having carefully examined the different DRM technologies I arrived to the conclusion
that none of them can efficiently fulfill its mission, consequently owners of intellectual
property have to find other means to protect their values against illegal distributors when

designing library services.
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In recent years, electronic texts have become more and more common. They have been
around for some time, but as information technology is progressing, so are devices that can
display electronic documents. This process enhances the demand for readers and electronic
documents in general, which is of crucial importance for libraries and bookstores. Electronic
documents present these institutions with an absolutely new challenge: although traditional,
paper-based document services are well established by now, dealing with electronic
documents raises several questions. They are primarily related to copyright issues, since one of
the attributes of electronic documents is that they can be copied very easily. This is an
appealing feature for readers, but the owners of copyright-protected documents are worried to
publish their work electronically. Some authors, like Stephen King, do not publish some of
their writings or they make them electronically available with a delay. Others do not want to
be left out of e-book publishing, so they make their work electronically accessible and trust the
technologies designed to prevent illegal sharing. My research focuses on the effectiveness of
DRM technologies.

The question of whether it is worth using DRM technologies and which method is the
most secure has been around for a while. Some believe DRM technologies are secure and are
willing to spend hundreds of thousands of Euros on them, while there are also skeptics who
avoid electronic publishing altogether. DRM technologies have been designed to protect
intellectual property. They are not very new - even magnetic tape mediums were equipped
with protection mechanisms. DRM technologies are, of course, more complex. Apart from
protecting copyrighted content from copying, they can also be used to limit renting time -
when the time expires, the document can be made unreadable.

My research focuses on the examination of the operation and vulnerability of DRM
technologies from the point of view of informatics, rather than giving a general review. My
hope with this study was to find an answer to the question if DRM technologies are worth
relying on in the future when selling and lending electronic books. Also, if they prove to be
reliable, which method is the most secure? Altogether, I have examined eight techniques
which are being regularly developed.

Due to the specific nature of my research, I had very little literature available, so I had to
search for other ways to study the operation and discover the flaws in DRM solutions. I have
been able to find documentation for some DRMs, though. This documentation is intended for
the clients’ IT specialists, and they contain detailed instructions on how to integrate the
technology into their current systems. I have had some extremely positive experience with
BooXtream DRM after contacting the developer - he readily answered a few technical
questions and sent me the documentation as well. Studying it proved to be very helpful for
finding out more about the operation of DRMs, but they were not available for all the

technologies, and the one I received was insufficient for a comprehensive study.
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I used three methods: studying the documentation, analyzing various DRM protection
softwares, and, in some cases, finding out about the operation of software designed to remove
DRM protection. The basis of my research was the examination of DRM protection software
and the analysis of program codes designed to by-pass it. Since, in most cases, DRM is not
freely accessible, open source software, I had to find indirect ways to understand their
operation and reveal their weaknesses. For example, when we open a program, a large number
of system files are created on the hard drive and the memory. Despite these files being
temporary (i.e. they are only needed for the current running of the program), they can be
tracked down and provide insight into file functions carried out by the program. Valuable
information can also be gathered by observing the network cards data-traffic while the DRM
software communicates with the authentication server.

Another great help was the examination of software made to remove DRM protection.
Most such software is open-source, the program codes were freely accessible, and by studying
in detail the circumstances of executing these codes provided me with invaluable information.

Due to time constraints, I am going to report only my findings about the most widely
used software Adobe ADEPT, and then summarize the rest of my research. I have chosen to
focus on Adobe ADEPT because it is the most common DRM software and it is thought to be
the most reliable by many. The full report of my study can be read in the latest issue of
“Konyvtari Figyel6”.

The Adobe DRM solution has 3 key participants: The reader, whose reading device runs
Adobe Digital Editions, which can open the purchased or rented e-book. This software is in
touch with theAdobe Content Server run on the server of the library, as well as with
the Adobe Authentication Server. These three participants communicate several times
during the authentication process.

For example, when an e-book arrives at a library and is added to the holdings, the Adobe
Content Server encrypts it with a particular document key and from then on each time
someone rents the e-book, it is encrypted with the same key.

Although the reader receives this key with the e-book, it comes in a format that only the
Adobe software can interpret. This is achieved by each registered reader having their own user
key, based on which an algorithm creates a new key, which encrypts the document key

received. Thus, by the time the reader gets the key, it has been encrypted several times.

The entire process takes place like this:

When the reader buys or rents an e-book, they do not receive the document itself but a
tiny file with ACSM extension, which is an XML type document. It contains the basic data of
the e-book, including the URL which the readable e-book will be downloaded from after the

authentication process is completed.
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When the reader opens the ACSM file on their own reading device, Adobe Digital
Editions sends 4 things to Adobe:

o the reader’s personal identity code;

o the identity code of the reading device (for example the hard drive serial number, the
identity code of the processor, or the so called MAC address of the network card);

o the reader’s unique personal key;

o and the identity code of the requested e-book.

The identity code of the e-book is not only sent to the Adobe server, but also to the
library. In response, the library requests the e-book key from Adobe, as it is only to be found
on the Adobe server.

As the last step, Adobe Digital Editions running on the reader’s reading device creates
the key that Adobe has encrypted the document key with; basically, we can say, it copies the
key needed to decrypt the document key. Once the process is complete and the document key
is available, the e-book itself becomes readable. The essence of this process is that the reader
cannot access the unencrypted e-book since the entire authentication process is carried out by
Adobe’s own servers, without letting the reader know what processes are taking place in the

background.

The flaw in the process:

Although Adobe has created an extremely complex DRM process, it contains a flaw:
despite the strict rules and the complicated authentication process, the e-book and its
document key do get onto the reader’s device. This would not be a problem in itself, since
both the e-book and the document key are encrypted and unusable on their own. However, it
is not impossible to unlock the document key encryption - several programs have been
designed to do that. In order to unlock the encryption, we need to examine how the key was
encrypted. This can be done with the so called reverse engineering method, which means the
decryption process carried out by the reading software is analyzed step by step. With the
obtained data we can model the process, so, besides the Adobe software, software designed to
decrypt will also be able to unlock the encryption and we will have a DRM-free document as a

result.

Let us take a closer look at the reverse engineering
method in order to see what it can reveal about the
process:
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As the first step, the encrypting software gets the reader’s unique personal key. Then it
removes part out of it to make it harder to identity, which is a way of distraction.

This truncated key is encrypted in two layers, applying the base64 process first and then
the 128-bite Advanced Encryption Standard coding. The flaw of this two-layer encryption
method is that base64 is a reversible code form and is easy to do; the Advanced Encryption
Standard would be safe enough in itself, however, the decryption key is stored on the reader’s
computer by the Adobe software.

So if we do this process backwards, that is we decrypt the Advanced Encryption Standard
and then the base64 code, we can access the document key.

I have shown the flaws in only one method, but in my full paper I present in detail the
security flaws in Apple FairPlay, Barnes and Noble, Marlin, BooXtream, SiDiM and Amazon
mobi, and DRM solutions used with topaz format e-books. The flaws in FairPlay result
primarily from the simplicity of the encryption algorithm and in the fact that the reader’s
device communicates with Apple’s central server through an insecure channel. Barnes and
Noble create the key in an even simpler way, in two steps. Marlin DRM operates very similarly
and also stores the elements of the key in a SQLite database on the reader’s device. BooXtream
uses a completely different method - various watermarks - but does not come up with any
revolutionary solution, so detecting the watermarks is not impossible either. However, SiDiM
places watermarks differently: for example, by slightly modifying the phrasing and by
changing word order in sentences so that the sentences still remain meaningful. The flaw in
this method results from the fact that the modifications are done differently for each reader,
so if two copies of the same e-book are compared, most changes can be detected - this way it
is difficult to identify a reader securely. In addition, after its unfavorable reception, it seems
that SiDiM will not be further developed. Finally, Amazon uses DRM for two file formats,
mobi and topaz. In both cases, the algorithm used to create the key is so simple that the key
can often be unlocked by simple trials (brute force method).

My study has shown that all the 8 DRM technologies I have examined, including Adobe
ADEPT, can be bypassed. In most cases a security breach does not only exist in theory, but
there is publicly available software capable of removing the DRM in question. There are some
protection methods with no public solutions for bypassing them, but even these have flaws,
and if they become more widespread, it is most probable that someone will share software to
remove the protection.

Based on this information I think the use of DRM is not a real solution to prevent the
promotion of pirate copies, as soon as only one person removes the protection from a
document and then publishes the e-book on a file sharing site, the money spent on DRM
technology has been wasted. Furthermore, the use of DRM technology has a downside, too. If
a person buys or rents a protected document, there are several restrictions on its use, for

example, the document cannot be copied freely, it can only be read on certain devices or it
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cannot be printed. As opposed to this, an illegal copy can be used freely, which makes it more
attractive for readers in at least two ways: it is free, and its use is unrestricted.

The conclusion of my study is that currently there is no DRM technology that can
effectively protect documents from pirate copying and sharing, therefore I think its use has no
real advantages. Moreover, due to the lack of restrictions, pirate copies are more appealing,
which also makes the use of DRM ineffective. In my view, a new method should be developed

to promote legal e-book consumption.
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