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29
30 1 Introduction

31 The purpose of this work is to introduce the Gatekeeper as a supporting Core System for

32 handling interactions between Local Automation Clouds of the Arrowhead Framework.

33 There is a joint collaboration project within the EU, called Arrowhead, with the grand

34 challenge of enabling interoperability between systems that are natively based on different

35 technologies. This enabler includes design and development methodologies, implemented

36 Core Systems and Services, and a documentation structure to support the common

37 understanding of the experts from various fields. It targets five business domains: pro-

38 duction (processing and manufacturing), smart buildings and infrastructures, electro

39 mobility, energy production and the virtual markets of energy.

40 The integration of the projected, very large collaborative automation systems requires

41 that the participating systems can dynamically exchange information during run-time. This

42 raises issues—among others—of service discovery, orchestration and security. For the use

43 case scenarios of very large System-of-Systems—i.e. whole cities—the present solutions

44 do not scale favorable. Thus Service Oriented Architecture (SOA) approaches have been

45 investigated to address large scale automation systems [7, 19–21].

46 These Arrowhead Framework compliant System-of-Systems are called Local

47 Automation Clouds—or since its short version has gained popularity already: Local

48 Clouds. By definition, one Local Cloud consists of various Systems and their Services and

49 are governed through the use of mandatory (and optional) Core Services provided by the

50 locally involved Core Systems—the manner of the realization of the Framework is

51 depicted in Fig. 1.

52 2 The Arrowhead Framework and Related Work

53 The objective of the Arrowhead Framework is to efficiently support the development,

54 deployment and operation of interconnected, cooperative systems based on the SOA

55 approach. The building elements of the Framework are Systems that provide and consume

56 Services, and cooperate as a larger Systems of Systems (SoS) called Local Clouds. There are

57 three mandatory Core Services that are required to create a minimal working SOA Local

58 Cloud based on theArrowhead Framework. These Services are namely the ServiceDiscovery

59 (from the group of Information Assurance services), Authorization (Infrastructure services)

60 and Orchestration (SystemManagement services). Other—supporting—Core Services have

61 been also created to further enhance the capabilities of Local Clouds; their usage is not

62 mandatory in the System-of-Systems, although they provide useful features. The utilization

63 of such supporting Core Services can ease the development and deployment of these System-

64 of-Systems, since they offer features that are often provided by self-developed modules

65 anyway. These supporting Core Services include service offerings from

66 • the Plant Description System [5],

67 • the Configuration System [6],

68 • the System Registry System [9],

69 • the Event Handler System [31],

70 • the QoS Manager System [2, 14],

71 • the Historian System [9],

72 • the Translation System [11, 12], and

73 • the Gatekeeper System.
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74 Further, brief descriptions of the Core Systems can be found in [9]. The implementation

75 of the mandatory Core Systems and their services, together with some of the supporting

76 Core Systems and their Services can be found in the Arrowhead Framework wiki [1]. An

77 introduction to the main principles of Arrowhead are presented in [31].

78 2.1 Service Oriented Architecture Within the Arrowhead Framework

79 2.1.1 Services

80 A Service within the Arrowhead Framework is the exchange of information between a

81 provider System and a consumer System, as seen in Fig. 2. In a service, capabilities are

82 grouped together if they share the same context [13]. As an example, a service in a REST

83 [15] architecture can be constituted by all interfaces which are related to the same REST

84 resource (meaning an information source). In the context of Arrowhead, a resource might

85 be a temperature sensor or a power consumption reading from a power meter. The same

Fig. 1 Interconnected Local Automation Clouds

Fig. 2 Services provided and

consumed by systems
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86 approach also applies to the other technologies being used in Arrowhead, such as COAP

87 [30], XMPP [28], MQTT [17], or OPC-UA [24].

88 The Arrowhead Framework also implies the usage of a number of service orientation

89 principles derived from high level objectives and properties. By definition, a Service can be

90 realized by an arbitrary number of providers and consumers, therefore insuring its

91 reusability. An Arrowhead Service might also support different kinds of non-functional

92 requirements such as security, real-time constrains or different levels of reliability. Sys-

93 tems should also be capable of sequentially providing and consuming different types of

94 Services.

95 Finally, in relation to Service development and maintenance, a Service has its own

96 group of appointed stakeholders with an interest in the Service by being responsible for its

97 governance (definition, development, deployment and maintenance). However, Services

98 are not limited to a specific type (or instance) of a System and might not even share the

99 same stakeholders with any System.

100 2.1.2 Systems

101 A System is what is providing and/or consuming Services (see Fig. 2). A System can be the

102 Service Provider of one or more Services and—at the same time—the Service Consumer of

103 one or more other Services. It normally includes software executing on (often constrained)

104 hardware. It might support different protocol implementations of Services associated with

105 it. A System can be a user interface display, a complete HVAC system within a house, but

106 it can also be a small temperature sensor that complies with the Arrowhead Framework.

107 2.1.3 System-of-Systems

108 When Arrowhead compliant Systems collaborate, they become System-of-Systems (SoS),

109 see Fig. 3. There are five main characteristics that differentiates these SoS realizations from

110 other very large and complex, but monolithic systems [4, 22], namely

Fig. 3 Arrowhead core components support the System-of-Systems—an example
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111 • the operational and

112 • management independence of its Systems,

113 • evolutionary development,

114 • emergent behaviour, and

115 • geographic distribution.

116 Since these System-of-Systems should also collaborate, the Arrowhead Framework

117 becomes a natural enabler of further, complex solutions.

118 As an example, Systems A1, A2 and A3 are grouped together to create System-of-

119 Systems ‘‘A’’. This SoS then can be bundled together with other Systems (such as B1, C1

120 and D1, also depicted in Fig. 3), since they are Arrowhead compliant as well. The

121 Arrowhead Framework provides Core Systems, such as Orchestration, Authorization and

122 Service Registry, which help on establishing the most adequate and secure connections

123 between the players. All these Application Systems are consumers of the Services of these

124 Core Systems, which then forms this Arrowhead Local Cloud. The Dashboard MMI (Man–

125 Machine Interface) allows interaction with this SoS; whereas the Arrowhead Verification

126 Tool provides means for testing Arrowhead compliancy.

127 2.2 Requirement Against Gateways and Gatekeepers in Various Domains

128 Gateways and gatekeepers serve various purposes in the different communication domains.

129 They stand at the border of a subnetwork, a service area, or an operator. Their purpose is to

130 provide means of connection and data exchange between the internal and external worlds.

131 There could be very specific requirements against gateway functionalities, but in general,

132 the following challenges can be dedicated to gateways:

133 • protocol and data format conversion or translation,

134 • addressing translation,

135 • access control with content filtering,

136 • security and AAA features,

137 • in- and outbound link control and their resource management.

138 These are not always solved by the gateways themselves; some methods of inter-domain

139 communications handle these issues through specialized protocols, or have designated

140 nodes to handle some of the above mentioned functionalities. A brief summary of gateway

141 requirement and solution approaches within various domains are is given in Table 1.

142 General interoperability issues and their handling are covered in [18], where the authors

143 raise the performance and QoS issues regarding gateways as well. There are further, less

144 general requirements and solutions listed for IPv6-based Internet of Things solutions in

145 [32], for ad hoc vehicular military systems in [8], and for IT services in [10, 23]. In the

146 following Sections, we will heavily depend on these requirements when designing the

147 Gatekeeper System and describe its functionality.

148 3 Orchestration of Services

149 In order to find matching Providers for Service Consumers, there have to be some kinds of

150 organizing rules. Depending on the various scenarios and environment, the manifestation

151 of these matchmaking rules can be varied. They can range from purely static, hardwired

152 options through pre-defined, stored rule-based matchmaking, to those completely dynamic

Inter-Cloud Communication Through Gatekeepers to Support IoT…

123

Journal : Small 11277 Dispatch : 11-4-2017 Pages : 18

Article No. : 4137 h LE h TYPESET

MS Code : WIRE-D-16-01879 h CP h DISK4 4

A
u

th
o

r
 P

r
o

o
f



U
N
C
O
R
R
E
C
T
E
D
P
R
O
O
F

153 and autonomous methods. Although Service Orchestration is not in the focus of this paper,

154 its general principles must be discussed briefly, since it has serious effects on Inter-cloud

155 collaboration, as well.

156 Note, that within the Arrowhead Framework the result of the Orchestration process is

157 that the Service Consumer gets connectivity information towards a matching Service

158 Provider (or in special cases: Providers). The connection then has to be established by the

159 Consumer and Provider themselves.

160 3.1 Static, Hardwired Options

161 This type of matchmaking may not even worth to be called Orchestration, but indis-

162 putably the simplest form of matching Service Consumers with Providers. When the

163 Service Consumer wakes up and requests a matching Provider, the options are static, and

164 limited. The only factor that must be taken account is whether the first (primary) Provider

Table 1 Requirements for various gateways—or gatekeepers—and their solution approaches within dif-

ferent domains
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165 of that Service in the list is connectable and available—if not, then the secondary; etc.

166 This version can be viable for environments with energy- and processing capability

167 constraints.

168 3.2 Rule-Based Matchmaking

169 In a more flexible and computationally capable environment there can be Orchestration

170 rules that consist of many factors, and are subject to change in engineering time. Examples

171 of such rule parameters can be based on pre-advertised metadata of providers: latency,

172 protocol matching (no need for translator), geographical domain, etc.—beside actual

173 availability. If these rules are stored in an easy- and fast-to-fetch manner, then the method

174 is highly feasible for applications with low-latency orchestration constrains. Manipulation

175 of the rules, however, must not interfere with the running SoS’s runtime expectations: the

176 rule database always has to be free from (even temporary) inconsistencies, even during

177 rule-reconfiguration (Fig. 4).

178 Figure 5 depicts a scenario when the Service Consumer is orchestrated to the best

179 matching Service Provider (1), but further matches (2), (3), and (4) are also provided, in

180 case the primary setup fails.

181 3.2.1 Orchestration to Support Dynamic and Autonomous SoS

182 In this scenario, the Orchestrator fetches and utilizes actual information about potential

183 Service Providers. Based on this dynamically updated information, it decides which is the

184 actually best matching Service Provider—not by its data sheet, but by its actual status (on

185 resource availability, on network connection capabilities, etc.). During this process the

186 Orchestrator exchanges information with the other Core Systems and makes a decision

187 based on the responses, as Fig. 5 suggests. This orchestration process consists of the

188 following:

Fig. 4 Rule-based orchestration with best-matching results

AQ3
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189 1. Checking whether there is a hardwired orchestration rule for the requester System in

190 the Orchestration Store;

191 2. Fetching a list of suitable on-line Service Providers from the Service Registry that

192 offer the Service at hand;

193 3. Extending the Service discovery to other Clouds using the Gatekeeper if necessary;

194 4. Filtering this list of possible Service Providers based on the authorization status of the

195 Service Consumer;

196 5. Further filtering this list to find out which Service Provider(s) can satisfy the QoS

197 expectations;

198 6. Choosing one Service Provider from this filtered list (final matchmaking);

199 7. Then making the QoS resource reservations for this optimal (Provider–Service–

200 Consumer) combination;

201 8. Responding to the requester System with an Orchestration Form.

202 If inter-Cloud servicing is set up and enabled, then the Orchestrator can also look for

203 adequate Service Providers outside of its Local Cloud. This is the main topic of the current

204 paper, and is going to be addressed in the coming chapters.

Fig. 5 The orchestration process

Fig. 6 The proposed gateway service module
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205 4 Gatekeeper Services for Inter-Cloud Collaboration

206 In this section, we introduce the Gatekeeper as a Core System concept—as shown in

207 Fig. 6—for providing inter-Cloud servicing capabilities in the Arrowhead Framework. All

208 inter-Cloud preparations are to be handled by these Gatekeepers until the System (that

209 requested the Service) enters the new, ‘‘Partnering Cloud’’, in order to create the desired

210 provider-consumer connection. However, these modules are not involved in the data path

211 as they operate on the control plane, see in Sect. 4.5. In the followings we will discuss the

212 processes and the issues involved and need to be addressed in this architecture.

213 4.1 General Requirements

214 There is a valid need for inter-Cloud servicing, as one single Local Cloud cannot serve for

215 all demands; and it is not supposed to, either. Here are some examples (use cases) when

216 inter-Cloud relations are necessary or simply better than handling requests at a local level:

217 • Servicing is not possible: no service provider locally.

218 • Service provider is not available: is in out-of-order status or registered, but not found at

219 the time.

220 • Servicing is currently not possible: no free resources or the QoS expectations cannot be

221 met locally.

222 • Servicing within the home cloud is not optimal (e.g. geographically a different cloud is

223 closer or better).

224 One of the major philosophical questions here is about data ownership, whether the

225 command over servicing belongs to the System (e.g. it can choose its partners) or to the

226 managing central entities of the Local Clouds (and these Core Systems pair up Systems for

227 servicing). As various intelligent decision-making processes (e.g. resource management)

228 are implied here, in our primary scenario we assume that

229 • data ownership belongs to the Local Clouds (but this is not a necessity of the

230 Gatekeeper Services concept),

231 • one identity of a Local Cloud is requesting a service that cannot be fulfilled within that

232 Local Cloud and therefore

233 • it might be viable to look for clients in other Local Clouds.

234 This Core System will provide the following functionality (see Fig. 7):

Fig. 7 Creating inter-Cloud consumer–provider relationship methodology
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235 1. Global Service Discovery Finding other Arrowhead Local Clouds with suit-

236 able providers for the requested purposes.

237 2. Inter-Cloud Negotiations authentication, identity verification of the chosen Partnering

238 Cloud, authorizing transactions and establishing secure connections by managing the

239 dialogs (‘‘negotiations’’) between the Clouds for establishing the inter-Cloud provider-

240 consumer relationship.

241 4.2 Security Issues

242 Interactions in a closed Arrowhead Local Cloud are secured by the central entities (Core

243 Systems). As one Local Cloud might be a whole cyberphysical system (e.g. smart cars),

244 we face serious security concerns when Service procurement goes outside the boundaries

245 of the Cloud. One Cloud has to be absolutely certain that it can completely trust its

246 Partnering Cloud when redirecting its System there. For this reason, AAA will play a key

247 role. Since a central Authentication Service (e.g. Certificate Agency) might not be

248 available in an ad hoc and volatile inter-Cloud environment, these issues might require

249 new approaches like decentralized certificate management [3] or trust management [29]:

250 as trust can also be built on previous experience or the partner simply being a trustworthy

251 contact of my contacts. In this concept, authorization and accounting (the remaining A-s

252 in AAA) can still be handled on the Local Cloud level with the proper Core Systems, see

253 Sect. 4.5.

254 Regarding general security issues, the Arrowhead Framework offers methods to follow

255 and measures to keep [9]. Among the many issues, one of the first is that service consumer

256 authentication and service consumption authorisation has to be established. There are two

257 main approaches: certificate (X.509) and ticket (Radius) based solutions [25, 26]. In

258 summary, the certificate based solution provides stronger protection but is computationally

259 heavy, whereas the ticket based solution is better adopted to resource constrained Local

260 Clouds. The integrated tailoring of these methods can be found in [27].

261 4.3 Global Service Discovery

262 In this section, we provide approaches that would extend the Service Discovery func-

263 tionality between Arrowhead Clouds. In our proposition, the Gatekeeper Systems have the

264 ability to look for resources outside the boundaries of their Clouds. They are capable of

265 searching for specific types of Services that are available somewhere else (in different

266 Arrowhead Clouds) and provide the Local Cloud with options for redirection. There is no

267 authentication or identity checking at this phase, but tracking the trustworthyness of the

268 ‘‘advertisers’’ might be viable in some cases.

269 There are several approaches to this tracking of available service locations. These

270 approaches are suitable for different environments and requirements depending on the

271 regularity of inter-Cloud interactions, the volatility of service availability in the different

272 Clouds and the flexibility required from the collaborating Arrowhead System-of-Systems

273 (Fig. 8).

274 4.3.1 Strict Rules on Possible Gatekeeper Connections

275 The most basic approach is hardwiring—and manually configuring—information about a

276 certain set of other Gatekeepers into each Gatekeeper where they can turn to, see Fig. 9.
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277 This can be based on the Service type, time of day, geographical requirements (choosing a

278 physically close partner), etc. This concept brings several advantages and limitations as

279 well. In this scenario, Cloud operators have strict oversight of their Arrowhead Clouds and

280 can easily log the interactivity, set up billing and access control between operators (fits

281 business purposes). It is also highly secure: no need for authentication, identity control or

282 trust management in any phase. However, there is the need for manual edition of con-

283 figuration and hence there is absolutely no option for scaling automatically.

Fig. 8 Service discovery in a hardwired inter-Cloud scenario

Fig. 9 The Cloud-of-Clouds concept
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284 4.3.2 Ad Hoc Neighborhoods

285 The second approach is still based on per-transaction polling of neighbors, but letting the

286 Gatekeepers automatically detect and poll their neighborhood. The ad hoc peer-to-peer

287 detection of neighbors can provide adaptivity for volatile environments (e.g. moving cars

288 looking for charging stations along the road). However, it will also pose a high adminis-

289 trative overhead (for Gatekeeper components) and cause scaling issues. This methodology

290 will also present a limited list of available resources to the Local Cloud (just from the

291 current contacts). There are several problems to solve here, such as the tracking, trust

292 management and authentication of a rapidly changing neighborhood.

293 4.3.3 Cloud-of-Clouds

294 The third approach is pointing towards the creation of a dedicated inter-Cloud system, where

295 the ‘‘demand and supply’’ of inter-Cloud requests can meet. The main purpose of this is to take

296 off the computational overhead from the Arrowhead Cloud Gatekeepers and local Core Sys-

297 tems in a stock-market like environment (see Fig. 9). This centralized entity could provide

298 global matchmaking for the participants of the Cloud-of-Clouds and could also centralize

299 resource allocation and trustmanagement.This can be achievedby tracking the reliability of the

300 parties and providing the requester Clouds with only the globally optimal Partnering Cloud.

301 4.4 Inter-Cloud Negotiations

302 After the requesting Cloud decides for a Partnering Cloud, the Gatekeepers of these Clouds

303 will have to perform negotiations to settle the different aspects of the transaction. At the

304 end of this phase, the requesting System gets a token that will authenticate and navigate

305 [27] it in the Partnering Cloud (using the local Service Discovery data). During this

306 process, the following issues are to be handled:

307 1. protocol negotiations (Arrowhead Framework version and protocol matching),

308 2. mutual authentication and identity checking of the parties,

309 3. actual admission control (authorization and resource allocation for the transaction in

310 the Clouds),

311 4. establishing a secure connection between the Gatekeepers, therefore the Arrowhead

312 Clouds (creating the data path),

313 5. sharing the local Service Discovery data of the Partnering Cloud (addressing the

314 Partnering Cloud from the outside),

315 6. injecting temporary authorization information into the Authorization System in the

316 Partnering Cloud (access control of the ‘‘foreigner’’ System),

317 7. the Partnering Cloud Gatekeeper issues a token for the requester with temporary entry

318 and shares it with the requesting Gatekeeper,

319 8. the requesting Local Cloud forwards this token to the requesting System,

320 9. the System connects to the Provider using the Partnering Cloud’s Core Systems.

321 4.5 Requirements for Local Core Systems and Services

322 The inter-Cloud servicing methodology requires new (earlier considered as optional)

323 functionalities [16] to be designed and implemented within the Core Systems of the

324 Arrowhead Framework. These new functionalities include the following, among others.
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325 • Authorization inter-Cloud transactional rights management (access rights from and

326 towards external Clouds);

327 • Authentication identity verification of other Local Clouds and their Systems;

328 • Orchestration intelligent resource management and Service matchmaking capabil-

329 ities based on the current local and inter-Cloud situation in a scalable but robust

330 manner;

331 • Event and Error Handling for supporting the inter-Cloud activity (e.g. logging, status

332 reporting) the hosting cloud Orchestrator could instruct the foreigner System to contact

333 the Core Services from both Clouds for these purposes. This way everyone will be

334 notified properly of the happenings;

335 • QoS Management the Global Service Discovery response can (and in the dynamic case:

336 must) also take into account the requested QoS parameters;

337 • Security System the creation of the data path between the Clouds require specialized

338 Systems that handle all the network configurations in relation to the transaction. On one

339 hand, this is a QoS issue, but more importantly, it is indeed, a Security issue.

340 5 A Case Study

341 In an average situation the sequence depicted in Fig. 10 would lead to System 1 (from

342 Arrowhead Cloud A) connecting to Arrowhead Cloud B for getting Service X from a

343 System in that SoS. This sequence consists of the following logical steps:

344 1. Normal service orchestration procedure begins (with the help of Cloud A’s Core

345 Service components).

346 2. In case the request cannot be fulfilled locally, the Orchestrator A will turn to the

347 Gatekeeper A and initiate a Global Service Discovery (see 4.3).

348 3. Gatekeeper A provides a list to the local Orchestrator on Arrowhead Clouds where

349 Service X is currently available.

350 4. Cloud A will decide where it will redirect System 1 for Service X (in this case: Cloud

351 B).

352 5. If there is a suitable Arrowhead Cloud, where Service X is optimally available, Cloud

353 A will check for the requesting s (System 1s) AAA status and rights (e.g. if it has right

354 to use outside resources).

355 6. Gateway A will start negotiating with Gateway B for access to Cloud B (Inter-Cloud

356 Negotiations) as in Fig. 11. Cloud B will also prepare for System 1’s entry.

357 7. When access to Cloud B has been granted for System 1 (from Cloud A), Gateway B

358 will share the Cloud B access data (e.g. Service Discovery address) and send the

359 transaction token via Gatekeeper A. This token will enable System 1 to access Cloud

360 B.

361 8. The local cloud of System 1 (Cloud A) will orchestrate these information back to

362 System 1 and redirect it to discover the Services in Cloud B.

363 9. With the help of the token, System 1 will enter Cloud B to perform Service X using the

364 normal orchestration process of Cloud B.
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Fig. 10 An example inter-Cloud servicing sequence diagram
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365 6 Summary

366 The Arrowhead Framework provides means for Systems to interconnect in a service ori-

367 ented manner: service discovery, loose coupling and late binding are the fundamental

368 requirements here. Moreover, common design methods and documentation structure helps

369 the engineers and programmers to build their systems Arrowhead compatible; enhancing

370 them with the capability to interwork with other such systems, or Arrowhead-capable

371 Local Clouds.

Fig. 11 An example Inter-Cloud Negotiations process
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372 Beside those Core Systems that are mandatory in every Local Cloud (Service Dis-

373 covery, Authorization and Orchestration), there are various supporting Core Services

374 (provided by supporting Core Systems), as well.

375 In order to achieve greater potential, some Service Consumers may accept the possi-

376 bility to connect to Service Providers outside their own Local Cloud. This need opened a

377 large set of questions related to inter-Cloud service interactions. The current paper aimed

378 to answer these issues; with implemented, working use cases as proof of concepts. The

379 inter-Cloud concept and all its details are now part of the Arrowhead Framework.

380 The concept of Gatekeeper as a new Core System introduced in this paper solves many

381 of the arising issues, including security, service discovery, orchestration, and other

382 requirements set by the Local Clouds. We described methods for the interworking with the

383 help of such Gatekeepers, and presented a case study of a service consumer System

384 connecting to a service consumer from a different Arrowhead Cloud.
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