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Abstract—Solving interoperability and integrability issues for
the Internet of Things – and especially for the automation
domain – is a great challenge. The Arrowhead Framework
addresses these issues by providing the innovative concept of
Local Clouds, within which some well-defined core systems
support the applications, based on the principles of Service
Oriented Architectures. Several additions and refinements of the
Arrowhead Framework are introduced in this paper – from
system and service hierarchies through core system capabilities,
as well as interfaces for application systems. The presented
enhancements support the advanced functionalities for System-
of-Systems, including Quality-of-Service and resource allocation
capabilities, inter-cloud servicing, advanced authentication and
authorization, and event handling. All mandatory core systems of
the Arrowhead Framework are affected somehow in the process:
the Service Registry, the Orchestrator and the Authorization
System.

I. INTRODUCTION

Arrowhead aims at nothing less than to create a full-scoped
framework that enables collaborative automation of networked
embedded devices. Arrowhead is an Artemis Innovation Pilot
Project [1], with the grand challenge of solving the interoper-
ability and integrability of almost any device.

In its evolution, Generation 1 of the Arrowhead Frame-
work provided the fundamental principles and preliminary
implementation for the mandatory core services – whereas
Generation 2 provided further core services and their ma-
ture implementations. The Generation 3.1 of the framework
introduced the handling of events, security certificates, and
Quality of Service constraints. Furthermore, it clarified the
core services used by the application demonstrations for the
Arrowhead project – and their implementations got further
polished. The current paper focuses on the core elements of
the Arrowhead Framework, and discusses its Generation 3.2
that encompasses new architectural elements. These enable to
enhance the Arrowhead-compatible System-of-Systems’ func-
tionalities with ease. The main objective of this generation
(3.2) is to integrate fundamental solutions to the newly arisen,
but essential requirements:

• advanced authentication and authorization capabilities,
• dynamic service orchestration process,
• real-time communication (QoS) and resource allocation

functionalities,

• event and alarm handling capabilities,
• the integration of the automation support services (such

as the Historian or Translation Services [2]),
• and inter-Cloud servicing capabilities.

II. THE ELEMENTS OF THE ARROWHEAD FRAMEWORK

A. Local Automation Clouds

Having heterogeneous systems (or architectures) work to-
gether is not an easy problem to solve – especially in the
automation domain. Legacy protocols, commercial off-the-
shelf products and monolithic architectures often cripple inter-
operability and dynamic reconfigurability. Several frameworks
have been created to solve such problems of the Industrial In-
ternet of Things [3]. Among others, the Arrowhead Framework
uses the approach of Service Oriented Architectures (SOA) [4]
to tackle this problem: it aims at providing interoperability by
facilitating the service interactions within closed or at least
separated automation environments, called local clouds.

Fig. 1. Arrowhead Local Clouds deployed in different domains

These Arrowhead Local Clouds might fulfill various tasks
and can have their own sets of appointed stakeholders (e.g.
their operators or developers). These Local Clouds all have
their operational boundaries, let those be functional, geo-
graphical or network-segmented. Nevertheless, they must be
governed through their own instances of the Arrowhead Core
Systems, as Figure 1 suggests. These are clouds in the sense
that they use common resources: the Core Systems of that
domain. These common Core System resources (e.g. related
to Service Registry, Authorization or Orchestration) are used
by all kinds of other entities – applications – in the network,
and can also be implemented in a distributed way. This means



that the scalability of the Local Cloud mostly depends on the
scalability of the Core Systems (e.g. by implementing them
using virtualization and Web Services [5] technologies).

B. Systems and Services

In such Arrowhead Local Clouds there can be an arbitrary
number of Systems that can provide and consume Services
from one another: they create and finish servicing instances
dynamically in run-time. Figure 2 depicts these relations.
Services are defined so that loose-coupling, late binding, and
service discoverability can be realized.

Fig. 2. Service providers and consumers

In this context, Arrowhead-compatible Systems are not just
service endpoints, but can be realized by a wide range of
devices: from a small temperature sensor, in certain use cases,
up to very complex cyber-physical systems of a production
plant. However, there might be operational limits of how
these Systems can be handled, i.e. certain hard-wired service
interactions cannot change at all, supposing that an actuator
can only access certain sensors. The Arrowhead Framework
has to abide by such implementational constraints that shape
this world of the industrial Internet of Things.

Therefore, Arrowhead-compatible Systems must use the
mandatory Core Systems and their Core Services provided by
the Framework to realize their operational targets (as shown in
Figure 3): to communicate with other Systems using dedicated
application protocols. There are two main groups of the Core
Systems: the mandatory ones that need to be present in each
Local Cloud, and the automation supporting ones that further
enhance the core capabilities of a Local Cloud.

Fig. 3. Arrowhead Core Systems and their use

C. Core Systems and Services

In accordance with [6], this work attributes the same
functionality to each of the Core Systems. There are three
mandatory Core Systems (the row I. in Figure 4).

The Service Registry stores all the Systems (that are cur-
rently available in the network) and their service offerings.

Systems have to announce their presence, and the services
they can offer. The registry takes note of this information when
systems come on-line, and might have to revoke them when
they go off-line.

The Authorization System – as its name suggests – manages
authentication and authorization (AA) tasks, however, it covers
some other security-related issues as well (e.g. certificate
handling).

The Orchestrator is responsible for instrumenting each
System in the cloud: where to connect and what to consume.
It instructs Systems so by pointing towards specific Service
Providers to consume specific Service(s) from. This has to be
done by a simple request-response sequence, which ends with
the requester System receiving a Service endpoint. After these,
the System is obligated to consume from that Service instance.

There are further automation supporting Core Systems avail-
able. These either have been (II.) or currently being integrated
in the framework (III.), as Figure 4 suggests.

Fig. 4. Arrowhead Core Systems in scope

D. Inter-Cloud servicing

Arrowhead Local Clouds are generally autonomous and in-
dependent from each other, since they are deployed separately
for various reasons. However, there are specific cases, where
Systems from different clouds need to consume Services from
one another. To this end, an inter-Cloud servicing architecture
was introduced in [7] based on two, new automation support-
ing Core Systems: the Gatekeeper and the Network Manager.

This architecture builds heavily upon the Core Systems’
exclusive involvement in facilitating and managing the con-
nections (servicing instances) within their authority: in this
sense, the Core Systems are responsible for all other Appli-
cation Systems and their data handled in the Local Cloud.
The Gatekeeper provides essentially two services for the
mandatory Core Systems. The first is the Global Service
Discovery (GSD) process, which aims at locating adequate
service offerings in neighboring Clouds. The second is the
Inter-Cloud Negotiations (ICN) process, in which mutual trust
is established between two Clouds and the actual connection
between endpoints is then built up.

After these processes, the Network Manager is responsible
for creating the data path between the Service Provider and the



Consumer. We assumed here that the Core Systems are config-
ured properly, so that they can securely establish connections
with other Clouds using the services of the Gatekeeper. This
setup includes some security considerations taking place, e.g.
declaring inter-Cloud access rights (from and to other Local
Clouds) in the Authorization Systems, or setting up the trusted
neighborhood domains.

Fig. 5. Inter-Cloud service discovery between Gatekeepers

III. CURRENT ENHANCEMENTS OF THE ARROWHEAD
FRAMEWORK

This section describes how the Core Systems operate, in
order to support the requirements set up in the introduction.
Since this generation 3.2 of the framework is aiming at
merging several supporting Core Systems in one modular
Framework, implementation-wise it uses numerous placehold-
ers that are reserved for future use. For the reasons discussed
in section II-B, the proof-of-concept implementation uses
HTTP Web Services. In order to comply with RESTful [8]
requirements, the Core Systems themselves are separately
deployable REST resources (with specific URL, certificate
and JSON payload structures) created in Java EE Jersey
[9] with Grizzly containers and using MySQL Server. This
makes the Framework easy to deploy and operate with high
scalability. The Web Services approach also alleviates several
interoperability problems while making resource-constrained
devices Arrowhead-compatible.

A. System and Service hierarchies

One of the key innovations here is the strict logical sep-
aration between the Systems and Services abstractions. This
conforms with SOA and DNS-SD [10], and unifies the data
structures in the Core Systems. Therefore, a new System and a
new Service hierarchy has been introduced to support (not just
inter-Cloud) interoperability and matchmaking, as shown in
Figure 6. The Service hierarchy stems from the documentation
structure of Arrowhead [11]: Services are identified with a
name (identified in the Service Definition document) that is
unique in its Service Group. This Service abstraction only

Fig. 6. Systems and Services defined for Arrowhead

defines the functionality provided, but a Service can be im-
plemented many ways using appropriate application protocols
(e.g. by SOAP, COAP or RESTful Web Services - WS). A Ser-
vice Provider can therefore even implement multiple interfaces
of the same Service. Metadata is also associated with Services
(for every instance separately): currently key-value pairs can
be added to describe them (e.g. ”unit”=”◦C”) embedded in
JSON. This will enable the integration of standardized data
descriptors, e.g. SenML [12]or IPSO Smart Objects [13]. It
could also use case specific data ontologies (i.e. MIMOSA
for describing maintenance related communications [14]), and
can fit into other interoperability strategies, such as the Inter-
operability Repository System described in [15].

Fig. 7. Unique identifiers for the various Arrowhead elements

Meanwhile, the unified Cloud and System hierarchy follows
a general, process-oriented principle. Local Clouds are bound
to have an operator, and an operator might maintain several
dedicated clouds depending on its use case. Similarly, Systems
are bound to be grouped together logically even within their
Local Clouds, e.g. if they are located in the same production
line. Figure 7 depicts how an Arrowhead System, a Service
and a Cloud is represented in the unified data structures. These
can be used by all communications within the Core Systems.

As an example, let us consider temperature and humidity
sensors in a refrigerator warehouse. They measure the indoor
temperature at different locations and heights. Each sector
has two sensors that measure the floor- and ceiling-level tem-



Fig. 8. Example for unique identifiers regarding the various Arrowhead elements

peratures. Figure 8 shows how these sensors are represented
as Arrowhead Systems and how their measurement readout
resources can be abstracted as Arrowhead Services.

B. Arrowhead Core Systems

1) Service Registry: The Service Registry uses DNS-SD
for backwards compatibility, but utilizes a REST facade to
communicate with the rest of the framework. It keeps track of
the currently online Service Providers and what Services they
have to offer (up to the Service Interface level). Since graceful
shutdown is not a viable option in some use cases, this System
runs a database clean-up daemon by periodically checking
whether the registered Service Providers are still active or not.

Service metadata is also associated with each and every
service offering instance separately. This provides the possi-
bility to describe the offered Service instance with key-value
pairs (e.g. if a sensor provides its readout in ◦C or ◦F). Based
on these, advanced querying capabilities can and have been
also realized: other Core Systems can fetch lists of suitable
Service Providers, based on the criteria towards the Service
that they are looking for (e.g. if we are explicitely seeking
indoor temperature services measured in ◦C).

2) Authorization and security considerations: Typically,
an AA system has various tasks to fulfil. In this case, the
Authorization System holds access rights (service consump-
tion rights) for each System in the Cloud. This authorization
database describes where each System can consume Services
from and what type of Services they are allowed to access
there.

It also manages admission control and verification, based on
certificates and the authorization database: a Service Provider
has to be able to verify the authorization status of an inbound
service request from another System. This is achieved by the
introduction of an authorization token. This token is created
in the Authorization System from the certificate information,
and passed on to the Service Consumer in the orchestration
process. This token can verify that the given Service Consumer

has been orchestrated properly, and therefore it is authorized
by the Core Systems to invoke the Service from the given
Service Provider.

3) Resource Management: An other invaluable aspect of
such an automation support framework is the centralized
management of resources. Resources in a Local Cloud can
vary from e.g. processor task time slots of embedded Systems
through real-time networking QoS up to setting client-server
servicing requirements (e.g. transactions per second). This
resource management is tasked with the QoS Manager [16].
Its two major processes are (i) the verification of the require-
ments set by new Service Requests at the early stage of the
orchestration process, and (ii) the actual resource reservation
process with configuring the affected components as the last
step of the orchestration process. Therefore, this optional Core
System is in tight cooperation with the other Core Systems,
and it also participates in the orchestration process.

4) Orchestration Store: The Orchestration Store is a stati-
cally configured database that contains hardwired orchestration
data for Systems in the Cloud. Operators can set up relations
between Systems that cannot change runtime, and has to be
respected in the orchestration process. One Orchestration Store
entry consists of a Service Provider and a Service specification
that must be enforced if the Service Consumer at question
requests orchestration. These entries are set by the operators
and developers of a Local Cloud suiting the physical processes
and restrictions in the the Cloud.

5) Orchestrator: In Generation 3.2, the Orchestrator bears
the biggest responsibility in a Local Cloud. It is the primary
decision-maker that is aware of the current conditions in the
SoS. Its primary task is to allocate Service Providers to the
Service Requests sent in by Systems. During this orchestration
process the Orchestrator consults with the other Core Systems
and makes a decision based on the responses, as Figure 9
suggests. This orchestration process consists of the following:

1) Checking whether there is a hardwired orchestration rule
for the requester System in the Orchestration Store;



2) Fetching a list of suitable on-line Service Providers from
the Service Registry that offer the Service at hand;

3) Extending the Service discovery to other Clouds using
the Gatekeeper if necessary;

4) Filtering this list of possible Service Providers based on
the authorization status of the Service Consumer;

5) Further filtering this list to find out which Service
Provider(s) can satisfy the QoS expectations;

6) Choosing one Service Provider from this filtered list
(final matchmaking);

7) Then making the QoS resource reservations for this
optimal (Provider - Service - Consumer) combination;

8) Responding to the requester System with an Orchestra-
tion Form.

Fig. 9. The orchestration process

If inter-Cloud servicing is set up and enabled, then the
Orchestrator can also look for adequate Service Providers
outside of its Local Cloud. In this process the GSD and ICN
Services of the Gatekeeper System are involved as described
in [7]. The whole intra-Cloud orchestration process can also be
skipped or triggered if there is explicit instruction for it either
in the Service Request or in the Orchestration Store entry for
the requester System.

Moreover, the orchestration process can also be affected
directly by the requester System via setting the appropriate
flags in the Service Request – as described in the next section,
III-C. It is also worth noting, that the internal workings of the
orchestration process can also be tailored to the deployment
requirements. This way conditional and dynamical orches-
tration can be achieved by implementing use-case specific
orchestration algorithms.

C. Interfaces for Application Systems

In general, Application Systems use the mandatory Core
Systems to aquire the proper information required to consume
Service from other Application Systems. These Core Services
should be basic request-responses, and Systems should only
have limited information about macro-lensed objectives of an
SoS in order to keep them simple. The Core Systems them-
selves then bear all responsibilities and tasks in order to run the
SoS smoothly. Since in Generation 3.2 Application Systems
mainly communicate with the Orchestrator, this section will
describe the Orchestration interface. It is intended to be a

simple request-response on the client-side; although a complex
orchestration process runs in the background. Application
Systems submit Service Requests and receive an Orchestration
Response using the appropriate URL, payload and HTTP
method in the Web Services implementation.

Fig. 10. The sturcture of the Service Request Form

The Service Request (Figure 10) describes what and how it
is exactly requested: the color coding suggests the fields af-
fecting various Core Systems in the orchestration process. This
query information is either composed run-time on autonomous
systems, or composed statically by the cloud operator and
stored partially in the Orchestration Store (that is part of
the Orchestrator System). Autonomous Systems can take ad-
vantage of this dynamical configurability of the orchestration
process and can also affect it via setting simple flags.

This Service also utilizes the common descriptor objects de-
scribed in III-A. The payload mainly describes which System
is requesting orchestration (this information is also present in
the certificate when using SSL) and what Service is requested.
The remaining fields control the orchestration process, e.g.
Systems can specify their servicing QoS expectations or can
force certain preferred Service Providers they need to con-
nect to. This structure also enables further functionalities to
customize the sub-processes of orchestration, for example:

• Customizing the assembly of the list containing the
Service Providers (e.g. switching between intra- and inter-
Cloud servicing or fetching from the Orchestration Store),

• Customizing the matchmaking algorithm (e.g. weightings
of certain Service Provider parameters),

• Enabling additional Services (e.g. logging or Service
content translation),

• Providing contextual data (e.g. whether this Service Re-
quest is a retry attempt of error handling).

The Orchestration Form contains a simple response: basi-
cally gives the Consumer instructions on where to connect
to. This is described by identifying the Service Provider (an
Arrowhead System descriptor with the address and port), the
Service instance (with an Arrowhead Service descriptor up to
the interface level) and how the Service can be accessed within
that System (e.g. its URL path for the WS implementation).
However, there can be other optional parts of this message,
e.g. passing an authorization token to the Consumer that will
be validated by the Service Provider for admission control
purposes.



IV. FURTHER WORK

This concept-paper has provided a general architecture
for integrating optional modules that can further enhance a
Local Cloud’s capability, flexibility and security. The presented
proof-of-concept generation of the Arrowhead Framework
is not yet fully implemented and widely verified. On the
other hand, there are already implemented System-of-Systems
available [17] that show practical verification of the concepts
presented here.

Nevertheless, there are still some expectations detailed in the
introduction that require not jut implementational, but further
architectural considerations.

Firstly, advanced security capabilities will be realized by
a unified certificate-based token system that will also enable
secure inter-Cloud servicing as well, based on [19]. This
will be further aided by the Network Manager in order to
handle network visibility problems. Exploring the neighbor-
hoods, building trust and authenticity between autonomously
deployed Local Clouds are also of interest.

Secondly, the orchestration process has also potential to in-
tegrate translational capabilities (so that Systems implementing
the same Service with different interfaces can communicate),
and to utilize the Plant Description Service (a supporting Core
System that maps out e.g. the physical and process logical
connections between entities) [20].

Moreover, the shortcoming of error and event handling [21]
is yet to be covered: detecting, identifying and solving events
occurring in the Local Cloud. The roles and responsibilities
(with the Event Handler System [22]) should be perfected.

V. SUMMARY

This paper presented the Arrowhead Framework briefly,
then showed how some of its concepts are further enhanced.

Arrowhead is fulfilling the three principles of Service Ori-
ented Architectures, namely (i) loose-coupling, (ii) late bind-
ing, and (iii) ,,lookup” (or in other words: service discovery).

In order to allow high flexibility as well as interoperability,
and support some native security-related features, Arrowhead
introduced the Local Cloud concept. This means that within
some operational or geographical boundaries, there are core
services – Orchestration, Authorization, Service Registry, and
others – are provided within a Local Cloud.

The requirements for enhancing the framework have ranged
from dynamical service orchestration and QoS-based resource
allocation, through centralized event handling, to intra-cloud
protocol translation and inter-Cloud servicing. These issues are
tackled in four ways, namely

• introducing a strict separation in systems and services and
their hierarchies;

• introducing new, non-mandatory core systems (such as
the Gatekeeper or the QoS Manager);

• extending some of the internal functions of the mandatory
core systems, especially for Orchestration; and

• introducing new interfaces for applications such as the
Service Request Form and the Orchestration Form.
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