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CASPA seminar and workshop in Tallinn, 4-8 October 2021

4" October 2021/ CASPA SEMINAR: NON-TECHNICAL CYBERSKILLS AND CYBERSECURITY AWARENESS
IN PUBLIC ADMINISTRATIONS

Format: hybrid

Room: U01-202, TalTech, Ehitajate tee 5.
9.00 - 9.30 Coffee and registration (Voluntary vaccination wristbands also available)
9.30 - 10.00 Welcome and introduction

OPENING: TANEL KERIKMAE — DIRECTOR OF DEPARTMENT OF LAW, TALTECH
INTRODUCING THE PROJECT: AGNES KASPER & ANNA-MARIA OSULA

10.00 - 11.30 Module 1 - Cyber awareness raising: trainers’ perspectives

DANIEL VACZI (Cyex OU) - Paradigm shift in cyber awareness

KAIE MAENNEL (TalTech) — Lessons learned from cyber exercises

KOCZKA FERENC (Eszterhazy Karoly University, Hungary) - Protection issues in higher
education systems

11.30-11.45 Coffee break
11.45- 13.15 Module 2 — Perils of information societies

e MACIEJ GORA (Kosciuszko Institute, Poland) - An overview of cyberattacks on public

administration
HOLGER MOLDER - Global Knowledge Warfare - Information Operations in the Cyber Age

PETER BANYASZ and ANDRAS TOTH (National University of Public Service) - A sentiment
analysis of the civic attitude in connection with the coronavirus vaccines (collective

presentation)

13.15-14.30 Lunchbreak

14.30 - 16.00 Module 3 - Public administrations in the time of digital transformation

e EWELINA KASPRZYK (Kosciuszko Institute, Poland) - GovTech rules: Accelerated digital
transformation and how the public administration might harness its potential
e MOLNAR ANNA (National University of Public Service, Hungary) - EU cyber security

ecosystem and cyberdiplomacy
e OLGA SHUMILO (TalTech) — Ethics, technology and public administrations

Evening program — Tallinn Old Town sightseeing for CASPA guests (starting at 17.00 at Pikk Hermanni).
Bus departs from outside TalTech Main Building (U01) at 16:30.
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5™ October, 2021/ RESEARCH SEMINARS

Format: physical
Rooms: SOC-312 and SOC-210 TalTech, Akadeemia tee. 3.

9.30 - 11.30 Student research seminar (SOC-312)

Name Title of presentation ]
Téth Rebeka Development opportunities for cyber security degree ;;o?m;;

(MA)

Dub Mité Dangers and vulnerabilities in data and information security. The

(MA) importance of privacy enhancing technologies.

Bianka Magas | The new means of information awareness training

(MA)

Advisers: Agnes Kasper, Maria Claudia Solarte Vasquez, Aleksi Kajander

CASPA partners also participate - to be agreed
11.30-11.45 Coffee break

11.45-12.30 Cyber 9/12 Seminar (50C-210) Aleksi Kajander
12.30- 14.00 Lunchbreak

14.00-16.00 Student research seminar (room SOC-312)

Name Title of presentation

Katona Gergé Cybersecurity challenges of autonomous vehicles

(MA)

Nimsz Vivien The open source intelligence in the organizations

(MA)

Baglyos The relevance of information security auditing, with particular focus on
Sandor (MA) assessing the information security maturity of organisations J

Advisers: Shaymaa Mamdouh Khalil, Agnes Kasper, Maria Claudia Solarte Vasquez

CASPA partners also participate — to be agreed

6" October, 2021/ STUDY VISIT

CASPA Project
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Place: e-Estonia Briefing Centre, address Valukoja 8, Tallinn

9.00-13.15 Study visit to e-Estonia Briefing Center (bus organized from Taltech)

7" October, 2021/ CASPA WORKSHOP: NATIONAL PROBLEM PERCEPTIONS AND INSTITUTIONAL

ANSWERS TO CYBERSECURITY CHALLENGES

Chair: Anna-Maria Osula

Format: hybrid (subject to registration and Chatam House rules)

Room: U05-301, TalTech, Ehitajate tee 3, Tallinn

8.45-9.15
9.15-9.30

9.30-11.00

11.00-11.30

11.30-13.00

13.00-14.00

14.00-16.00

CASPA Project

Coffee and registration
Welcome and introduction

Roundtable with experts from Estonian, Polish and Hungarian public
administrations

Participants:

Prof. Dr. Zoltan Rajnai, National Cyber Coordinator of Hungary

Mr Robert Kosla, Director of the Department of Cybersecurity at the Chancellery
of the Prime Minister of Poland

Mr Raul Rikk, National Cyber Security Policy Director, Ministry of Economic
Affairs and Communications, Estonia

Representative of Department of Cybersecurity, Ministry of Justice of Poland
(TBC)

Coffee break

Roundtable with experts from Estonian, Polish and Hungarian public
administrations

Participants:

Mr Tamas Horvath, Hungarian MoFA and Trade Coordinator for Cyber Issues

Mr Siim Alatalu, Director of EU CyberNet, Information System Authority, Estonia
Mr Thorwald-Eirik Kaljo, Chief Analyst, Estonian Information System Authority
Representative of Department of the Information Society, Marshal’s Office of
the Podkarpackie Voivedeship, Poland (TBC)

Representative of NASK, Poland (TBC)

Lunch

Optional and individual consultations, meetings (offline)
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19.00-22:00 Workshop dinner at restaurant R14 (Return bus to guest hotels departs
at 22:00)

8th October, 2021/ CASPA WORKSHOP: EUROPEAN PERSPECTIVES ON NON-TECHNICAL
CYBERSECURITY TRAINING AND EDUCATION

Chair: Agnes Kasper, Maria Claudia Solarte-Vasquez
Format: hybrid (subject to registration and Chatam House rules)
Room: U05-408, TalTech, Ehitajate tee 5, Tallinn

9.30-10.00 Coffee and registration

10.00-11.30  Panel discussion: Impact of digital change on educational needs of public
servants

Panelists:

Joe Burton, University of Waikato, Marie Curie Fellow at Université Libre de
Bruxelles

Anu Baum, Centre for Digital Forensics and Cyber Security, TalTech
Gregor Schaffrath, European Security and Defence College
Representative of NASK, Poland (TBC)

11.30-11.45 Coffee break

11.45-13.15  Panel discussion: Non-technical cybersecurity competences — What are those?
Who needs them?

Panelists:

Birgy Lorenz, Centre for Digital Forensics and Cyber Security, TalTech

Csaba Krasznay, Institute of Cybersécurity, National University of Public Service,
Hungary

Katrin Nyman-Metcalf, E-Governance Academy, Estonia

Fabio Di Franco, ENISA (TBC)

Horatius Garban, European Security and Defence College

Andrzej Koztowski, Kosciuszko Institute, Poland

13.15-14.00 Lunchbreak

14.00-15.00  Student perspectives and roundtable discussion of the CASPA model
15.00-15.15  Conclusions of the Workshop

15.15 Distribution of Certificates to CASPA participants
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