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Abstract:
Fifth-generation mobile network standards offer almost endless opportunities for the advanced mobile networks. They
can provide connections between terminals and other nodes with quite high data rates, low latencies with low jitter. The
5G networks could be seen as Formula 1 cars of mobile networks in the aspect of performance. But what happens if
something goes wrong? Do we become inoperable immediately? In 5G networks, synchronization is one of many
things that can cause serious problems. In this article, the synchronization methods in 5G networks were examined and
the importance and the impact of their vulnerabilities was explained. These experiments were performed at the
National Laboratory of the Ministry of Innovation and Technology, National Research, Development and Innovation
within the framework of the Infocommunication and Information Technologies.
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I. Introduction
In these experiments and research, the synchronization vulnerability of 5G networks was the main focus. After a
short theoretical review, we share our assumptions based on practical studies. The goal of the research was to
show vulnerabilities that could lead to a sudden deterioration or inoperability of a functioning 5G network.
Determining these vulnerabilities can provide useful information for 5G network designers. Knowing the weak
points helps developing technology solutions to increase stability of the network. The focus was on 5G Stand
Alone (SA) networks in this study. Authors were looking for the answer in these tests to decide: the 5G network is
truly a top performance racing car? [1], [2]
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