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Abstract—Abstraction-based software model checkers often
rely on external analyses or unbounded SMT arrays to reason
about pointers, arrays, and dynamic heap manipulation. External
analyses are precise but often require the modification of existing
verification algorithms, while SMT arrays provide a native
solution for solver-based verifiers but require strict type safety
often forgone in real-world programs. We propose a novel way
of integrating a precise pointer and array analysis as a plug-in
for abstraction-based model checking, which does not require
the modification of the underlying algorithms. Our solution
keeps track of arbitrary predicates over potentially abstract
memory locations, moving toward more efficient verification of
software code by allowing a fine-grained and precise abstraction
of memory accesses.

I. INTRODUCTION

Verifying software remains a complex yet necessary task
in modern systems engineering. One source of complexity
comes from the use of dynamic data structures such as heap-
allocated arrays. , and their formal analysis remains a vital part
of practical software verification, especially as more and more
applications rely on formal methods for safety guarantees. In
this paper, we refer to Satisfiability Modulo Theories (SMT)
solver-aided verification [1] as software model checking.

State-of-the-art software model checking tools generally fall
into two categories in terms of heap analysis. They either
encode the heap as unbounded SMT arrays [2] (which can
be done either for each array individually, or monolithically
per type [3]), or use an auxiliary analysis such as symbolic
memory graphs (SMGs) [4] to keep track of pointer (and
thus, array) information. However, for abstraction-based anal-
yses [1], both solutions are problematic. Auxiliary analyses
often result in both heightened complexity and a performance
penalty, monolithic heap encoding as a single SMT array per
type is also often costly as the solver needs to reason about
the heap as a whole, while direct SMT-encoding of individual
arrays often lacks support for the type conversions necessary
for verifying real-world programs.

Consider for example a C function that takes a void*
pointer, and depending on external factors, dereferences it as
either an int or a float. Given their sizes are equivalent
(e.g., in the ILP32 architecture1), this is valid in C, and
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1https://unix.org/whitepapers/64bit.html

sometimes, such as when passing an argument to a new thread
via pthread_start, even necessary. An SMT encoding,
however, cannot implement this without somehow relying on
a different array expression for each type. Therefore, every
pointer used as an array has to have multiple encodings, which
must also be kept in sync when updated.

We propose a solution that integrates directly into ex-
isting Counterexample-Guided Abstraction Refinement (CE-
GAR) [5] frameworks (sparing the complexity of standalone
analyses), while also providing an easy and performant way of
relying on heap information in the abstract state space. We also
extend this approach to handle stack-based arrays, structs, and
references to variables. We also discuss how our approach can
be integrated with analyses relying on a dependency relation
among transitions (e.g., partial order reduction).

II. INFORMAL EXAMPLE

Consider the program in Fig. 1. The variant in Fig. 1a
declares two variables a and b, both initialized to 0, then
based on a nondeterministic choice (such as user input) sets
the pointers c and d to each point to different ones. Afterwards,
the program sets the memory location at address c to 1, and
the memory location at address d to 2. It is required that at
least a or b has the value 1, because we know that

1) c points to a or b, and
2) d cannot alias c, thus cannot overwrite the value 1.
Therefore, we expect a program analysis verdict of safe.

A. Model Checking without Abstraction

First, we construct a second variant of the same program
Fig. 1a, seen in Fig. 1b – a and b are now pointers themselves,
initialized to unique memory address via the call to malloc,
and instead of references to a or b, c and d simply alias exactly
one of them, each. The requirement is the same: at the memory
location pointed to by either a or b, we must find the value 1.
The advantage of this form is the lack of the & (reference)
operator, thus we only need to handle the * (dereference)
operator when we encode the data flow in an SMT formula.

Then, we construct a Control Flow Automaton (CFA) [6]
seen in Fig. 42 where we also show the CFA of the program
in Fig. 2 (shown in a different color on the edges), which
is functionally the same as Fig. 1b but with a single stack-
allocated array and two literal offsets instead of a and b. a, b,

2We show the CFA in a partial Large Block Encoding (LBE) [7] for
readability, but single block encoding or full LBE could also be used
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1 i n t a ;
2 i n t b ;
3 a = 0 ; b = 0 ;
4 i n t cond = nondet ( ) ;
5 i n t * c = cond?&a :&b ;
6 i n t *d = ! cond?&a :&b ;
7 * c = 1 ;
8 *d = 2 ;
9 a s s e r t ( a = = 1 | |b==1) ;

(a) Before preprocessing

1 i n t *a = malloc ( ) ;
2 i n t *b = malloc ( ) ;
3 *a = 0 ; *b = 0 ;
4 i n t cond = nondet ( ) ;
5 i n t * c = cond ? a : b ;
6 i n t *d = ! cond ? a : b ;
7 * c = 1 ;
8 *d = 2 ;
9 a s s e r t (* a = = 1 | |* b==1) ;

(b) After preprocessing

Fig. 1: Program showcasing pointer aliasing

1 i n t arr [ 2 ] ;
2 arr [ 0 ] = 0 ;
3 arr [ 1 ] = 0 ;
4 i n t cond = nondet ( ) ;
5 i n t c = cond ? 0 : 1 ;
6 i n t d = ! cond ? 0 : 1 ;
7 arr [ c ] = 1 ;
8 arr [ d ] = 2 ;
9 a s s e r t (

arr [ 0 ] = = 1 | | arr [ 1 ] = = 1 ) ;

Fig. 2: Aliasing via offsets

1 ( dec lare−fun d e r e f ( I n t I n t I n t ) I n t ) ; ( p t r , o f f s e t , i d x ) −> v a l u e
( dec lare−fun arr ( ) I n t ) ( dec lare−fun c ( ) I n t ) ( dec lare−fun d ( ) I n t )
( dec lare−fun cond ( ) Bool ) ; havoc cond

2 ( a s s e r t ( = arr 1) ) ; u n i qu e a r b i t r a r y a d d r e s s
3 ( a s s e r t ( = ( d e r e f arr 0 1) 0 ) ) ( a s s e r t ( = ( d e r e f arr 1 1) 0 ) )
4 ( a s s e r t ( = c ( i t e cond 0 1) ) ) ( a s s e r t ( = d ( i t e ( not cond ) 0 1 ) ) )
5 ( a s s e r t

( l e t ( ( idx1 ( + 1 ( i t e ( = c 1) 1 ( i t e ( = c 0) 1 0 ) ) ) ) )
( l e t ( ( idx2 ( + 1 ( i t e ( = d c ) idx1 ( i t e ( = d 1) 1 ( i t e ( = d 0) 1 0 ) ) ) ) ) )

( and ( = ( d e r e f arr c idx1 ) 1 ) ; p r e v i o u s i d x + 1
( = ( d e r e f arr d idx2 ) 2 ) ; p r e v i o u s i d x + 1

6 ( l e t ( ( idx3 ( i t e ( = 0 d ) idx2 ( i t e ( = 0 c ) idx1 1) ) ) )
( l e t ( ( idx4 ( i t e ( = 1 d ) idx2 ( i t e ( = 1 c ) idx1 1) ) ) )

( or ( = ( d e r e f arr 0 idx3 ) 1 ) ; p r e v i o u s i d x
( = ( d e r e f arr 1 idx4 ) 1 ) ) ) ) ) ) ) ) ; p r e v i o u s i d x

Fig. 3: SMT-encoding of Fig. 2 over the trace from 0 to F in Fig. 4
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a := 1, b := 2
arr := 1

(deref a 0) := 0, (deref b 0) := 0
(deref arr 0) := 0, (deref arr 1) := 0

havoc cond , c := (ite cond a b),
d := (ite (not cond) a b)

havoc cond , c := (ite cond 0 1),
d := (ite (not cond) 0 1)

(deref c 0) := 1 (deref d 0) := 2
(deref arr c) := 1, (deref arr d) := 2

[(deref a 0) = 1 ∥ (deref b 0) = 1]
[(deref arr 0) = 1 ∥ (deref arr 1) = 1]

[else]

Fig. 4: CFA of Fig. 1b and Fig. 2

ptr off idx (deref ptr off idx)

1 0 1 0
1 1 1 0
1 0 2 1
1 1 2 2

Fig. 5: One of the models for deref in
Fig. 3 (final results in bold)

and arr are initialized to unique but unimportant values (here
we used a small natural number for each), representing the
memory address. For the dereferences in both cases (either
via the * or the [] operator), we use an uninterpreted SMT
function deref, taking two values: a basis pointer address
and an offset. For ∗a and ∗b in Fig. 1b the bases are unique
addresses returned by malloc and the offsets are 0, while
for arr [0] and arr [1] in Fig. 2 the bases are the same (arr ),
and the offsets are 0 and 1.

Because the programs are safe, encoding the path from
the initial location to the error location should be UNSAT,
therefore, for demonstration purposes, let us encode the path
to the final location instead in Fig. 3, which should be SAT.
We use the array variant in Fig. 2.

After the function declarations in line 1, we assign a unique
arbitrary address (here, 1) to arr in line 2. Then based on the
nondeterministic value of cond, we set the values of c and d
to either 0 or 1 in line 4. The writes to arr are encoded in
line 5, and the reads for the assert are encoded in line 6.

Notice using a three-parameter deref in the SMT encoding
instead of the two-parameter one in the CFA. The idea is
similar to the static single assignment (SSA) [8] used for
regular variable encoding for SMT queries: constants are
created by associating indexes with variable usages, where
each time a variable is updated, its corresponding index is
incremented. This allows us to reason about changing values at
a memory address, rather than a constant. We encode this index
symbolically in the third (index) parameter of the deref

function. In line 3, we know that the array updates are the
first in the program, therefore we can use a literal 1 index. In
line 5 however, we do not know if arr[c] overwrites arr[0] or
arr[1], so we must construct an expression that evaluates to the
correct index instead of a literal. We use the parameter idx1
for this, which must be 1 greater than the previous index,
because we overwrite the value. The previous index is 1 if
c = 1 or c = 0. Otherwise, the previous index is 0, referring
to the uninitialized memory at the beginning of execution.
We can also construct idx2 the same way, but we must also
consider the case where d = c, in which case the previous
index is idx1. We use the same logic to construct idx3 and
idx4 in line 6, but we do not increment the previous indices
because these are read accesses.

By querying an SMT solver with the input in Fig. 3, we can
retrieve a model for the deref function (see Fig. 5). Each
entry in the table refers to a value in the memory throughout
the execution of the program, and entries with the highest idx
value for any given (ptr, off) pair represent the last write to
the specific memory address, thus representing the state of the
memory at the end of execution.

B. Model Checking with Abstraction
Instead of using a monolithic SMT formula to represent

a trace in the program, we can rely on abstraction to reason
about the reachable state space of the program. Let us consider
the same program in Fig. 2, using predicate abstraction [6]
with the predicates {arr[0] = 1; arr[1] = 1; c = d; 0 ≤ c, d ≤
1} and explicit location tracking.
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Fig. 6: Integration into abstraction frameworks. Labels denote
example subexpressions in the in- and output of the abstractor.

L0
⊤

L1
⊤

L2
(deref arr 0) ̸= 1
(deref arr 1) ̸= 1

L3
(deref arr 0) ̸= 1
(deref arr 1) ̸= 1
c ̸= d, 0 ≤ c, d ≤ 1

L4
(deref arr 0) = 1
(deref arr 1) ̸= 1
c ̸= d, 0 ≤ c, d ≤ 1

L4
(deref arr 0) ̸= 1
(deref arr 1) = 1
c ̸= d, 0 ≤ c, d ≤ 1

LF
(deref arr 0) = 1
(deref arr 1) ̸= 1
c ̸= d, 0 ≤ c, d ≤ 1

LF
(deref arr 0) ̸= 1
(deref arr 1) = 1
c ̸= d, 0 ≤ c, d ≤ 1

Fig. 7: ARG for Fig. 2 with Π ={(deref arr 0) = 1;
(deref arr 1) = 1; c = d; 0 ≤ c, d ≤ 1}

We assume we can rely on an existing predicate abstractor
(that takes a state, a transition, and a precision and returns
a list of successor states), and only create a pointer analysis
adapter that patches the input and output of that abstractor, as
seen in Fig. 6.

Because we want to represent the state of the memory
in each abstract state, we use 0 as the index to the three-
parameter deref in the state labels, and re-start indexing in
every successor state calculation. Therefore we do not need
to adapt the state’s expression when invoking the abstractor.
We do need to patch the transition, however, because on
the labels of the CFA all deref calls had two parameters
only. We calculate a suitable index for every dereference as
demonstrated in Fig. 3, and pass it to the abstractor. We do
not use dereferences preceding the input state in the index
calculation, only those that come afterward – should a read
not find a suitable previous write in the transition, it will read
the 0-index value included in the state.

We also insert an additional read access at the end of the
transition for every dereference present in the precision, thus
querying the resulting values in the memory, including those
(patched to use 0 as indices) in the next states when the truth
value of a predicate is established.

Using this method, we can construct the abstract reachability
graph (ARG) [6] in Fig. 7 containing no reachable abstract
error state. We can thus conclude that the program is safe.
Had we found an abstract counterexample, we would have
checked its conretizability to avoid spurious results by using
the approach in Sect. II-A. If a spurious counterexample is
reached, we refine the precision using its refutation (e.g., via
interpolation), remembering to remove the indices from all

dereferences.

C. Advantages of Deref

While the presented encoding is similar to other pointer
handling techniques, our approach combines and extends their
advantages as follows:
Performance We only keep track of ”interesting” abstract

places in the memory (ensured by precision refinement)
Precision We can rely on precise aliasing information (similar

to dedicated analyses [4]) but only when deemed neces-
sary by the refiner, thus sparing overly detailed tracking

Array polymorphism Arrays can be polymorphic and re-
quire no explicit conversion when placing different types
in an array (a trait of uninterpreted SMT functions)

Flat struct support Due to the aforementioned polymor-
phism, structs can be modeled as arrays, even when
containing elements of different types

To expand on the struct support and polymorphism, con-
sider a mapping from struct A{char c; float f;}
to the deref function. While structs by themselves can be
mapped to individual variables via a preprocessing step, when
combined with pointers (especially when arrays-of-structs are
used), this transformation can be hindered. Therefore, we deal
with structs as if they were polymorphic arrays themselves.
When accessing a value, the base pointer can be an abstract
memory location a, and the offset can be the index of the field
in the type (1 for c and 2 for f). Because these indices never
change, (deref a 1) will always refer to a 1-byte bitvector,
and (deref a 2) a single-precision float. Special care needs to
be taken in cases when the semantics of the source language
(such as C) passes the struct by value rather than by pointer
or reference, as a deep copy of the values must be made in
these cases (so that any modification will not be reflected in
the original struct).

III. ASSUMPTIONS AND CONSEQUENCES

We assume the following about the input program.
a) Program Traits: We assume the input is a control flow

automaton (CFA) [6] with variables V = {v1, v2, . . . , vn}
over domains Dv1 , Dv2 , . . . , Dvn , locations L, and edges
E ⊆ L × Ops × L, where Ops can have assume(expr),
assign(expr lhs , expr rhs), and havoc(v ∈ V ) instructions for
guards, variable updates, and nondeterministic value assign-
ments, respectively. Sequential combination of operations are
permitted in the complex operation seq(op1, ...), which is a
shorthand for a sequence of edges and locations with individ-
ual operations. Domains of variables are subsets of domains
in SMT. Expressions can be variables, literals, and domain-
specific operations over expressions. Besides conventional
operators, we also use a distinguished binary operator deref,
which maps a base pointer and offset pair to an in-memory
value. Pointers and offsets are integers. Conventionally, the
left-hand side of assignments could only be variable refer-
ences, but we allow deref expressions as well, to facilitate
address-based updates. While executing, the state of the CFA
is identified by a valuation over V , the current location l ∈ L,



and the state of the global memory, given by a collection of
base-offset-value triples (we use a 2D memory model [2]). We
assume that a memory location is identified uniquely by its
base- and offset (an array cannot “index into” another array).

b) Pointer Semantics: We further assume that input pro-
grams follow the C standard [9] for pointer-, array- and heap-
manipulating instructions. Furthermore, all memory accesses
are correct, because our primary goal is answering error state
reachability queries, for which we can assume no undefined
behaviour may occur on trajectories leading up to the error
state. Therefore we use no bounds-checking, nor do we check
for invalid free usages.

c) Eliminating References: We rely on the CFA not con-
taining variable references, provided by a pre-transformation
step that transforms all referred variables to dynamically
allocated 1-element arrays. Therefore, references will become
variable accesses (see Fig. 1), and previous variable accesses
will become dereferences. Because variables can only be
referenced a finite amount of times, this pre-transformation
step is always possible, and we can always rely on the CFA
not containing any references.

d) Transforming Dereferences: During analysis (i.e., cal-
culating successor states from a state and a CFA edge), we
transform the binary deref instruction to ternary deref
expressions for the SMT solver. The third argument is an
index. The index 0 refers to the value in memory before any
known writes (either uninitialized, or referring to the value
in the previous state). A lower-index deref expression is
considered overwritten by a higher-index one, if their base
and offset values match. Indices are incremented when the
corresponding deref expression is present on the left-hand
side of an assignment. The highest index expression will
appear in the successor state as the in-memory value for the
corresponding base and offset.

e) Considerations for Dependency-Based Analyses: Al-
gorithms used for the verification of concurrent software often
require identifying dependency between interacting program
operations from different threads [10]. Without pointers, this
can be easily performed by a syntactic check on shared
variable accesses. However, with pointers, this is insufficient:
we also have to check if the operations access the same
memory location. Since we may not know the exact basis and
offset values of parallel memory accesses, we can use an SMT
solver to decide whether they can point to the same memory
location provided the information in the current (abstract)
state. This is potentially a very expensive operation, but can
provide accurate information in the abstract state space. A
possible alternative is to use a safe overapproximation, like a
static points-to analysis [11], which can detect dependencies
of CFA edges as a pre-processing step.

IV. PRACTICAL EVALUATION

To evaluate the proposed approach, we developed a proof-
of-concept implementation in the THETA model checking
framework [6]. We introduced an adapter layer between the
XCFA frontend [12] and the CEGAR backend [6], which

0 50 100 150
1s

10s

100s

PRED BOOL
PRED CART

EXPL
P. BOOL (havoc)
P. CART (havoc)

EXPL (havoc)

Fig. 8: Quantile plot of results

implements the necessary transformations of the expressions
exchanged between the two regarding pointers. We aimed to
answer the following research questions:
RQ1 For verification tasks containing pointers, can the pro-

posed approach solve more tasks than using the havoc
memory model (where all reads are nondeterministic)?

RQ2 For verification tasks containing pointers, which abstract
domain is better: explicit value, or predicate analysis?

Answering RQ1 helps in establishing the rationale for
implementing the pointer analysis extension for the abstractor.
With the havoc memory model, all reads are nondeterminstic,
thus they force coarser abstraction and may hinder safety
proofs. Answering RQ2 can result in suggestions for potential
users on abstract domain choice when faced with verification
problems containing pointers.

To facilitate the experiments, we selected 633 error label
reachability tasks containing pointers from the sv-benchmarks
repository3 which can be parsed by THETA. We ran THETA
with predicate and explicit value abstraction, using sequential
interpolation in the refinement step [6]. We executed these tests
on 2 dedicated AMD EPYC 7352 cores each, with 16GB of
memory and 5 minutes of timeout. We used BENCHEXEC [13]
for precise resource measurements. The results can be seen in
Fig. 8, with axis x displaying the number of solved tasks and
axis y the time necessary to achieve that many solutions. There
were no incorrect results.

RQ1 and RQ2 can both be answered directly from the
plot: for the explicit value analysis, it is not worth using the
proposed new technique as it presumably introduces such an
overhead that previously solved tasks now become unsolvable
within the time limit. Predicate abstraction with the new
approach, however, outperforms the havoc memory model
with either abstract domain. Therefore, we can conclude that
there is value in implementing the technique for predicate
abstraction-based analyses. However, the performance differ-
ences between the two predicate abstraction strategies require
further investigation.

For the explicit value analysis, we theorize that the lack
of explicit memory state value information leads to the di-
minished performance. Therefore, we will attempt to realize
this addition to the explicit abstract domain in the future, and
re-evaluate the proposed approach.

3https://gitlab.com/sosy-lab/benchmarking/sv-benchmarks

https://gitlab.com/sosy-lab/benchmarking/sv-benchmarks/-/commit/0ea9290d64d1cb37e56b525caacac0c3aaac8015
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