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Chapter 1

Introduction

Nowadays the quick spread and size growth of drones require the use of redundant systems.
The angular rate sensors have an important role in the control of drones, therefore fast
fault detection is needed for the safety of people and properties. Most drones are equipped
with a camera to perform various functions (e.g., video capturing, goggles) therefore it is
convenient to use for the detection of sensor errors.

The aim of my research was to estimate the yaw rate from a gimbal-stabilized downward-
looking camera’s images with the help of optical flow and to detect artificially generated
sensor faults on real flight data using the obtained angular rate.

First, the equations were derived, which establish the relation between the optical
flow and the velocities of the aerial vehicle with the help of the pinhole camera model.
These equations were previously derived for a fixed-wing unmanned aerial vehicle with a
mostly forward looking tilted camera placed ahead of the center of gravity. I present the
actualization of these equations for the current problem in the first part.

The definition of optical flow is presented in the second part. To calculate the optical
flow, it is necessary to find the same feature points on several consecutive frames. However,
due to the use of approximating methods, it is important to filter out outliers and incorrect
pairings, for which forward-backward optical flow calculation is used. The obtained optical
flow and the equations derived in the previous section can be used to estimate the yaw
rate.

In the last part, I describe the examined sensor faults, the fault detection method
and results. These faults were generated on real flight data and a counter and threshold-
based fault detection method is presented. For this method, the angular rate calculated
from the camera image and the measured angular rate were compared, using the data
of two separate sensors, one of which contains the generated faults. This comparison is
evaluated in every time step, and if the result is above a certain threshold, then the value
of a counter is increased. If it is not, then it is decreased by a predetermined value. If the
counter reaches a certain threshold then a fault can be declared and from this point on,
we consider the sensor to be faulty.
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Chapter 2

Optical flow equations in the camera
coordinate system

In this chapter the connection between the camera image and the feature points detected
from the environment are presented. The equations in this chapter were first derived by
Joseph J. Kehoe et al. in their work [1] where they also demonstrated multiple methods to
solve the obtained equations. Based on their achievement Szabolcs Kun and Peter Bauer
introduced an approximate two step linear solution [2] and in their subsequent work [3]
they showed that the equations are applicable for sensor fault detection. The main goal
of my present work is to analyze the equations applicability for yaw rate fault detection
considering real flight data and real camera images.

2.1 Coordinate frames

To understand how the vehicle moves related to the feature points in the surrounding
environment, first the definition of the coordinate frames is required. The applied coor-
dinate frames are shown in Figure 2.1. Throughout my work three coordinate frames are
considered:

• Earth coordinate frame:

Also called as North-East-Down coordinate system. This frame is fixed to the earth
surface and its xe axis points towards the geodetic north (N) (also known as true
north, the most northern point of the ellipsoid), ye axis towards the geodetic east (E),
and ze axis points directly down (D) towards the centre of the Earth (perpendicular
to the tangent plane).
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Figure 2.1: The applied coordinate systems.

• Body coordinate frame:

The body coordinate system is fixed to the center of gravity (CoG) of the aerial
vehicle, its xb axis points towards the front of the vehicle, yb axis points to the right
side of the vehicle and zb axis points downwards.

• Camera coordinate frame:

This coordinate system is fixed to the camera sensor. In which we can interpret the
information provided by the camera, for example we can calculate the optical flow
in this frame. The xc axis points towards the right of the vehicle, yc to the rear of
the vehicle, and zc downwards. Its position in the body frame is described by the
∆B vector, which shows that the camera is mounted approximately vertically below
the CoG (∆B = [0.0285 − 0.0115 0.175] [m]).

2.2 Transformations

To obtain a more simple form of the equations later on, they are derived in the camera co-
ordinate system. Therefore the body velocity, body angular rate and the camera position
(∆B) vectors are transformed to the camera frame determined by the Z-Y-X Euler angle
rotations. This means three successive rotations with the Euler angles which are the yaw
angle (Ψ), pitch angle (Θ) and roll angle (Φ). These angles describe a fixed sequence of
rotations, the first rotation is about the z axis with the yaw angle, the second is about
the y axis with pitch angle and the last rotation is about the x axis with roll angle.

TΨ =

 cosψ sinψ 0

−sinψ cosψ 0

0 0 1

 TΘ =

cosθ 0 −sinθ
0 1 0

sinθ 0 cosθ

 TΦ =

1 0 0

0 cosϕ sinϕ

0 −sinϕ cosϕ

 (2.1)
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2.2.1 Transformation between the body and camera frame:

The velocity and the angular rate are measured in the body frame. In order to transform
them into camera frame first transformation to earth frame has to be executed, which can
be realized with the following transformation matrix:

TEB = (TBE)
T = (TΦ · TΘ · TΨ)T (2.2)

Following that, transformation from earth to camera system has to be carried out.
However the camera is vertically stabilized by a gimbal. Therefore, during earth-camera
transformation, we only need to transform with Φg gimbal roll and Θg gimbal pitch angles,
so that the effect of Ψ yaw angle rotation is the same as for the drone. However, the xc
axis points towards the right of the vehicle and yc towards the rear of the vehicle, and
this corresponds to a 90 degree rotation around the z axis. Thus after the transformation
with the yaw angle another multiplication with T90◦ is necessary.

T90◦ =

 cos(90◦) sin(90◦) 0

−sin(90◦) cos(90◦) 0

0 0 1

 =

 0 1 0

−1 0 0

0 0 1

 (2.3)

TCE = T90◦ · TΨ (2.4)

As a conclusion, the body to camera transformation matrix resulting in the following
form (2.5).

TCB = TCE · T g
EB (2.5)

According to (2.5) the vb velocity vector, the ωb angular rate vector and the ∆B

position vector can be expressed in the camera system.

vC = TCB · vB (2.6)

ωC = TCB · ωB (2.7)

∆C = TCB ·∆B (2.8)
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2.3 Pinhole camera model

The main task of a digital camera is to create a 2 dimensional image from our 3 dimensional
world. The most simple camera model is the pinhole camera (camera obscura). The
pinhole camera model defines the mathematical relationship between the coordinates of
a spatial point (later called feature point) and its projection onto the image plane of the
camera.

Figure 2.2: Projection of point m to the cameras image plane. [1]

The origin of the camera coordinate system is in the camera’s focal point. The camera’s
image plane is perpendicular to the principal axis. The distance between the origin and
the image plane is called the focal length and it is measured along the principal axis [4].
Position of the i-th feature point is described by the (ηi = [η1i η2i η3i]

T ) vector. The
projection of this point on the image plane is denoted by the (µi νi) coordinate pair. The
projection is described by the following equations [3]:

µi = f
η1i
η3i

(2.9)

νi = f
η2i
η3i

(2.10)

2.4 Feature point dynamics

Optical flow can be interpreted as the velocity of the feature point’s projection on the
image plane. Hence differentiating the pinhole camera model, (2.9) and (2.10) equations
with respect to time, the optical flow can be obtained. After performing the differentiation,
the (2.11) system of equations is acquired [1], in which (µ̇i ν̇i) coordinate pair denotes the
optical flow and η̇Ci is the velocity of the feature point expressed in the camera coordinate
system. [

µ̇i

ν̇i

]
=

f

η23i

[
η3i 0 −η1i
0 η3i −η2i

]
η̇Ci (2.11)
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The (µ̇i ν̇i) coordinate pair can be acquired from the image data, if its possible to detect
the feature points on two consecutive frames. In this case the position of the feature points
on the image plane can be determined and the optical flow can be calculated with the
help of numerical algorithms (see in Chapter 3).

The velocity of the i-th feature point can be determined by the (2.12) equation [3].

η̇Ci =
[
−I3 |

[
∆C×

]
+
[
ηCi ×

]] [V C

ωC

]
(2.12)

In (2.12) the negative 3x3 identity matrix (−I3) originates from the phenomenon that
in which direction the drone moving the feature points will move in an opposite direction
on the camera’s image plane. For example when the drone moves forward the feature
points move backward.

2.5 Equations

Substituting (2.12) to (2.11) and expressing it, results in the following system of equations:

µ̇i =
η2i f r

C

η3i
− f uC

η3i
− f qC +

η1i f w
C

η3i2
− f qC zC

η3i
+
f rC yC

η3i
− η1i

2 f qC

η3i2
+
η1i η2i f p

C

η3i2

+
η1i f p

C yC

η3i2
− η1i f q

C xC

η3i2

ν̇i =f p
C − f vC

η3i
− η1i f r

C

η3i
+
η2i f w

C

η3i2
+
f pC zC

η3i
− f rC xC

η3i
+
η2i

2 f pC

η3i2
− η1i η2i f q

C

η3i2

+
η2i f p

C yC

η3i2
− η2i f q

C xC

η3i2

(2.13)

where (pC qC rC) and (uC vC wC) are the drone’s angular rate and velocity components
respectively, transformed to the cameras coordinate system. (xC yC zC) are the camera
position vector coordinates with respect to the body frame, expressed in the camera
frame. Furthermore (η1i η2i η3i) are the i-th feature point position coordinates in the
camera system, (µi νi) are the i-th feature point coordinates on the image plane and
(µ̇i ν̇i) are the i-th feature point’s velocity (optical flow) on the image plane.
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The (2.13) system of equation contains 6 + 3N unknowns for which there are 2N

equations. However expressing the η1i and η2i feature point position coordinates from
the pinhole camera model, (2.9) and (2.10), and substituting into (2.13), the number of
unknowns can be decreased [3].

η1i =
µi f

η3i
(2.14)

η2i =
νi f

η3i
(2.15)

µ̇i =r
C

(
νi +

f yC

η3i

)
− qC

(
f +

µi
2

f
+
f zC

η3i
+
µi x

C

η3i

)
+ pC

(
µi y

C

η3i
+
µi νi
f

)
+
µiw

C

η3i
− f uC

η3i

ν̇i =p
C

(
f +

νi
2

f
+
f zC

η3i
+
νi y

C

η3i

)
− rC

(
µi +

f xC

η3i

)
− qC

(
νi x

C

η3i
+
µi νi
f

)
− f vC

η3i
+
νiw

C

η3i

(2.16)

Then more assumptions/neglections can be utilized.During the present work it is as-
sumed that the drone fly on a constant altitude and due to the camera frame’s zc axis
coincides with the NED frame’s down axis (because the gimbal holds the camera contin-
uously vertically), therefore the wC velocity component is assumed to be zero (wC = 0).

The uC and vC components are not zero since the drone not only can move to a lon-
gitudinal direction but also can do lateral movement too. This is an important difference
between a fixed winged UAV and a multicopter, in case of a fixed wing UAV we can
assume that vC = 0. Furtermore we assume that besides the yaw rate (rC), the other two
angular rate components are zero (pC = 0, qC = 0). And because the camera is mounted
along the zc axis, approximately vertically under the CoG, the camera position vector’s
xC and yC coordinates can be assumed to be zero (see ∆B vector).

Applying these assumptions/neglections to the (2.16) system of equations results in
the following:

µ̇i = νi r
C − f uC

η3i
(2.17)

ν̇i = −µi r
C − f vC

η3i
(2.18)

The obtained system of equations contains only 3 + N unknowns for 2N equations.
Thus, successfully calculating optical flow for at least three feature points, this system of
equations can be solved.
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2.6 Solution for system of equations

The (2.17) and (2.18) establish a nonlinear system of equations, where the unknowns are
rC , uC , vC , η3i. However considering an instantaneous constant ratio between the velocities
uc = kvc results in:

f uC

η3i
= k

f vC

η3i
(2.19)

Expressing f vC

η3i
from (2.18) and substituting into (2.19) the result can be substituted

into (2.17) resulting in:

µ̇i = νi r
C + k µi r

C + k ν̇i (2.20)

This is a bilinear system of equations in which η3i the feature dependent unknown is
eliminated. (2.20) can be solved for rC with an iterative method. In the first iteration k

is considered to be zero then the yaw rate rC is calculated with the least square method.
After that the obtained rC is substituted into (2.20) and k is calculated with the least
squares method. In the next iteration the recently calculated k is substituted into (2.20)
and rC is calculated and so on, continuing with the iterations. The number of iterations
were limited to 100. In the case of onboard implementation a convergence criterion should
be applied to eliminate unnecessary calculations but in this offline calculation all 100 steps
were executed, which proved to be sufficient.

2.7 Singularity examination

In (2.19) equation (k = uC

vC
) can lead to singularity if vC is zero or close to zero. Figure 2.3

shows the k values calculated from the sensor data of Flight1 (flight details are presented
in the next Chapter 3), in which the zero crossings of vC cause large spikes. Note that in
Figure 2.3 k is divided by 100.

45 50 55 60

Time [sec]

-3

-2

-1

0

1

2

3

k from mesured data (divided by 100)

vc velocity component

Figure 2.3: k values calculated from the sensor data of Flight1
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The detection of these singularities were an important task in this work. In the (2.18)
equation if vC value is zero then (µi r

C + ν̇i = 0) can be written. Substituting this into a
reordered version of (2.20) it can be seen that both sides of (2.21) has to be a zero vector.

µ̇i − νi r
C = k (µi r

C + ν̇i) (2.21)

Calculating the Frobenius norm of both sides of (2.21) will show that, these are not
zero vectors. This is mainly due to disturbances and noises caused by pixel faults and
gimbal angle measurement uncertainties, therefore their norms will not be close to zero
even when vC is zero or close to zero. Figure 2.4 shows the Frobenius norms of both sides
of (2.21).
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(a) Value of norms throughout the whole flight.
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(b) Figure 2.4a zoomed between 650 and 1100 steps

Figure 2.4: The Frobenius norms of (2.21) equation’s both sides.
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Figure 2.5: The k values calculated from optical flow and measured data

As a result of these noises, singularities did not appear in the calculations. The
k values, calculated with the iterative method are plotted together with the k values,
calculated from the measured data are shown in Figure 2.5. Note that in Figure 2.5 k

is divided by 100 for better visibility purposes. As a result, it is not necessary to detect
singularities.
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Chapter 3

Video Processing
The aim of this chapter is to obtain µ̇i, ν̇i, µi, νi values for equation (2.20). Bauer and
Kun [3], simulated UAV flight data in MATLAB and then they exported it to Unreal-
Carla, in which they simulated multiple different environments (like city, forest). They
created camera images in Unreal-Carla on which they applied the previously mentioned
two step linear method and compared the results with the MATLAB simulation data.
Throughout their work the incorrect matches between the tracked points caused uncer-
tainties in the estimation of the angular rates. To eliminate these incorrect matches a
backward optical flow was used.

3.1 Flight test trajectories

Figure 3.1: Trajectories of multicopter drone flights above ZalaZONE Smart City

For cost efficiency, two flight test trajectories were considered from another project (see
[5]). These trajectories were acquired by a DJI M600 multicopter equipped with downward
looking camera. The trajectories are shown in Figure 3.1. The first flight (Flight1) is a
faster (∼ 6m/s) large square route with longer turns (∼ 6sec) with a moving car in the
camera’s field of view. The second flight (Flight2) is a slower (∼ 1m/s) small square route
with shorter turns (∼ 4sec) without a car in the camera’s filed of view.
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3.2 Oriented FAST and Rotated BRIEF

The goodFeaturesToTrack (Shi-Tomasi corner detector) applied in [3] wasn’t able to detect
enough feature points on real camera images with 10FPS sampling rate (see Figure 3.2).
Therefore to detect and describe feature points, the ORB (Oriented FAST and Rotated
BRIEF) function - implemented in the OpenCV library - was used. An alternative method
could be the SIFT or SURF algorithm but these are patented algorithms, hence ORB was
applied in this work. The ORB function finds the feature points on every level of a multi
level image pyramid with the help of the FAST corner detector algorithm. After that,
with the use of BRIEF algorithm it creates the description of the feature points. ORB
was used with the following parameters, image pyramid with one level and the number of
feature points were maximized in 600.

Figure 3.2: Feature points detected by Shi-Tomasi corner detector.

Figure 3.3: Feature points detected by ORB detector.
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The main concept of the FAST algorithm is that, it is analyzing p pixel’s environment,
a circle which consists of 16 pixels with a radius of 3 pixels. All of these 16 pixels then are
classified into one of the following two groups. Brighter than p plus a certain threshold t
or darker then p minus a certain threshold t. If at least N pixels are darker then (p− t)
or N pixels are brighter than (p+ t), then it is detected as a feature point.

The BRIEF descriptor converts the detected feature points into a binary vector which
contains only ones and zeros. Its advantage is that SIFT and SURF algorithms using
floating point numbers to describe the feature points until the BRIEF is using binary
numbers and this in fact helps with saving memory and computation time.

3.3 Lucas-Kanade method

After detecting and describing the feature points, the next step is to track these features
on the successive images. Optical flow (OF) is a motion detection method that can be
used to accomplish this task. Its main task is to define a vector for each feature point
that is proportional to the movement of the point between two successive images. This
requires the images to be processed one by one from the video.

The OpticalFlowPyrLK function - implemented in the OpenCV library - was used with
the following parameters. The kernel size is 9x9, use an image pyramid with maximum 7
levels, maximum number of iterations is 10 and epsilon is 0.03.

Figure 3.4: Filtered feature points.
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With the help of optical flow it is possible to find the location of the feature points
on the (k + 1)-th frame, that were previously detected by the ORB on the (k)-th frame.
However, there are cases when these pairings are incorrect because of pixel intensity
changes or too large movements between the two images. To eliminate incorrect matches
between the tracked points, as a backward OF, OpticalFlowPyrLK was applied on the
(k + 1)-th feature points to find them on the (k)-th frame.

A threshold was applied based on the Euclidean distance between the points detected
by the ORB and the points calculated from the backward OF. If the distance between the
points exceeds the threshold than the incorrect matches are removed and not considered
in the calculations later on. This helped to have a better angular rate estimation. Figure
3.4 shows the removed features with cyan blue. Due to the camera lens, a barrel distortion
correction was applied on the feature points before OF calculation.

After finding the locations of the features on the (k + 1)-th frame and filtering out
the incorrect matches, the optical flow can be calculated with the help of numerical
differentiation [3]:

µ̇i ≈
µi(k + 1)− µi(k)

∆t
, ν̇i ≈

νi(k + 1)− νi(k)

∆t
(3.1)

where ∆t is the time interval between the two consecutive frames.
By doing so the µ̇i, ν̇i, µi, νi values for (2.20) equation are determined. Substituting

these into (2.20) and solving with the method shown in Section 2.6 will result in the
following (see Figure 3.5 and Figure 3.6).
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Figure 3.5: Comparison of measured and estimated yaw rate of Flight1
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Figure 3.6: Comparison of measured and estimated yaw rate of Flight2

The method gave good estimation for the yaw rates but in Figure 3.5a it can be seen
that at the two higher speed turning (58s and 110s) it over estimates the angular rates.
However this can be saturated if it is known to what maximum angular velocity the drone
is limited to.
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Chapter 4

Sensor fault detection

In the last chapter, I describe the considered sensor faults, the fault detection procedure
and I present the results of its application.

4.1 Angular rate sensor fault types:

Guillermo Heredia et al. in their work [6] they present an autonomous model helicopter’s
typical sensor fault types where a detailed description of angular rate sensor errors can
be found. Based on [3], four types of sensor faults were considered:

1. Total sensor failure: The sensor gives 0 as its output after the fault occurs.

2. Stuck with constant value sensor failure: The sensor gives the last value as constant
output after the fault occurs.

3. Additive-type sensor failure: A constant A rad/s added to the measured value.

4. Multiplicative-type sensor failure: Sensor output is 100+P% of the measured value.

4.2 Fault detection method

The DJI M600 multicopter drone has 3 independent angular rate sensors, from these,
sensors 1 and 2 were considered. The sensor faults listed above were generated on the
data of sensor 2 representing the faulty sensor. Sensor 1 was kept as a reference for an
error free sensor because it is important not to detect an error free sensor as a faulty
sensor. Note that the noise and bias characteristics of the two sensors are different so
they never perfectly cover each others output. Throughout the tuning and testing two
different flight data sets were used which were shown in Figures 3.5 and 3.6. Ahmet Arda
Ozdemir et al. in [7] applied a counter-based residual thresholding fault detection method
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in which they are using counters and residuals to detect wind turbine faults. Also in their
work a detailed description of this method can be found.

In essence, the basis of this method is to form a residual between the angular rate
estimated from the optical flow rOF and the angular rate measured by the sensors (see
(4.1)).

e1/2 = rsensor1/2 − rOF (4.1)

If this residual exceeds the threshold (Tol1) than the sensor’s counter is incremented
with the up-count amount (U), if not, the counter is decremented by the down-count
amount (D) considering a 0 lower bound for the counter. These values (U and D) do not
necessarily have to be equal. For the counter a fault declaration threshold (Tol2) can be
introduced and if the counter reaches this threshold then a fault can be declared.

4.3 Tuning of threshold values

The Tol1 will determine the sensitivity of the fault detection, which is the smallest devi-
ation that still can be detected. Tol2 will help to suppress the false alarms caused by the
noise. The benefit of using this counter-base residual thresholding is that it can detect
smaller faults compared to a simple threshold.

Tuning is a compromise because the noise on the residuals can cause false alarms if the
noise are bigger than Tol1, i.e. detecting sensor faults while there is no real error. The
other unfavorable case is when the measure of the fault is smaller than Tol1, this will result
in missed detections i.e. not detecting a fault while the sensor is faulty. Therefore the task
of finding the optimal Tol1 is a trade-off between the false alarms and missed detections.
Tamas Grof and Peter Bauer in their article [8] are solving a similar optimization task.

Based on [8], a probability (P (data > Tol1|no error) is defined which expresses how
many times the residuals exceeds Tol1 while the sensor is fault free (false alarm (FA)). On
the other hand, another probability is defined P (data < Tol1|error) which expresses, how
many times the residuals do not exceed Tol1 while the sensor is faulty (missed detection
(MD)).

To obtain MD probability (P MD), stuck with constant value fault was generated on
the data of sensor 2 with smaller (Flight1: 11.18◦/s Flight2: −9◦/s) and higher (Flight1:
−29.3◦/s Flight2: 23.45◦/s) error values.
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Figure 4.1: Residual histograms of Flight1 with different errors. (Sensor 1 is the faulty
sensor, sensor 2 is the fault free sensor)

The total sensor failure was not considered during the tuning, because its residual is not
distinguishable from the fault free sensor’s residual. This can been seen in Figure 4.1 which
shows that the residual histogram with the total sensor type failure can be overlapped with
the fault free sensor’s residual histogram. When there is no turning the lack of excitation
can prevent the detection of small stuck errors while at the same time sensor noise can
give false alarms. To eliminate this P (data < Tol1|error) and (Pdata > Tol1|no error)
were calculated only when the measured signal exceeds 4◦/s denoting this threshold as
angularTHS. This value was obtained experimentally by calculating the curves (like Fig.
4.2) for multiple angularTHS values considering the noise on the residuals.
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The probability of (P (data > Tol1|no error) is determined by counting how many
times the error free sensor’s residual exceeds Tol1 on both flights and then divide it by
the number of all time steps (when evaluation was done). The probability P (data <

Tol1|error) can be determined by counting how many times the residuals (containing the
faults mentioned above) exceed Tol1 and then divide it by the number of all time steps
(when evaluation was done). Repeating this procedure to multiple Tol1 values between
0◦/s and 34◦/s will give a curve which is shown in Figure 4.2. This figure shows that
increasing the value of Tol1 will lower the ratio of missed detection but it will increase
the ratio of false alarms. The two ratios are equal around 8.37◦/s but I chose Tol1 = 7◦/s

value because in that case the ratio of missed detection is slightly lower while the ratio
of false alarm is higher but with a well selected up-down counter the ratio of false alarms
can be lowered.

Tol2 will make the decision whether the sensor has a failure or not. The decisions can
be classified into 4 groups:

1. True Positive (TP): When the sensor is faulty and judged as faulty.

2. False Positive (FP): When the sensor is fault free and it is judged as faulty.

3. True Negative (TN): When the sensor is fault free and judged as fault free.

4. False Negative (FN): When the sensor is faulty and judged as fault free.

Tol2 was determined with the use of Receiver Operating Characteristic (ROC) curve
[8]. The ROC curve shows the False Positive rate (FPR) with respect to the True Positive
rate (TPR) throughout multiple threshold values (see Fig. 4.3).

FPR is calculated with error-free sensor data by counting how many times the counter
exceeds Tol2 on both flights and dividing it by the sum of false positives and true nega-
tives.

FPR =
FP

FP + TN
(4.2)

To acquire the true positive rate stuck with constant value faults were generated during
turns in 25 different times for both flights individually. The TPR can be calculated by
counting how many times the counter exceeds Tol2 for both flights and divide it by the
sum of true positives and false negatives.

TPR =
TP

TP + FN
(4.3)

19



0 0.2 0.4 0.6 0.8 1

False Positive Rate [-]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

T
ru

e
 P

o
s
it
iv

e
 R

a
te

 [
-]

 (Tol2=34)

Tol2 based detection

Random detection

Figure 4.3: ROC curve to find the optimal Tol2 value.

Both FPR and TPR were calculated with the previously determined Tol1 = 7◦/s only
when the sensor data exceeds angularTHS = 4◦/s and furthermore with U = 1 D = 1

parameters. By repeating calculations (4.2) and (4.3) for all Tol2 values between 0 and
100 will result the following ROC curve (see Fig. 4.3).

The ideal case would be the (0,1) point of Figure 4.3. Which means that the faulty
sensor was always detected and there were no cases when the fault free sensor was judged
as faulty. The main goal is to reach this point with the fault detection method as close as
possible, i.e. the proportion of True Positive decisions should be as high as possible, while
the proportion of False Positive decisions should be as low as possible. The optimal value
for Tol2 can be found by the largest perpendicular distance from the diagonal line, thus
Tol2 = 34 was selected. Where the proportion of False Positive decisions is FPR = 0.0085

and the True Positive decisions proportion is TPR = 0.7408.

4.4 Fault detection results

The fault detection method tuned with previously determined parameters (Tol1 = 7◦/s Tol2 =

34 angularTHS = 4◦/s U = 1 D = 1) was tested on two different flights.
As fault activation two different cases were considered. The steady case means fault

is activated when the angular rate is close to constant and varying case means the fault
is activated before large changes in yaw rate.
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Table 4.1: Fault detection results.

Error type
Flight1
Varying

Flight1
Steady

Flight2
Varying

Flight2
Steady

Total sensor failure 2.17s 5.367s 67.4377s 69.5392s
Stuck with constant value sensor failure 13.795s 5.367s 67.6409s 69.5392s

Additive-type sensor failure 55.677s 59.677s X X
Multiplicative-type sensor failure 51.267s 55.267s 67.5392s 69.5392s

Table 4.1 shows the detection times from the fault activation times in case of successful
detection and X marks the missed detections.

In case of additive-type sensor failure this method was able to detect A = 2.1◦/s and
higher added constant values on Flight1 and with multiplicative-type sensor failure it was
able to detect P = 8% and higher percentages of the measured signal in both flights. The
values in Table 4.1 belong to the smallest value of A and P that could be detected, with
higher deviations the detection times should decrease.

From Table 4.1 I would like to highlight only 3 detections, one fast detection, one
slower but still successful detection and an unsuccessful detection.

The additive-type sensor failure on Flight2 was not detected since the error counter
did not reach the Tol2 value (see Fig: 4.6) within the examined time frame of Flight2
(only a segment of Flight2 was processed) due to the turns short duration and the 10Hz
sampling. Similar happens with the other error types on Flight2, the long detection times
are caused by the short turns from which only the second can drive the counter above Tol2
while there is about 60s between the two rotations (see Fig: 4.5). The fastest detection
of all is shown in Fig. 4.4.
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Chapter 5

Summary

In my work I presented an optical flow based sensor fault detection method applied on
real camera images and real flight data. After introducing the equations that describe
the connection between the optical flow and angular rates of the vehicle, I modified the
system of equations for the case of a gimbal-stabilized camera looking vertically down.
After detailing the solution of the system of equations, I presented the image processing
required to obtain the solution. To detect sensor errors, I applied a counter-base residual
thresholding fault detection method using an error counter and threshold values, which
were tuned by using the ROC curve. After that I artificially generated errors on the real
flight data. With comparing these to the yaw rate that was estimated from the optical
flow I was able to detect various sensor faults. The elaborated method was able to detect
A = 2.1◦/s and higher added constant values in case of additive-type sensor failure, in case
of multiplicative-type sensor failure it was able to detect P = 8% and higher percentages
of the measured signal but with long detection times. In this paper, I only estimated the
yaw rate. The aim of the following work is to estimate all the angular velocity components
and detect sensor faults, on a fixed-wing unmanned aerial vehicle with a mostly forward
looking tilted camera placed ahead of the center of gravity, with using real images and
real flight data. The flaw of this method that it was not able to detect small bias errors,
or sensor stuck at a small value and this is planned to be solved by calculating the Euler
angles from the angular rates and comparing the cumulated rotation with the image-based
results.
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