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ABSTRACT

The current study endeavors to explore the linkages between the
Dark Triad personality traits, namely narcissism, Machiavellianism,
and psychopathy, and the attitudes towards cybersecurity among
university students who are registered in an information security
awareness course. The research involved administering a self-report
questionnaire to 29 students that included queries on the Dark Triad
personality scale and cybersecurity attitudes. The research will use
a mixed-methods approach to analyse the data, including quantita-
tive such as descriptive statistics, cross-tabulation analysis, cluster
analysis. The findings of this study may offer insights that could
aid in the development of customized information security training
programs and the enhancement of cyber threat management.

CCS CONCEPTS

« Security and privacy — Human and societal aspects of security
and privacy; Social aspects of security and privacy; Human and
societal aspects of security and privacy; Social aspects of security
and privacy; « Applied computing — Law, social and behavioral
sciences; Psychology.
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1 INTRODUCTION

The advent of Information and Communication Technologies (ICTs)
has significantly altered the security risks, often introducing un-
precedented types of risks that are particularly relevant to the
public sector. Students enrolled at the Ludovika University of Pub-
lic Service hold a unique position in this regard, as they are likely to
pursue careers in public administration, law enforcement, defense,
or national security organizations upon graduation - or may al-
ready be employed in one of these organizations as correspondence
course students. Subsequently, it is of paramount importance for
education to assume a crucial role in ensuring that students acquire
adequate data and information security awareness.[2] Nevertheless,
the education sector has experienced numerous transformations,
and educators encounter similar challenges irrespective of the sub-
ject matter. The delivery of information security training demands
meticulous attention to detail, primarily because students can get
easily distracted by smart mobile devices, making it challenging to
sustain their attention. This predicament is further compounded if
the course is scheduled in the evening, as students typically spend
the entire day attending classes and are already fatigued. Con-
sequently, despite the presence of interest in the subject matter,
the workload can impede the ability to concentrate on what is
being taught in class. It is important to acknowledge that some
students may not exhibit any interest in the course content and may
only be motivated by the desire to obtain credits or complete the
course. Notably, contemporary teaching approaches rely heavily
on conventional tools such as formal didactic teaching, personal
mentoring, workshops, and modular learning materials. However,
it is discernible that there is a requirement for more individualized
teaching aids, which must encompass moral and ethical consider-
ations in the evaluation process. This distinction is particularly
relevant in the case of ethical hacking in comparison to cracking.
Over the past few decades, numerous studies have identified cor-
relations between personality traits, internet use patterns, and in-
formation security awareness.[21] [9] [27] For instance, Alexander
Kogan based Cambridge Analytica’s services on the Big Five person-
ality types.[8] [17] The Big Five personality model sorts individuals
into five distinct factor groups - extraversion, agree-ableness, con-
scientiousness, openness, and neuroticism or emotional stability
- based on specific characteristics identified through factor analy-
sis.[23] Our actions on Social Networking Sites, such as our likes,
music preferences, and shared content, contribute to the platforms’
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algorithms profiling us. Extensive research has been conducted
on the correlation between Facebook activity and an individual’s
personality, which has shown that it is feasible to establish a link
between likes and personality using the Big Five personality model.
[15] [13] [4]

Personality traits also play a crucial role in developing infor-
mation security messages and training programs.[29] [18] [26] To
ensure that different personality types not only have a comprehen-
sive understanding of different security standards but also integrate
them into their 1, tailored messages should be crafted for each type.
Password management provides a pertinent example of this, as
many users are aware of the basic principles of good password
creation practices, yet they do not put them into practice. Conse-
quently, the message conveyed in an information security aware-
ness training course should not be the same for all. One approach
that can be adopted is the Deterrence Theory, which Gibbs devel-
oped in 1975. The theory is based on an individual’s cost-benefit
perspective, where they aim to maximize gains and minimize losses.
The theory highlights the role of formal sanctions, which are more
effective when they are severe and larger in size.[11] [16] [28]

Morality is another approach that can significantly influence an
individual’s decision-making through the transmission of ethical
messages. Studies indicate that this approach is also relevant in the
context of information security.[22] [14] A noteworthy message in
this regard is regret, which is premised on an individual’s ability to
evaluate the consequences of their decisions. Avoidance of expected
negative consequences serves as a suitable incentive. Regret has a
significant impact on an individual’s thinking and behavior.[1] [12]
[30] In the context of information security, regret-based messages
effectively influenced some behaviors, such as backing up, but not
security-conscious internet use. Few studies have investigated the
role of incentives in information security, but they have established
a correlation between incentives and security-conscious behavior
[3] [7] [24], albeit one that is not very strong [6]. Finally, feedback
may be used as a message. Feedback can be viewed as an extension
of deterrence, where negative feedback discourages bad practices,
and positive feedback reinforces desirable behavior. Research has
shown that socially relevant issues, such as selective waste collec-
tion, are effective, but the results are inconclusive when it comes
to information security awareness.

In psychology, the concept of the “dark triad” (DT) encompasses
three malevolent personality traits: narcissism, Machiavellianism,
and psychopathy. Over the past 15 years, there has been an in-
creasing interest among scholars in studying “dark behaviors” and
“dark traits,” particularly in organizational contexts. The DT repre-
sents a taxonomy of dark personality traits that have undergone
extensive examination, with researchers attempting to comprehend
how these traits relate to other personality models (such as the Five
Factor Model or Big Five) and to various organizationally relevant
processes and outcomes (such as counterproductive workplace be-
haviors and leadership). James and LeBreton defined personality as
“dynamic mental structures (e.g., scripts, schemas, motives, needs)
associated with mental processes (e.g., perceiving, framing, encod-
ing, analyzing, inferring) that determine an individual’s cognitive,
affective, and behavioral adjustments to his or her environments”
The authors further distinguished between the implicit and explicit
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components of personality, with the former referring to the as-
pects of personality that exist beyond conscious awareness (such
as defense mechanisms) and the latter referring to the aspects of
personality that one is consciously aware of (such as introspectively
accessible thoughts, feelings, and patterns of behavior). Thus far,
the majority of research, both in general and in the organizational
sciences, has focused on the explicit components of the DT, pri-
marily in the form of explicit traits. Given this, our review will
concentrate on those aspects of the DT that are accessible to in-
trospection and are most frequently measured through self-report
surveys.

The present study employs the Dark Triad construct [25] [19]
[10], which encompasses Machiavellianism, subclinical narcissism,
and subclinical psychopathy, to explore the domain of cybersecu-
rity awareness. While the term “subclinical” refers to the absence
of readily detectable clinical symptoms and is commonly used for
diseases that lack manifest symptoms at an early stage, we have
omitted the term for simplicity, while still refraining from referring
to narcissism or psychopathy in the clinical sense. Although the
members of the Dark Triad exhibit several commonalities, they pos-
sess distinct characteristics, which is why they have been grouped
together as a triad. Machiavellianism is the only member of the
Dark Triad that lacks a psychopathological counterpart or a diag-
nosed level of severity. The phenomenon associated with Machi-
avellianism varies across disciplines, with the term being widely
associated with political sciences. However, in the narrower psy-
chological sense, Machiavellianism was first discussed in more
detail during the 1970s. Machiavellians prioritize their objectives
over the benefit or harm of others, manipulating without regard
for ethical considerations. They are cynical and suspicious, be-
lieving that if they do not take advantage of others, they will be
taken advantage of themselves. While they do not consider their
interests superior to those of others, they are not altruistic and
emotionally withdraw from situations. Machiavellians possess the
ability to understand the thoughts and intentions of others, but
lack emotional involvement or empathy with the characters in the
story. They are skilled strategists who prioritize the interests of
their own group. Machiavellianism, despite not being classified as a
type of psychopathy, is increasingly being debated as a subclinical
form of the latter. Furthermore, its lack of empathy has led it to be
considered a subclinical form of sociopathy.

The concept of narcissism was introduced by Freud and distin-
guished between ‘normal’ or primary narcissism and pathological
or secondary narcissism. While Freud’s theory on narcissism was
criticized, contemporary approaches still view narcissism as a devel-
opmental process rather than just pathological. However, several
authors have posited that poor parental care, particularly the lack
of or damage to early emotional attachments, is the root cause of
narcissistic pathology. Such caregiver dysfunctions during early
childhood have a significant impact on one’s self-development.

The roots of psychopathy can be traced back to the early 1800s.
However, over time, descriptions of this condition have varied
widely, ranging from reckless and impulsive behavior associated
with intact mental faculties to a charming, persuasive, confident,
attention-seeking, and emotionally shallow nature, as well as emo-
tional coldness, callous exploitation of others, and brutality. These
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diverse early conceptualizations demonstrate the controversial na-
ture of psychopathy’s definition. The most widely recognized divi-
sion of psychopathy is the two-factor model, which differentiates
between primary and secondary psychopathy. Primary psychopa-
thy is attributed to an innate emotional deficit, characterized by low
anxiety levels and a subsequent antisocial behavior, a lack of guilt,
and an inability to recognize and learn from mistakes, as well as
underactivity of the behavioral inhibitory system. Secondary psy-
chopathy, on the other hand, is a personality constellation acquired
as a result of adverse environmental influences, where increased
exposure to anxiety, abuse, neglect, or emotional coldness and
the resulting negative experiences and feelings lead to increased
anxiety, emotional distress, and antisocial behavior in response to
emotional distress and intrapsychic conflict. In this case, the behav-
ioral activation system is in overdrive. In addition to their innate
emotional deficit, primary psychopaths are characterized by extro-
verted behavior, greater openness, and confidence, which stem from
their lower anxiety levels. Conversely, secondary psychopaths ex-
hibit the opposite traits, including emotional disturbance, decreased
social activity, and increased impulsivity.

The Dark Trinity, consisting of three constructs, is typified by
manipulative behavior, self-interest, emotional coldness, and height-
ened levels of aggression, which often elicits a negative connotation.
However, these constructs are not classified as psychopathologies,
and they share common features such as self-centeredness and
reduced empathy, which are more prevalent in men. Despite this,
not all members of the Dark Trinity exhibit the same characteris-
tics, leading to debates about treating them as a single entity or as
separate constructs. While the Dark Trinity’s traits are correlated,
they are not interchangeable, and their degree of expression may
vary from person to person. The constructs overlap in their com-
mon intersection of self-interest, manipulation, and insensitivity,
but they also have distinctive features that differentiate them from
each other. The Dark Trinity’s individual characteristics can be
discerned through the prevailing structural models of personality,
such as the Interpersonal Circle or the Big Five model.

2 METHODOLOGY

Our research was conducted within the framework of two optional
courses, which are generally open to undergraduate students, with
the exception of one Master’s degree program. The first course,
“Information Security Awareness,” was offered in the first semester
of 2023/2024, while the second course, “The Regulation of Privacy,
Public Security and Surveillance,” was offered in the second semes-
ter of 2023/2024. Full time training students attended the daytime
classes (24 people), which totaled 28 hours over 14 weeks on Mon-
day evenings from 6:00 pm, while part time training classes (5
people) were held for 2x4 hours. The participants of the experi-
ment were drawn from various degree programs, with the course
offered in two faculties of the University. The International Secu-
rity and Defense Policy course (3 people) was provided to students
enrolled in the Faculty of Military Sciences and Officer Training,
while students enrolled in the Faculty of Public Governance and
International Studies were offered the other courses, Public Ad-
ministration Manager (8 people), Science of Public Governance
(14 people), International Public Management courses (4 people).

CEEeGov 2024, September 12, 13, 2024, Budapest, Hungary

The majority of the participants took the course as an elective for
their degree, with only a small percentage demonstrating a genuine
interest in the subject matter. The 6:00 pm start time of the course
played a crucial role in motivating the students, as the challenges
outlined earlier were formulated. Notably, 19 of the students had
previously completed one of the two courses in an earlier semester.

In the first session of the course, we conducted a focus group
survey to assess the information security awareness of students,
utilizing the five-step information security awareness model.[5] We
queried students on their knowledge, attitudes, legal knowledge,
intentions, and behaviors.

Finally, with regards to behavior, we inquired about the protec-
tion measures employed on their devices.

The results were remarkable, albeit not unexpected. The partici-
pants’ attitudes towards safety awareness centered on conventional
responses such as "I am not a noteworthy target,” ”I am not in-
trigued by the subject,” and "I am not technically inclined, hence
the subject is not of interest to me.” The mainstream media’s cover-
age of cybersecurity has only captured my attention superficially,
if at all.

To overcome the aforementioned challenges of indifference and
fatigue, we employed a novel teaching methodology known as
“comedication” program.[20] This program was initially introduced
in medical education, with the first program comprising short
videos in 1994; however, the authors have since expanded it to
include cinema and episodes of television series. Film is an effec-
tive medium for presenting diverse forms of cyberspace behavior,
as it simplifies complex issues, offers multiple potential solutions,
and can serve as a case study to prepare students for real-life situa-
tions. "Cinemeducation” has proven to be an effective and engaging
tool for evaluating professionalism while also promoting critical
thinking and moral maturity. The utilization of film illustrations in
education is widespread and has been a tried and tested method in
history, philosophy, and political science. This approach permits
a comprehensive exploration of a phenomenon from various per-
spectives - in public service, it is crucial to consider not only the
interests of the average user but also the state’s defense mecha-
nisms, as well as the legal regulations involved. To gauge individual
progress in each lesson, we employed a gamification-based applica-
tion called Kahoot. At the outset of each lesson, we created a quiz
related to the topic, examining general knowledge to assess the
participants’ baseline knowledge. Conversely, at the end of each
lesson, we formulated a quiz consisting of specific questions that
tested knowledge covered during the session. This approach aimed
to evaluate competencies while measuring the degree of student
engagement. The Kahoot test demonstrated, lesson by lesson, that
this innovative approach managed to sustain student interest and
attention, even when they were fatigued from attending classes
throughout the day. While the general Kahoot test at the beginning
of the course yielded mixed results, a significant proportion of stu-
dents provided correct answers to the specific knowledge covered
in each lesson. Feedback from students at the end of the course
corroborated our assumptions: not only had their awareness levels
increased, but their behavior had also transformed in numerous
instances, with some referencing a common phrase, "I have covered
my webcam since then”.
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Table 1: The 14-week course encompassed the following topics related to cybersecurity

Week Information security awareness The Regulation of Privacy, Public Security and
Surveillance

1 Introduction to the information security awareness Introduction to the privacy

2 Social Engineering I.- Human-based attacks The legislation of the privacy, public security and
surveillance

3 Social Engineering IL.- IT-based attacks The legislation of video surveillance. Intelligent
video surveillance

4 Cyber threats I.- Cyber crime The legislation of the public video surveillance
(Police, Department of Streets, public transport)

5 Cyber threats IL.- Cyber terrorism and hacktivism  The Big Brother and the Surveillance Society

6 Cyber threats IIL.- Cyber espionage Smartphone surveillance and tracking techniques

7 Cyber threats IV.- Cyber warfare Deep Packet Inspection

8 Psychological operations The benefits and challenges of UAVs

9 The risks of social media Biometric authentication

10 Cyberbulling The Right to be forgotten. 2018 reform of EU
data protection reform

11 The safety of smart mobile devices Using technology to protect Online Privacy.
Privacy Enhancing Technologies, Privacy by
Design

12 Best practices in building information security Best practices in data privacy

awareness
13 Presentations Presentations
14 Conclusion Conclusion

Subsequent to implementing this educational methodology, we
administered a questionnaire to the students at the midpoint of the
semester, which assessed the relationship between cybersecurity
and the dark triad personality test. As previously mentioned, a
total of 29 students participated across both semesters; hence, we
cannot make generalizations beyond the respondents’ valid results.
There exists a multitude of versions of the Dark Triad test, however,
for our study, we employed the abbreviated version consisting of 27
items for each of the three factors. In addition to the fundamental
set of questions, we included two supplementary sets of inquiries
that could be classified under two factors, namely, perception and
cybersecurity awareness. The aforementioned constructs were
evaluated using a Likert scale, with the Dark Triad questions being
measured on a scale of 1 to 5 and the cybersecurity questions on a
scale of 1 to 4. Further, we subdivided the cybersecurity constructs
based on knowledge and attitudes, in which 4 and 15 questions
were asked, respectively. Lastly, we assessed two questions on
perception.

Owing to the limited number of responses to the questionnaire,
we employed certain methods to validate the questionnaire. Our
analyses were conducted using descriptive statistics, cluster analy-
sis, and the Kruskal-Wallis test.

The purpose of our research is to explore the correlations be-
tween cybersecurity awareness and the responses of the partici-
pants to the Dark Triad questionnaire.

The following hypotheses are related to this study:

H1: Respondents are predominantly characterized by narcissistic
traits rather than Machiavellian or psychopathic traits.

H2: Respondents who consider themselves security-conscious
will display a greater sense of responsibility towards preventing
incidents.

H3: Respondents who consider themselves security-conscious
are perceived to be more comfortable with rules and less vulnerable
than their non-security-conscious counterparts.

3 RESULTS

The responses received for the Dark Triad test were subject to
analysis using descriptive statistics on a sample size of 29. The
results show that the highest mean score for Machiavellianism
was 4.55 (“There are things you should hide from other people to
preserve your reputation”), which although did not score a tick in
this category, was the highest mean score among all 27 questions.
This finding suggests that Machiavellianism is a prominent factor
amongst the respondents. It is noteworthy to mention that the
category of Machiavellianism also had the highest mean value of
the standard deviation (1.088), indicating a wide range of responses.
In contrast, the lowest value was recorded for psychopathy (“I like
to pick on losers” =1.38), with this category also having the low-
est average standard deviation among all questions (1.027). Upon
averaging the responses for each question, the results reveal that
Machiavellianism has the highest value (3.59).

Comparable to the Dark Triad test, descriptive statistics were
employed to analyze the responses received for questions pertaining
to cybersecurity knowledge and attitudes. Given that the responses
were measured on a 1 to 4 scale, the mean for both factors slightly
exceeded the median.
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Following this, we proceeded to conduct a cluster analysis for
the three-factor questions of the Dark Triad test. Initially, we ana-
lyzed the responses to the questions relating to Machiavellianism
using Ward’s Method, which yielded two clusters based on the
dendrogram:

1. Stronger Machiavellianism: In this group, five out of the nine
questions exhibited a higher mean score, indicating that the respon-
dents may possess a higher tendency towards Machiavellianism
traits.

2. Moderate Machiavellianism: Although some questions had
high mean scores, they were less concentrated and lower for some
questions, indicating a more moderate tendency towards this factor.

Subsequently, we formed clusters based on the responses to
the narcissism questions utilizing Ward’s method, similar to the
Machiavellianism method. Herein, the two-cluster separation was
again the most optimal:

1. Intense narcissism: In this group, five out of the nine questions
exhibited a higher mean score, which may indicate a more intense
display of narcissistic traits among respondents.

2. Broad spectrum of narcissism: Although the average score
for four questions was higher in this group, there was a higher
deviation in three of these questions, suggesting a greater variety
of responses and a broader spectrum of narcissistic traits among
respondents.

In the final step, we formed two clusters based on the responses
to the psychopathy questions using Ward’s method, with the den-
drogram and the values indicating that the two-cluster solution
was appropriate:

1. High-intensity respondents: This group had a higher mean
score for seven out of nine questions, with the deviation taking on
different values for each response. The high scores in this group
may indicate a stronger manifestation of psychopathy traits.

2. Balanced respondents: Two out of nine questions had a higher
average score in this group. The degree of deviation differed across
responses, but for the statement I like to pick on losers,” the devia-
tion was 0, indicating that everyone gave the same answer to this
question in this group.

As a further step in our research, we conducted the Kruskal-
Wallis test to examine whether there were significant differences
between groups based on specific variables. All three components
of the Dark Triad were tested, and groups were formed based on the
individual’s perception of their security consciousness regarding
privacy. Among the questions analyzed, there was a significant
difference between those who considered themselves security con-
scious and those who did not, in the psychopathy question “I like to
pick on losers”. The significance level was P=0.014, indicating that
those who did not consider themselves security conscious tended
to agree more strongly that they liked picking on losers. However,
for the questions in the Machiavellianism and Narcissism domains,
there was no significant difference between the two groups for any
of the questions asked.

Furthermore, using the Kruskal-Wallis test, we examined re-
sponses to questions related to cybersecurity attitudes and knowl-
edge factors and tested these against two questions, "Have you
previously taken a course on data and information security?” and
“Do you consider yourself security aware from a data protection
perspective?”. The answers to these questions were used to form
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two groups, and we investigated whether there were any significant
differences between these groups in terms of their attitudes and
knowledge towards cybersecurity.

Regarding attitudes, respondents who considered themselves
security-conscious scored significantly higher on the following
questions:

- 7 believe that it is the responsibility of the management to
ensure that the university protects itself from cybercrime” (P=0.019)

- "It is difficult to determine how to protect the university from
cybercrime” (P=0.012)

- 7I believe that reporting cybercrime is a futile exercise”
(P=0.013)

Regarding knowledge, respondents who had previously taken a
course on data and information security scored significantly higher
(P=0.002) on the question "I lack the skills to protect the university
from cybercrime” compared to those who had not taken such a
course.

In addition to the question "Do you consider yourself to be se-
curity aware from a data protection perspective?” for perception,
respondents who answered “no” had a significantly higher pro-
portion of respondents who claimed to be aware of their role in
protecting the university from potential cybercriminals (P=0.029).
Similarly, regarding security awareness, those who did not con-
sider themselves to be security aware were significantly more likely
(P=0.005) than those who considered themselves security aware to
declare that they were aware of the university’s IT use policy and
made efforts to comply with it.

4 DISCUSSION

The findings from this study contribute essential insights into
the psychological traits and perceptions associated with security-
conscious behavior. Three key observations were made which have
significant implications for understanding individual differences in
security awareness and responsibility.

Our first result reveals that participants predominantly exhibit
Machiavellian traits rather than narcissistic or psychopathic traits.
This is a crucial finding, suggesting that security-conscious individ-
uals may employ cunning and strategic thinking, characteristic of
Machiavellianism, in their approach to security and privacy. This
may indicate a calculative and outcome-based approach to secu-
rity, where decisions are made more based on expected benefits
rather than ethical or communal considerations. Such traits could
potentially influence the development of security policies that ac-
count for this strategic behavior, aiming to align individual and
organizational security goals.

The second result presents a paradox where respondents, who
consider themselves as security-conscious, do not necessarily feel
a greater sense of responsibility towards preventing security in-
cidents. This finding challenges the assumption that increased
awareness and knowledge lead to responsible security behavior. It
suggests that while individuals may be aware of security practices
and consider themselves conscious of security, this self-perception
does not directly translate into a proactive attitude towards security
responsibilities. This discrepancy could be addressed in security
training programs by not only increasing awareness but also foster-
ing a sense of personal responsibility and impact among individuals.
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Finally, our third finding that respondents who consider them-
selves security-conscious are perceived to be more vulnerable and
less comfortable with rules than their non-security-conscious coun-
terparts adds another layer of complexity. This could reflect a crit-
ical and questioning attitude towards existing security measures
and a recognition of the limitations of such rules. The perception of
vulnerability despite a high level of consciousness could also drive
the need for more stringent personal and organizational security
practices.

These findings open several avenues for future research. Fur-
ther studies could explore the underlying reasons why security-
conscious individuals feel vulnerable and their specific discomforts
with security rules. Additionally, investigating the interplay be-
tween different dark triad traits (Machiavellianism, narcissism, and
psychopathy) and security behaviors could yield more profound
insights into how personality influences security policy compliance
and the effectiveness of security interventions.

This study underscores the complexity of security conscious-
ness and responsibility, revealing that the psychological profile of
security-conscious individuals is not straightforward and is influ-
enced by various traits and perceptions. The insights gained call
for a nuanced approach to security education and policy-making,
considering these diverse psychological aspects.
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